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NEW QUESTION 1

- (Exam Topic 1)

You need to implement on-premises application and SharePoint Online restrictions to meet the authentication requirements and the access requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE:Each correct selection is worth one point.

For on-premises applications:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications
Publish an application by using Azure AD Application Proxy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

For on-premises applications:

Configure Cloud App Security policies
Modify the User consent settings for the enterprise applications.

Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Secunty policies.
Maodify the User consent settings for the enterprise applications
Publish an application by using Azure AD Application Proxy

NEW QUESTION 2

- (Exam Topic 1)

You need to identify which roles to use for managing role assignments. The solution must meet the delegation requirements.

What should you do? To answer, select the appropriate options in the answer area. NOTE:Each correct selection is worth one point.

To manage Azure AD built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal https://docs.microsoft.com/en-us/azure/active-
directory/roles/permissions-reference
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NEW QUESTION 3

- (Exam Topic 2)

You create a Log Analytics workspace.

You need to implement the technical requirements for auditing. What should you configure in Azure AD?

A. Company branding
B. Diagnostics settings
C. External Identities
D. App registrations

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring

NEW QUESTION 4
- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant that contains an administrative unit named Departmentl.
Departmentl has the users shown in the Users exhibit. (Click theUserstab.)
Dashboard

ContosolzurealD Departmentl Administrative Unit

& Departmentl Administrative Unit | Users (Preview)

P . A s ™ o
= AZure ACine Lereciony

P
L EEa PR LIl E

-+ Add member ] Bulk operations ~ () Refresh == Columns i3l Preview features ) Got feedback?
0 This page includes previews available for your evaluation; View previews =3
M Search users | o Add filters
2 users found
Mame T User principal name TL User type Directory synced
|:| . Userl Userl@m365x629615 onmicrosoft.com Member Mo
|:] . User2 User2@m365x529615 onmicrosoft.com hiember NG

Departmentl has the groups shown in the Groups exhibit. (Click theGroupstab.)
Dashboard > ContosofzureAD » Departmentl Administrative Unit

S Departmentl Administrative Unit | Groups

ContosofzureAD - Azure Active Directory

“ -+ Add Remove (J Refresh =Z Columns & Preview features ) Got feedback?

A Search groups

' Fg Add filters

Name

D Group1
[] Group2

Group Type
Secunity

Security

Membership Type
Assigned

Assigned

Departmentl has the user administrator assignments shown in the Assignments exhibit. (Click theAssignmentstab.)

Dashboard ContosoAzureAD

-
H vl bdonirdy Mana

Lk

<+ Add assignments F_’-‘F* settings () Refresh

Eligible assignments Active assignments

member name or principal name
Mame Principal name

User Administration

identity Govemance » Privileged ldéntity Management

v Export

ContosofzureAD

User Administrator | Assignments

7 Got feedback?

Expired assignments

Type Scope
User
nsoft.oon User Directory

The members of Group2 are shown in the Group2 exhibit. (Click theGroup2tab.)
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Dashboard » ContosoAzureAD > Groups GroupZ

S Group2 | Members

t Addmembers [ Remove () Refresh [T Bulk operstions ~ | =Z Columns 55l Preview features < Got feedback?

0 This page includes previews available for your evaluation. View previews =

Direct members

Name User type

D @ User3 Member
] @ User4 Member

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE:Each correct selection is worth one point.

Statements Yes No
Admin1 can reset the passwords of User3 and Userd. O O

Admin1 can add User1 to Group 2 O O

Admin 2 can reset the password of User1. O @)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units

NEW QUESTION 5
- (Exam Topic 3)
You have a custom cloud app named App1 that is registered in Azure Active Directory (Azure AD). Appl is configured as shown in the following exhibit.
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Hsave X Discard

@ Delete | 2 Got feedback?

Enabled for users to sign-in? ® No jl

Name @

Homepage URL @

Logo ®

User access URL ®

Application ID ®

Object ID ®

Terms of Service Url ®

Privacy Statement Url ®

Reply urd ®

Appl o d

https://app].m365x629615. onmicrosoft.com/ D)

https://myapps.microsoft.com/signin/App1/09df58d6-d29d-40de-bld...

2 2 B

09df58d6-d29d-40de-b0d0-321fdch3cH65

03700d22-7e61-4007-a2a0-04dbdff269¢d

=

Publisher did not provide this information

Publisher did not provide this information

https://contoso.com/AppT/icgen

User assignment required? © ( Yes “}

Visible to users? ®

- )

Use the drop-down menus to select the answer choice that completes each statement based on the information

presented in the graphic.

NOTE:Each correct selection is worth one point.

[answer choice] can access App1 from the v

homepage URL. [Ajll users

No one
Only users listed on the Owners blade
Only users listed on the Users and groups blade

App1 will appear in the Microsoft Office 365 app v

launcher for [answer choice]

A. Mastered
B. Not Mastered

Answer: A

The Leader of IT Certification
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Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

NEW QUESTION 6

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant named conto.so.com that has Azure AD Identity Protection enabled. You need to Implement a sign-in risk
remediation policy without blocking access.

What should you do first?

A. Configure access reviews in Azure AD.

B. Enforce Azure AD Password Protection.

C. implement multi-factor authentication (MFA) for all users.
D. Configure self-service password reset (SSPR) for all users.

Answer: D

NEW QUESTION 7

- (Exam Topic 3)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure monitor, you modify the action group.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 8

- (Exam Topic 3)

You have a Microsoft 365 tenant.

You need to ensure that you tan view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Get-AzureADAuditDirectoryLogs cmdlet.
B. Create an Azure AD workbook.

C. Run the Set-AzureADTenantDetail cmdlet.

D. Modify the Diagnostics settings for Azure AD.

Answer: A
NEW QUESTION 9

- (Exam Topic 3)
You create the Azure Active Directory (Azure AD) users shown in the following table.

on trunsted device rﬁurnrrml-

' -ﬁmm“mmmmwmmym

: HWmIMMHm-MWMﬂmﬂwh\Wmmwm EraTary. O ko
Mﬁm MAFA B & trusted Seiie tettngn W uung Pemember WA 50 b Bnted deice Be iie 35 retrsd e gl stom to. 00 o
o mm—

On February 26, 2021, what will the multi-factor auth status be for each user?
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i

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 10

- (Exam Topic 3)

Your company recently implemented Azure Active Directory (Azure AD) Privileged Identity Management (PIM).

While you review the roles in PIM, you discover that all 15 users in the IT department at the company have permanent security administrator rights.
You need to ensure that the IT department users only have access to the Security administrator role when required.

What should you configure for the Security administrator role assignment?

A. Expire eligible assignments afterfrom the Role settings details
B. Expire active assignments afterfrom the Role settings details
C. Assignment type toActive

D. Assignment type toEligible

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

NEW QUESTION 10

- (Exam Topic 3)

Your company requires that users request access before they can access corporate applications.

You register a new enterprise application named MyApp1 in Azure Active Dilatory (Azure AD) and configure single sign-on (SSO) for MyApp1.
Which settings should you configure next for MyAppl1?

A. Self-service

B. Provisioning

C. Roles and administrators
D. Application proxy

Answer: C

NEW QUESTION 11

- (Exam Topic 3)

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active

Directory (Azure AD) tenant named contoso.com by using Azure AD Connect. Attire AD Connect is installed on a server named Server 1.

You deploy a new server named Server? that runs Windows Server 2019.

You need to implement a failover server for Azure AD Connect. The solution must minimize how long it takes to fail over if Serverl fails.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Arswer Bica

D8
O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Artons M "
LLIOTES Biaweet A

NEW QUESTION 13

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant. For the tenant. Users can register applications Is set to No.

A user named Adminl must deploy a new cloud app named Appl.

You need to ensure that Adminl can register Appl in Azure AD. The solution must use the principle of least privilege.
Which role should you assign to Admin1?

A. Application developer in Azure AD

B. App Configuration Data Owner for Subscription!
C. Managed Application Contributor for Subscription!
D. Cloud application administrator in Azure AD

Answer: A

NEW QUESTION 18

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click theExhibittab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

o

Description ()

Start date * 12/18/2020 @
Frequency | Monthiy i
Durﬂtiﬂn |:”-.| dayﬂ ':-'_,.: ———————————{} ]4

End (@ m End by  Occurrences |

N ¥ B
Users
Scope @ Everyone
Review role membership (permanent and eligible) *
Application Administrator and 72 others
Reviewers
Reviewers | (Preview) Manager o

(Preview) Fallback reviewers (O
hMegan Bowen

“ ' Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You create a separate access review for each role.

Does this meet the goal?

A. Yes
B. NoD18912E1457D5D1DDCBD40AB3BF70D5D

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 21
- (Exam Topic 3)
You have a Microsoft 365 tenant.

Sometimes, users use external, third-party applications that require limited access to the Microsoft 365 data of the respective user. The users register the

applications in Azure Active Directory (Azure AD).

You need to receive an alert if a registered application gains read and write access to the users’ email. What should you do? To answer, select the appropriate

options in the answer area.
NOTE:Each correct selection is worth one point.

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader:

Leader of IT Certifications

100% Valid and Newest Version SC-300 Questions & Answers shared by Certleader
https://www.certleader.com/SC-300-dumps.html (106 Q&AS)

Tool to use: v

Policy type to create: -

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

Azure AD Identity Protection
Identity Governance
Microsoft Cloud App Security
Microsoft Endpoint Manager

App discovery

App protection
Conditional access
OAuth app

Sign-in risk

User risk

https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy

NEW QUESTION 23

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl and the groups shown in the following table.

Name Type Membership type
GGroup1 Security Assigned
Group? Security Dynamic User
Groupd Security Dynamic Device
Group4 Microsoft 365 Assigned
In the tenant, you create the groups shown in the following table.
Name Type Membership type
GroupA Security Assigned
GroupB Microsoft 365 Assigned

Which members can you add to GroupA and GroupB? To answer, select the appropriate options in the answer area.

NOTE:Each correct selection is worth one point.

GroupA:

GroupB:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

User1 only

User1 and Group1 only

User1, Group1, and Group2 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group3 only
User1, Group1, Group2, Group3, and Group4

w

User1 only

User1 and Group4 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4
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NEW QUESTION 28

- (Exam Topic 3)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant
Users sign in to computers that run Windows 10 and are joined to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the computers for Azure AD Seamless SSO.
What should you do?

A. Enable Enterprise State Roaming.
B. Configure Sign-in options.
C. Install the Azure AD Connect Authentication Agent.
D. Modify the Intranet Zone settings.

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

NEW QUESTION 31

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant. You open the risk detections report.
Which risk detection type is classified as a user risk?

A. impossible travel

B. anonymous IP address

C. atypical travel

D. leaked credentials

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION 36

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Type Member of
User1 Member Group1
User2 Member Group1
User3 Guest Group1

Userl is the owner of Groupl.
You create an access review that has the following settings:

> Users to review: Members of a group

> Scope: Everyone

> Group: Groupl

> Reviewers: Members (self)
Which users can perform access reviews for User3?

A. Userl, User2, and User3

B. User3 only
C. Userl only

D. Userl and User2 only

Answer: B

NEW QUESTION 37

- (Exam Topic 3)

Your company has a Microsoft 365 tenant.
The company has a call center that contains 300 users. In the call center, the users share desktop computers and might use a different computer every day. The
call center computers areNOTconfigured for biometric identification.

The users are prohibited from having a mobile phone in the call center.

You need to require multi-factor authentication (MFA) for the call center users when they access Microsoft 365

services.

What should you include in the solution?

A. a named network location
B. the Microsoft Authenticator app
C. Windows Hello for Business authentication

D. FIDO2 tokens
Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-passwordless
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NEW QUESTION 40

- (Exam Topic 3)

Your network contains an on-premises Active Directory domain that sync to an Azure Active Directory (Azure AD) tenant. The tenant contains the shown in the
following table.

Name | Type Directory synced

All the users work remotely.
Azure AD Connect is configured in Azure as shown in the following exhibit.

PROVISION FROM ACTIVE DIRECTORY

=L 1l = skl I T gy i

i Al "

Connectivity from the on-premises domain to the internet is lost. Which user can sign in to Azure AD?

A. Userl only

B. Userl and User 3 only
C. Userl, and User2 only
D. Userl, User2, and User3

Answer: A
NEW QUESTION 43

- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

User1 Ulsaat

ldentityl Managed dentity
Which objects can you add as eligible in Azure Privileged identity Management (PIM) for an Azure AD role?

A. Userl only

B. Userl and Identityl only

C. Userl. Guestl, and Identity
D. Userl and Guestl only

Answer: A

NEW QUESTION 45
- (Exam Topic 3)
Your company has an Azure Active Directory (Azure AD) tenant named contosri.com. The company has the business partners shown in the following table.

Mame Descrniption |

users can request access by using package 1.

Users at Fabrikam and Litware use ail then respective domain names for email addresses.

You plan to create an access package named packagel that will be accessible only to the Fabrikam and Litware users.

You need to configure connected organizations for Fabrikam and litware so that any of their users can request access by using packagel.
What is the minimum of connected organization that you should create.

00 w»
A WNPE

Answer: C
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NEW QUESTION 48
- (Exam Topic 3)
HOTSPOT

You have an Azure Active Directory (Azure AD) tenant that contains Azure AD Privileged Identity Management (PIM) role settings for the User administrator role

as shown in the following exhibit.

. ContosoAzureAD > Identity Governance

Privileged Identity Management

Role setting details - User Administrator

Privileged [dentity Management | Azure AD roles

& Edit

Activation
SETTING

Activation maximum duration (hours)
Require justification on activation
Require ticket information on activation
On activation, require Azure MFA
Require approval to activate

Approvers

Assignment
SETTING
Allow permanent eligible assignment
Expire eligible assignments after
Allow permanent active assignment

Expire active assignments after

Require Azure Multi-Factor Authentication on active assignment

Require justification on active assignment

ContosoAzureAD > User Administrator >

STATE

8 hour(s)

Yes

Yes
Yes

MNone

STATE

No

15 day(s)
No

1 month(s)
Mo

Mo

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE:Each correct selection is worth one point.

A user who requires access to the User administration role must perform

multi-factor authentication (MFA) every [answer choice].

Before an eligible user can perform a task that requires the User
administrator role, the activation must be approved by a [answer choice].

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure https://docs.microsoft.com/en-us/azure/active-
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8 hours
15 days
1 month

global administrator only

global administrator or privileged role administrator
permanently assigned user administrator
pnvileged role administrator only
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directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION 53
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