
Welcome to download the Newest 2passeasy SK0-005 dumps
https://www.2passeasy.com/dumps/SK0-005/ (265 New Questions)

 Exam Questions SK0-005
CompTIA Server+ Certification Exam

https://www.2passeasy.com/dumps/SK0-005/

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy SK0-005 dumps
https://www.2passeasy.com/dumps/SK0-005/ (265 New Questions)

NEW QUESTION 1
A server administrator was asked to build a storage array with the highest possible capacity. Which of the following RAID levels should the administrator choose?

A. RAID 0
B. RAID 1
C. RAID 5
D. RAID 6

Answer: A

NEW QUESTION 2
A server administrator is testing a disaster recovery plan. The test involves creating a downtime scenario and taking the necessary steps. Which of the following
testing methods is the administrator MOST likely performing?

A. Backup recovery
B. Simulated
C. Tabletop
D. Live failover

Answer: C

NEW QUESTION 3
An administrator is configuring a host-based firewall tor a server. The server needs to allow SSH, FTP, and LDAP traffic. Which of the following ports must be
configured so this traffic will be allowed? (Select THREE).

A. 21
B. 22
C. 53
D. 67
E. 69
F. 110
G. 123
H. 389

Answer: D

NEW QUESTION 4
A technician needs to install a Type 1 hypervisor on a server. The server has SD card slots, a SAS controller, and a SATA controller, and it is attached to a NAS.
On which of the following drive types should the technician install the hypervisor?

A. SD card
B. NAS drive
C. SATA drive
D. SAS drive

Answer: C

NEW QUESTION 5
A systems administrator is trying to run a program on the server to query the database. When attempting to launch the program, the screen flashes and the
program closes. Which of the following should the technician do to get the program to open correctly? (Choose two.)

A. Launch the program running as the administrator.
B. Check HIPS logs to see if the application is blocked.
C. Log on to the server as the backup administrator.
D. Log on to the server as the database administrator.
E. Stop the database and restart the server.

Answer: AB

NEW QUESTION 6
Which of the following licenses would MOST likely include vendor assistance?

A. Open-source
B. Version compatibility
C. Subscription
D. Maintenance and support

Answer: C

NEW QUESTION 7
Which of the following would a systems administrator implement to ensure all web traffic is secure?

A. SSH
B. SSL
C. SMTP
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D. PGP

Answer: B

Explanation: 
Secure Sockets Layer (SSL): SSL and its successor Transport Layer Security (TLS) enable client and server computers to establish a secure connection session
and manage encryption and decryption activities.

NEW QUESTION 8
A server administrator needs to harden a server by only allowing secure traffic and DNS inquiries. A port scan reports the following ports are open:

A. 21
B. 22
C. 23
D. 53
E. 443
F. 636

Answer: D

NEW QUESTION 9
A server administrator added a new drive to a server. However, the drive is not showing up as available. Which of the following does the administrator need to do
to make the drive available?

A. Partition the drive.
B. Create a new disk quota.
C. Configure the drive as dynamic.
D. Set the compression.

Answer: C

NEW QUESTION 10
A very old PC is running a critical, proprietary application in MS-DOS. Administrators are concerned about the stability of this computer. Installation media has
been lost, and the vendor is out of business. Which of the following would be the BEST course of action to preserve business continuity?

A. Perform scheduled chkdsk tests.
B. Purchase matching hardware and clone the disk.
C. Upgrade the hard disk to SSD.
D. Perform quarterly backups.

Answer: A

NEW QUESTION 10
Ann, an administrator, is configuring a two-node cluster that will be deployed. To check the cluster’s functionality, she shuts down the active node. Cluster
behavior is as expected, and the passive node is now active. Ann powers on the server again and wants to return to the original configuration. Which of the
following cluster features will allow Ann to complete this task?

A. Heartbeat
B. Failback
C. Redundancy
D. Load balancing

Answer: B

NEW QUESTION 12
A technician runs top on a dual-core server and notes the following conditions: top –- 14:32:27, 364 days, 14 usersload average 60.5 12.4 13.6
Which of the following actions should the administrator take?

A. Schedule a mandatory reboot of the server
B. Wait for the load average to come back down on its own
C. Identify the runaway process or processes
D. Request that users log off the server

Answer: D

NEW QUESTION 16
Following a recent power outage, a server in the datacenter has been constantly going offline and losing its configuration. Users have been experiencing access
issues while using the application on the server. The server technician notices the data and time are incorrect when the server is online. All other servers are
working. Which of the following would MOST likely cause this issue? (Choose two.)

A. The server has a faulty power supply
B. The server has a CMOS battery failure
C. The server requires OS updates
D. The server has a malfunctioning LED panel
E. The servers do not have NTP configured
F. The time synchronization service is disabled on the servers
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Answer: CF

NEW QUESTION 17
Users at a company work with highly sensitive data. The security department implemented an administrative and technical control to enforce least-privilege access
assigned to files. However, the security department has discovered unauthorized data exfiltration. Which of the following is the BEST way to protect the data from
leaking?

A. Utilize privacy screens.
B. Implement disk quotas.
C. Install a DLP solution.
D. Enforce the lock-screen feature.

Answer: C

Explanation: 
Components of a Data Loss Solution

NEW QUESTION 21
Which of the following can be used to map a network drive to a user profile?

A. System service
B. Network service
C. Login script
D. Kickstart script

Answer: A

NEW QUESTION 22
A system administrator has been alerted to a zero-day vulnerability that is impacting a service enabled on a server OS. Which of the following would work BEST to
limit an attacker from exploiting this vulnerability?

A. Installing the latest patches
B. Closing open ports
C. Enabling antivirus protection
D. Enabling a NIDS

Answer: B

NEW QUESTION 24
A server administrator is exporting Windows system files before patching and saving them to the following location:
\\server1\ITDept\
Which of the following is a storage protocol that the administrator is MOST likely using to save this data?

A. eSATA
B. FCoE
C. CIFS
D. SAS

Answer: C

NEW QUESTION 25
A technician needs to provide a VM with high availability. Which of the following actions should the technician take to complete this task as efficiently as possible?

A. Take a snapshot of the original VM
B. Clone the original VM
C. Convert the original VM to use dynamic disks
D. Perform a P2V of the original VM

Answer: A

NEW QUESTION 30
Which of the following would MOST likely be part of the user authentication process when implementing SAML across multiple applications?

A. SSO
B. LDAP
C. TACACS
D. MFA

Answer: A

NEW QUESTION 35
A systems administrator is setting up a new server that will be used as a DHCP server. The administrator installs the OS but is then unable to log on using Active
Directory credentials. The administrator logs on using the local administrator account and verifies the server has the correct IP address, subnet mask, and default
gateway. The administrator then gets on another server and can ping the new server. Which of the following is causing the issue?
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A. Port 443 is not open on the firewall
B. The server is experiencing a downstream failure
C. The local hosts file is blank
D. The server is not joined to the domain

Answer: D

NEW QUESTION 37
A technician is installing a variety of servers in a rack. Which of the following is the BEST course of action for the technician to take while loading the rack?

A. Alternate the direction of the airflow
B. Install the heaviest server at the bottom of the rack
C. Place a UPS at the top of the rack
D. Leave 1U of space between each server

Answer: A

NEW QUESTION 40
Which of the following BEST describes the concept of right to downgrade?

A. It allows for the return of a new OS license if the newer OS is not compatible with the currently installed software and is returning to the previously used OS
B. It allows a server to run on fewer resources than what is outlined in the minimum requirements document without purchasing a license
C. It allows for a previous version of an OS to be deployed in a test environment for each current license that is purchased
D. It allows a previous version of an OS to be installed and covered by the same license as the newer version

Answer: B

NEW QUESTION 41
Which of the following should an administrator use to transfer log files from a Linux server to a Windows workstation?

A. Telnet
B. Robocopy
C. XCOPY
D. SCP

Answer: D

NEW QUESTION 43
A systems administrator deployed a new web proxy server onto the network. The proxy server has two interfaces: the first is connected to an internal corporate
firewall, and the second is connected to an
internet-facing firewall. Many users at the company are reporting they are unable to access the Internet since the new proxy was introduced. Analyze the network
diagram and the proxy server’s host routing table to resolve the Internet connectivity issues.
INSTRUCTIONS
Perform the following steps:
* 1. Click on the proxy server to display its routing table.
* 2. Modify the appropriate route entries to resolve the Internet connectivity issue.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 47
A company is running an application on a file server. A security scan reports the application has a known vulnerability. Which of the following would be the
company’s BEST course of action?

A. Upgrade the application package
B. Tighten the rules on the firewall
C. Install antivirus software
D. Patch the server OS

Answer: D

Explanation: 
Reference https://www.sciencedirect.com/topics/computer-science/vulnerability-scanner

NEW QUESTION 51
Which of the following can be BEST described as the amount of time a company can afford to be down during recovery from an outage?

A. SLA
B. MTBF
C. RTO
D. MTTR

Answer: C

NEW QUESTION 55
A company is building a new datacenter next to a busy parking lot. Which of the following is the BEST strategy to ensure wayward vehicle traffic does not interfere
with datacenter operations?

A. Install security cameras
B. Utilize security guards
C. Install bollards
D. Install a mantrap

Answer: C

NEW QUESTION 57
Which of the following describes the installation of an OS contained entirely within another OS installation?

A. Host
B. Bridge
C. Hypervisor
D. Guest

Answer: D
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NEW QUESTION 60
A server administrator wants to run a performance monitor for optimal system utilization. Which of the following metrics can the administrator use for monitoring?
(Choose two.)

A. Memory
B. Page file
C. Services
D. Application
E. CPU
F. Heartbeat

Answer: AE

NEW QUESTION 63
A server administrator is configuring a new server that will hold large amounts of information. The server will need to be accessed by multiple users at the same
time. Which of the following server roles will the administrator MOST likely need to install?

A. Messaging
B. Application
C. Print
D. Database

Answer: D

Explanation: 
Few people are expected to use the database at the same time and users don’t need to customize the design of the database.

NEW QUESTION 67
A server technician has received reports of database update errors. The technician checks the server logs and determines the database is experiencing
synchronization errors. To attempt to correct the errors, the technician should FIRST ensure:

A. the correct firewall zone is active
B. the latest firmware was applied
C. NTP is running on the database system
D. the correct dependencies are installed

Answer: C

NEW QUESTION 72
A global organization keeps personnel application servers that are local to each country. However, a security audit shows these application servers are accessible
from sites in other countries. Which of the following hardening techniques should the organization use to restrict access to only sites that are in the same country?

A. Configure a firewall
B. Close the unneeded ports
C. Install a HIDS
D. Disable unneeded services.

Answer: A

Explanation: 
Monitors Network Traffic

NEW QUESTION 75
A server administrator is installing a new server that uses 40G0 network connectivity. The administrator needs to find the proper cables to connect the server to the
switch. Which of the following connectors should the administrator use?

A. SFP+
B. GBIC
C. SFP
D. QSFP+

Answer: A

NEW QUESTION 79
Which of the following allows for a connection of devices to both sides inside of a blade enclosure?

A. Midplane
B. Active backplane
C. Passive backplane
D. Management module

Answer: A

NEW QUESTION 82
An administrator has attached an old SCSI JBOD to a server to recover archival data. However, the array will not mount to the server. Which of the following
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should the administrator check FIRST?

A. Terminators are installed on the controller card and the array.
B. Disk drivers are not installed on the server.
C. SCSI BIOS needs to be updates.
D. Terminators are installed on each hard drive.

Answer: B

NEW QUESTION 85
A technician has been asked to check on a SAN. Upon arrival, the technician notices the red LED indicator shows a disk has failed. Which of the following should
the technician do NEXT, given the disk is hot swappable?

A. Stop sharing the volume
B. Replace the disk
C. Shut down the SAN
D. Stop all connections to the volume

Answer: B

NEW QUESTION 87
A systems administrator is investigating a server with a RAID array that will not boot into the OS. The administrator notices all the hard drives are reporting to be
offline. The administrator checks the RAID controller and verifies the configuration is correct. The administrator then replaces one of the drives with a known-good
drive, but it appears to be unavailable as well. Next, the administrator takes a drive out of the server and places it in a spare server, and the drive is available and
functional. Which of the following is MOST likely causing the issue?

A. The kernel is corrupt.
B. Resources are misallocated.
C. The backplane has failed.
D. The drives need to be reseated.

Answer: D

NEW QUESTION 88
Winch of the following is a type of replication in which all files are replicated, all the time?

A. Constant
B. Application consistent
C. Synthetic full
D. Full

Answer: A

NEW QUESTION 90
Which of the following BEST measures now much downtime an organization can tolerate Curing an unplanned outage?

A. SLA
B. BIA
C. RTO
D. MTTR

Answer: A

NEW QUESTION 95
A technician is attempting to reboot a remote physical Linux server. However, attempts to command a shutdown -----now result in the loss of the SSH connection.
The server still responds to pings. Which of the following should the technician use to command a remote shutdown?

A. virtual serial console
B. A KVM
C. An IDRAC
D. A crash cart

Answer: B

NEW QUESTION 96
A server has experienced several component failures. To minimize downtime, the server administrator wants to replace the components while the server is
running. Which of the following can MOST likely be swapped out while the server is still running? (Select TWO).

A. The power supply
B. The CPU
C. The hard drive
D. The GPU
E. The cache
F. The RAM

Answer: CD
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NEW QUESTION 101
A server technician is deploying a server with eight hard drives. The server specifications call for a RAID configuration that can handle up to two drive failures but
also allow for the least amount of drive space lost to RAID overhead. Which of the following RAID levels should the technician configure for this drive array?

A. RAID 0
B. RAID 5
C. RAID 6
D. RAID 10

Answer: C

NEW QUESTION 103
Which of the following is a method that is used to prevent motor vehicles from getting too close to building entrances and exits?

A. Bollards
B. Reflective glass
C. Security guards
D. Security cameras

Answer: A

NEW QUESTION 107
An administrator is investigating a physical server mat will not Boot into the OS. The server has three hard drives configured in a RAID 5 array. The server passes
POST, out the OS does not load. The administrator verities the CPU and RAM are Doth seated correctly and checks the dual power supplies. The administrator
then verifies all the BIOS settings are correct and connects a bootable USB drive in the server, and the OS loads correctly. Which of the following is causing the
issue?

A. The page file is too small.
B. The CPU has failed.
C. There are multiple failed hard drives.
D. There are mismatched RAM modules.
E. RAID 5 requires four drives

Answer: C

NEW QUESTION 112
Which of me following should be placed at the top of a Bash script to ensure it can be executed?

A. bash
B. !execute
C. #!
D. @eacho off

Answer: C

NEW QUESTION 114
Hosting data in different regional locations but not moving it for long periods of time describes:

A. a cold site.
B. data at rest.
C. on-site retention.
D. off-site storage.

Answer: A

NEW QUESTION 116
Which of the following will correctly map a script to a home directory for a user based on username?

A. \\server\users$\username
B. \\server\%username%
C. \\server\FirstInitialLastName
D. \\server\$username$

Answer: B

NEW QUESTION 121
A Linux administrator created a script that will run at startup. After successfully writing the script, the administrator received me following output when trying to
execute the script:
Bash ./startup,sh:Permission denied
Which of the following commands would BEST resolve the error message?

A. Chmod +w startup.sh
B. Chmod 444 startup.sh
C. Chmod+x startup.sh
D. Chmod 466 startUp,sh

Answer: 
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C

NEW QUESTION 122
An administrator needs three distinct security zones in a company’s network. Which of the following is the administrator MOST likely to implement?

A. Host-based firewalls
B. A Layer 3 firewall
C. A web application firewall
D. A circuit-based firewall

Answer: B

NEW QUESTION 123
Which of the following would be BEST to help protect an organization against social engineering?

A. More complex passwords
B. Recurring training and support
C. Single sign-on
D. An updated code of conduct to enforce social media

Answer: D

NEW QUESTION 124
A datacenter in a remote location lost power. The power has since been restored, but one ol the servers has not come back online. After some investigation, the
server is found to still be powered off. Which of the following is the BEST method to power on the server remotely?

A. Crash cart
B. Out-of-band console
C. IP KVM
D. RDP

Answer: B

NEW QUESTION 127
A server room with many racks of servers is managed remotely with occasional on-site support. Which of the following would be the MOST cost-effective option to
administer and troubleshoot network problems locally on the servers?

A. Management port
B. Crash cart
C. IP KVM
D. KVM

Answer: C

NEW QUESTION 129
A server is reporting a hard drive S.M.A.R.T. error. When a technician checks on the drive, however, it appears that all drives in the server are functioning
normally. Which of the following is the reason for this issue?

A. A S.M.A.R.
B. error is a predictive failure notic
C. The drive will fail in the near future and should be replaced at the next earliest time possible
D. A S.M.A.R.
E. error is a write operation erro
F. It has detected that the write sent to the drive was incorrectly formatted and has requested a retransmission of the write from the controller
G. A S.M.A.R.
H. error is simply a bad secto
I. The drive has marked the sector as bad and will continue tofunction properly
J. A S.M.A.R.
K. error is an ECC erro
L. Due to error checking and correcting, the drive has corrected the missing bit and completed the write operation correctly.

Answer: C

NEW QUESTION 133
Which of the following DR testing scenarios is described as verbally walking through each step of the DR plan in the context of a meeting?

A. Live failover
B. Simulated failover
C. Asynchronous
D. Tabletop

Answer: A

NEW QUESTION 138
Which of the following backup types only records changes to the data blocks on a virtual machine?
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A. Differential
B. Snapshot
C. Incremental
D. Synthetic full

Answer: C

NEW QUESTION 143
A company’s IDS has identified outbound traffic from one of the web servers coming over port 389 to an outside address. This server only hosts websites. The
company’s SOC administrator has asked a technician to harden this server. Which of the following would be the BEST way to complete this request?

A. Disable port 389 on the server
B. Move traffic from port 389 to port 443
C. Move traffic from port 389 to port 637
D. Enable port 389 for web traffic

Answer: C

NEW QUESTION 145
An administrator is configuring a server to communicate with a new storage array. To do so, the administrator enters the WWPN of the new array in the server’s
storage configuration. Which of the following technologies is the new connection using?

A. iSCSI
B. eSATA
C. NFS
D. FcoE

Answer: A

NEW QUESTION 148
A systems administrator is setting up a server on a LAN that uses an address space that follows the RFC 1918 standard. Which of the following IP addresses
should the administrator use to be in compliance with the standard?

A. 11.251.196.241
B. 171.245.198.241
C. 172.16.19.241
D. 193.168.145.241

Answer: C

NEW QUESTION 151
Due to a recent application migration, a company’s current storage solution does not meet the necessary requirements tor hosting data without impacting
performance when the data is accessed in real time by multiple users. Which of the following is the BEST solution for this Issue?

A. Install local external hard drives for affected users.
B. Add extra memory to the server where data is stored.
C. Compress the data to increase available space.
D. Deploy a new Fibre Channel SAN solution.

Answer: D

NEW QUESTION 154
A server administrator is swapping out the GPU card inside a server. Which of the following actions should the administrator take FIRST?

A. Inspect the GPU that is being installed.
B. Ensure the GPU meets HCL guidelines.
C. Shut down the server.
D. Disconnect the power from the rack.

Answer: C

NEW QUESTION 156
A storage administrator is investigating an issue with a failed hard drive. A technician replaced the drive in the storage array; however, there is still an issue with
the logical volume. Which of the following best describes the NEXT step that should be completed to restore the volume?

A. Initialize the volume
B. Format the volume
C. Replace the volume
D. Rebuild the volume

Answer: D

NEW QUESTION 159
Which of the following actions should a server administrator take once a new backup scheme has been configured?
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A. Overwrite the backups
B. Clone the configuration
C. Run a restore test
D. Check the media integrity

Answer: C

NEW QUESTION 160
Which of the following is an example of load balancing?

A. Round robin
B. Active-active
C. Active-passive
D. Failover

Answer: A

NEW QUESTION 162
Which of the following are measures that should be taken when a data breach occurs? (Select TWO).

A. Restore the data from backup.
B. Disclose the incident.
C. Disable unnecessary ports.
D. Run an antivirus scan.
E. Identify the exploited vulnerability.
F. Move the data to a different location.

Answer: AE

NEW QUESTION 166
An administrator recommends using a tower server in a small remote office. Which of the following should be added to the server to ensure continuous server
operation?

A. Surge protector
B. PDU
C. UPS
D. Ground strap

Answer: C

NEW QUESTION 170
A company wants to deploy software to all users, Out very few of men will be using the software at any one point in time. Which of the following licensing models
would be BEST lot the company?

A. Per site
B. Per concurrent user
C. Per core
D. Per instance

Answer: B

NEW QUESTION 171
A technician is configuring a server that requires secure remote access. Which of the following ports should the technician use?

A. 21
B. 22
C. 23
D. 443

Answer: D

NEW QUESTION 173
Which of the following, if properly configured, would prevent a user from installing an OS on a server? (Select TWO).

A. Administrator password
B. Group Policy Object
C. Root password
D. SELInux
E. Bootloader password
F. BIOS/UEFI password

Answer: D

NEW QUESTION 177
A server administrator is completing an OS installation for a new server. The administrator patches the server with the latest vendor-suggested software,
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configures DHCP, and verifies all network cables are properly connected in the IDF, but there is no network connectivity. Which of the following is the MOST likely
reason for the lack of connectivity?

A. The VLAN Is improperly configured.
B. The DNS configuration Is invalid.
C. The OS version is not compatible with the network switch vendor.
D. The HIDS is preventing the connection.

Answer: A

NEW QUESTION 181
A server technician is configuring the IP address on a newly installed server. The documented configuration specifies using an IP address of 10.20.10.15 and a
default gateway of 10.20.10.254. Which of the following subnet masks would be appropriate for this setup?

A. 255.255.255.0
B. 255.255.255.128
C. 255.255.255.240
D. 255.255.255.254

Answer: D

NEW QUESTION 184
A server administrator is installing an OS on a new server. Company policy states no one is to log in directly to the server. Which of the following Installation
methods is BEST suited to meet the company policy?

A. GUI
B. Core
C. Virtualized
D. Clone

Answer: C

NEW QUESTION 185
Which of the following encryption methodologies would MOST likely be used to ensure encrypted data cannot be retrieved if a device is stolen?

A. End-to-end encryption
B. Encryption in transit
C. Encryption at rest
D. Public key encryption

Answer: C

NEW QUESTION 187
Which of the following steps in the troubleshooting theory should be performed after a solution has been implemented? (Choose two.)

A. Perform a root cause analysis
B. Develop a plan of action
C. Document the findings
D. Escalate the issue
E. Scope the issue
F. Notify the users

Answer: CF

NEW QUESTION 191
A company deploys antivirus, anti-malware, and firewalls that can be assumed to be functioning properly. Which of the following is the MOST likely system
vulnerability?

A. Insider threat
B. Worms
C. Ransomware
D. Open ports
E. Two-person integrity

Answer: A

NEW QUESTION 196
......
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