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NEW QUESTION 1
A local firm has hired a consulting company to clean up its IT infrastructure. The consulting company notices remote printing is accomplished by port forwarding via
publicly accessible IPs through the firm's firewall Which of the following would be the MOST appropriate way to enable secure remote printing?

A. SSH
B. VPN
C. Telnet
D. SSL

Answer: A

NEW QUESTION 2

A network engineer performs the following tasks to increaseserver bandwidth: Connects two network cables from the server to a switch stack
Configure LACP on the switchports

Verifies the correct configurations on the switch interfaces

Which of the following needs to be configured on the server?

A. Load balancing
B. Multipathing

C. NIC teaming
D. Clustering

Answer: C

NEW QUESTION 3
A store owner would like to have secure wireless access available for both business equipment and patron use. Which of the following features should be
configured to allow different wireless access through the same equipment?

A. MIMO
B. TKIP
C.LTE
D. SSID

Answer: D

NEW QUESTION 4
A network technician has multimode fiber optic cable available in an existing IDF. Which of the following Ethernet standards should the technician use to connect
the network switch to the existing fiber?

A. 10GBaseT
B. 1000BaseT
C. 1000BaseSX
D. 1000BaselLX

Answer: A

NEW QUESTION 5
Which of the following would MOST likely be used to review previous upgrades to a system?

A. Business continuity plan

B. Change management

C. System life cycle

D. Standard operating procedures

Answer: B

NEW QUESTION 6

SIMULATION

You have been tasked with setting up a wireless network in anoffice. The network will consist of 3 Access Points and a single switch. The network must meet the
following parameters:

The SSIDs need to be configured as CorpNet with a key of S3cr3t! The wireless signals should not interfere with each other

The subnet the Access Points and switch are on should only support 30 devices maximum The Access Points should be configured to only support TKIP clients at
a maximum speed INSTRUCTONS

Click on the wireless devices and review their information and adjust the settingsof the access points to meet the given requirements.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

On the first exhibit, the layout should be as follows Access Point Name AP1

IP Address 192.168.1.3

Gateway 192.168.1.2 SSID corpnet

SSID Broadcast yes Mode G

Channel 1 Speed Auto Duplex Auto WPA

Passphrase S3cr3t! Exhibit 2 as follows Access Point Name AP2 IP Address 192.168.1.4
Gateway 192.168.1.2 SSID corpnet

SSID Broadcast yes Mode G

Channel 6 Speed Auto

Duplex Auto WPA

Passphrase S3cr3t! Exhibit 3 as follows Access Point Name AP3 IP Address 192.168.1.5
Gateway 192.168.1.2 SSID corpnet

SSID Broadcast yes Mode G

Channel 11 Speed Auto Duplex Auto WPA

Passphrase S3cr3t!

NEW QUESTION 7

An engineer is configuring redundant network links between switches. Which of thefollowing should the engineer enable to prevent network stability issues?

A. 802.1Q

B. STP

C. Flow control
D. CSMA/CD

Answer: B

NEW QUESTION 8

A technician is assisting a user who cannot connect to a network resource. The technician first checks for a link light. According to troubleshooting methodology,

this is an example of:

A. using a bottom-to-top approach.
B. establishing a plan of action.

C. documenting a finding.

D. questioning the obvious.

Answer: D

NEW QUESTION 9

An IDS was installed behind the edge firewall after a network was breached. The network was then breached again even though the IDS logged the attack. Which

of the following should be used in place of these devices to prevent future attacks?
A. A network tap

B. A proxy server

C. AUTM appliance

D. A content filter

Answer: C

NEW QUESTION 10

An administrator is writing a script to periodically log the IPv6 and MAC addresses of all the devices on a network segment. Which ofthe following switch features

will MOST likely be used to assist with this task?

A. Spanning Tree Protocol

B. Neighbor Discovery Protocol

C. Link Aggregation Control Protocol
D. Address Resolution Protocol

Answer: B

NEW QUESTION 10

Which of the following is MOST likely to generate significant East-West traffic in a datacenter?
A. A backup of a large video presentation to cloud storage for archival purposes

B. A duplication of a hosted virtual server to another physical server for redundancy

C. A download of navigation data to a portable device for offline access

D. A query from an IoT device to a cloud-hosted server for a firmware update

Answer: B

NEW QUESTION 15

A technician is troubleshooting a wireless connectivity issue in a small office located in a high-rise building. Several APs are mounted in this office. The users

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure N10-008 dumps!
rJ CEFtShal"Ed https://www.certshared.com/exam/N10-008/ (201 Q&As)

report that the network connections frequently disconnect and reconnect throughout the day. Whichof the following is the MOST likely cause of this issue?

A. The AP association time is set too low
B. EIRP needs to be boosted

C. Channel overlap is occurring

D. The RSSI is misreported

Answer: B

NEW QUESTION 17
Which of the following transceiver types can support up to 40Gbps?

A. SFP+
B. QSFP+
C. QSFP
D. SFP

Answer: B

NEW QUESTION 20
There are two managed legacy switches running that cannot be replaced or upgraded. These switches do not support cryptographic functions, but they are
password protected. Which of the following should a network administrator configure to BEST prevent unauthorized access?

A. Enable a management access list

B. Disable access to unnecessary services.
C. Configure a stronger password for access
D. Disable access to remote management
E. Use an out-of-band access method.

Answer: A

NEW QUESTION 24
Which of the following would need to be configured to ensure a device with a specific MAC address is always assigned the same IP address from DHCP?

A. Scope options

B. Reservation

C. Dynamic assignment
D. Exclusion

E. Static assignment

Answer: B

NEW QUESTION 26
A technician is searching for a device that is connected to the network and has the device’sphysical network address. Which of the following should the technician
review on the switch to locate the device’s network port?

A. IP route table
B. VLAN tag

C. MAC table
D. QoS tag

Answer: C

NEW QUESTION 29

A network administrator discovers that users in an adjacent building areconnecting to the company’s guest wireless network to download inappropriate material.
Which of the following can the administrator do to MOST easily mitigate this issue?

A. Reduce the wireless power levels

B. Adjust the wireless channels

C. Enablewireless client isolation

D. Enable wireless port security

Answer: A

NEW QUESTION 30

Which of the following is used to prioritize Internet usage per application and per user on the network?
A. Bandwidth management

B. Load balance routing

C. Border Gateway Protocol

D. Administrative distance

Answer: A

NEW QUESTION 33
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A Chief Information Officer (CIO) wants to improve the availability of a company's SQL database Which of the following technologies should be utilized to achieve
maximum availability?

A. Clustering

B. Port aggregation
C. NIC teaming

D. Snapshots

Answer: C

NEW QUESTION 34
A technician is deploying a low-density wireless network and is contending with multiple types of building materials. Which of the following wireless frequencies
would allow for the LEAST signal attenuation?

A. 2.4GHz
B. 5GHz

C. 850MHz
D. 900MHZ

Answer: B

NEW QUESTION 36
A company that uses VoIP telephones is experiencing intermittent issues with one-way audio and dropped conversations The manufacturer says the system will
work if ping times are less than 50ms. The company has recorded the following ping times:

Which of the following is MOST likely causing the issue?

A. Attenuation

B. Latency

C. VLAN mismatch
D. Jitter

Answer: A

NEW QUESTION 38
A new cabling certification is being requested every time a network technician rebuilds one end of a Cat 6 (vendor-certified)cable to create a crossover connection
that is used to connect switches. Which of the following would address this issue by allowing the use of the original cable?

A. CSMA/CD
B. LACP
C. PoE+
D. MDIX

Answer: D

NEW QUESTION 40

A company built a new building at its headquarters location. The new building is connected to the company’s LAN via fiber-optic cable. Multiple users in the new
building are unable to access the company’s intranet site via their web browser, but they are able to access internet sites. Which of the following describes how
the network administrator can resolve this issue?

A. Correct the DNS server entries in the DHCP scope
B. Correct the external firewall gateway address

C. Correct the NTP server settings on the clients

D. Correct a TFTP Issue on the company’s server

Answer: A

NEW QUESTION 44
A network technician is reviewing the interface counters on a router interface. The technician is attempting to confirm a cable issue. Given the following
information:

Which of the following metrics confirms there is a cablingissue?

A. Last cleared

B. Number of packets output
C. CRCs

D. Giants

E. Multicasts

Answer: C
NEW QUESTION 45
The management team needs to ensure unnecessary modifications to the corporate network are not permitted and version control is maintained. Which of the

following documents would BEST support this?

A. An incident response plan
B. A business continuity plan
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C. Achange management policy
D. An acceptable use policy

Answer: C

NEW QUESTION 46
A technician is configuring a network switch to be used in a publicly accessible location. Which of the
following should the technician configure on the switchto prevent unintended connections?

A. DHCP snooping
B. Geofencing

C. Port security

D. Secure SNMP

Answer: C

NEW QUESTION 48
A network administrator has been directed to present the network alerts from the past week to the company's executive staff. Which of the following will provide the
BEST collection and presentation of this data?

A. A port scan printout

B. A consolidated report of various network devices
C. Areport from the SIEM tool

D. A report from a vulnerability scan done yesterday

Answer: C

NEW QUESTION 53
A fiber link connecting two campus networks is broken. Which of the following tools should an engineer use to detect the exact break point of thefiber link?

A. OTDR

B. Tone generator
C. Fusion splicer
D. Cable tester

E. PoE injector

Answer: A

NEW QUESTION 54
Which of the following can be used to centrally manage credentials for various types of administrative privileges on configured network devices?

A. SSO

B. TACACS+

C. Zero Trust

D. Separation of duties

E. Multifactor authentication

Answer: B

NEW QUESTION 57
Which of the following factors should be considered when evaluating a firewall to protect a datacenter’s east-west traffic?

A. Replication traffic between an on-premises server and a remote backup facility
B. Traffic between VMs running on different hosts

C. Concurrent connections generated by Internet DDoS attacks

D. VPN traffic from remote offices to the datacenter’s VMs

Answer: A

NEW QUESTION 60

A network engineer is designing a new secure wireless network. The engineer has been given the following requirements:
* 1 Must not use plaintext passwords

* 2 Must be certificate based

* 3. Must be vendor neutral

Which of the following methods should the engineer select?

A. TWP-RC4
B. CCMP-AES
C. EAP-TLS
D. WPA2

Answer: C

NEW QUESTION 61
A systems administrator needs to improve WiFi performance in a densely populated office tower and use the latest standard. There is a mix of devices that use 2.4
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GHz and 5 GHz. Which of the followingshould the systems administrator select to meet this requirement?

A. 802.11ac
B. 802.11ax
C.802.11g
D. 802.11n

Answer: B

NEW QUESTION 62
At which of the following OSI model layers would a technician find an IP header?

A. Layer 1
B. Layer 2
C. Layer 3
D. Layer 4

Answer: C

NEW QUESTION 65

Which of the following policies is MOST commonly used for guest captive portals?
A. AUP

B. DLP

C. BYOD

D. NDA

Answer: A

NEW QUESTION 70
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