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NEW QUESTION 1
A technician receives a ticket indicating the user cannot resolve external web pages However, specific IP addresses are working. Which of the following does the
technician MOST likely need to change on the workstation to resolve the issue?

A. Default gateway
B. Host address
C. Name server
D. Subnet mask

Answer: A

NEW QUESTION 2
A technician needs to recommend the best backup method that will mitigate ransomware attacks.
Only a few files are regularly modified, however, storage space is a concern. Which of the following backup methods would BEST address these concerns?

A. Full

B. Differential

C. Off-site

D. Grandfather-father-son

Answer: D

NEW QUESTION 3
A user enabled a mobile device's screen lock function with pattern unlock. The user is concerned someone could access the mobile device by repeatedly
attempting random patterns to unlock the device. Which of the following features BEST addresses the user's concern?

A. Remote wipe

B. Anti-malware

C. Device encryption

D. Failed login restrictions

Answer: A

NEW QUESTION 4
Which of the following is the MOST important environmental concern inside a data center?

A. Battery disposal

B. Electrostatic discharge mats
C. Toner disposal

D. Humidity levels

Answer: B

NEW QUESTION 5
A user reports that the hard drive activity light on a Windows 10 desktop computer has been steadily lit for more than an hour, and performance is severely
degraded. Which of the following tabs in Task Manager would contain the information a technician would use to identify the cause of this issue?

A. Services

B. Processes
C. Performance
D. Startup

Answer: A

NEW QUESTION 6

A user contacted the help desk to report pop-ups on a company workstation indicating the computer has been infected with 137 viruses and payment is needed to
remove them. The user thought the company-provided antivirus software would prevent this issue. The help desk ticket states that the user only receives these
messages when first opening the web browser. Which of the following steps would MOST likely resolve the issue? (Select TWO)

A. Scan the computer with the company-provided antivirus software
B. Install a new hard drive and clone the user's drive to it

C. Deploy an ad-blocking extension to the browser.

D. Uninstall the company-provided antivirus software

E. Click the link in the messages to pay for virus removal

F. Perform a reset on the user's web browser

Answer: CF

NEW QUESTION 7
A call center technician receives a call from a user asking how to update Windows Which of the following describes what the technician should do?

A. Have the user consider using an iPad if the user is unable to complete updates

B. Have the user text the user’s password to the technician.

C. Ask the user to click in the Search field, type Check for Updates, and then press the Enter key
D. Advise the user to wait for an upcoming, automatic patch
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Answer: C

NEW QUESTION 8

A technician is troubleshooting a customer's PC and receives a phone call. The technician does

not take the call and sets the phone to silent. Which of the following BEST describes the technician's
actions?

A. Avoid distractions

B. Deal appropriately with customer's confidential material
C. Adhere to user privacy policy

D. Set and meet timelines

Answer: D

NEW QUESTION 9
A company installed a new backup and recovery system. Which of the following types of
backups should be completed FIRST?

A. Differential

B. Incremental
C. Non-parity

D. Full

Answer: D

NEW QUESTION 10

A technician has been tasked with installing a workstation that will be used tor point-of-sale
transactions. The point-of-sale system will process credit cards and loyalty cards. Which of the
following encryption technologies should be used to secure the workstation in case of theft?

A. Data-in-transit encryption
B. Disk encryption

C. USB drive encryption

D. File encryption

Answer: B

NEW QUESTION 10
A user reports that a PC seems to be running more slowly than usual. A technician checks system resources, but disk, CPU, and memory usage seem to be fine.
The technician sees that GPU temperature is extremely high. Which of the following types of malware is MOST likely to blame?

A. Spyware.

B. Cryptominer.

C. Ransormvare.

D. Boot sector virus.

Answer: B

NEW QUESTION 14
Which of the following provide the BEST way to secure physical access to a data cento server room? (Choose two.)

A. Biometric lock.

B. Badge reader.

C. USB token.

D. Video surveillance.

E. Locking rack.

F. Access control vestibule.

Answer: AD

NEW QUESTION 19
A user reports that antivirus software indicates a computer is infected with viruses. The user thinks this happened white browsing the internet. The technician does
not recognize the interface with which the antivirus message is presented. Which of the following is the NEXT step the technician should take?

A. Shut down the infected computer and swap it with another computer.

B. Investigate what the interface is and what triggered it to pop up.

C. Proceed with initiating a full scan and removal of the viruses using the presented interface.
D. Call the phone number displayed in the interface of the antivirus removal tool.

Answer: C

NEW QUESTION 23
A technician found that an employee is mining cryptocurrency on a work desktop. The company has decided that this action violates its guidelines. Which of the
following should be updated to reflect this new requirement?
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A. MDM
B. EULA
C.IRP
D. AUP

Answer: D

NEW QUESTION 26
A user reports a computer is running stow. Which of the following tools will help a technician identify the issue?

A. Disk Cleanup

B. Group Policy Editor
C. Disk Management
D. Resource Monitor

Answer: D

NEW QUESTION 27
Which of the following could be used to implement secure physical access to a data center?

A. Geofence.

B. Alarm system.
C. Badge reader.
D. Motion sensor.

Answer: A

NEW QUESTION 28
A technician needs lo formal a USB drive to transfer 20GB of data from a Linux computer to a Windows computer. Which of the following filesystems will the
technician MOST likely use?

A. FAT32
B. ext4

C.NTFS
D. exFAT

Answer: C

NEW QUESTION 32
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