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NEW QUESTION 1
HOTSPOT - (Topic 6)
You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.

Name Require BitLocker Require the device to be at or under the
machine risk score
Policy1 Required High
Policy2 Not configured Medium
Policy3 Required Low
The tenant contains the devices shown in the following table.
Name BitLocker Drive| Microsoft Defender for Policies applied
Encryption Endpoint risk status
(BitLocker)
Device1 Configured High Policy1, Policy3
Device2 Not configured | Medium Policy2, Policy3
Device3 Not configured | Low Policy1, Palicy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Device1 is marked as compliant. O O

Device?2 is marked as compliant. O &)
Device3 is marked as compliant. O O
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Statements Yes No

|
-l

Device1 is marked as compliant.

ey [ -
i
O O

Device?2 is marked as compliant.

O

Device3 is marked as compliant.

O

NEW QUESTION 2

DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 E5 subscription that contains two groups named Groupl and Group?2.
You need to ensure that each group can perform the tasks shown in the following table.

Group Task
Group1 . Manage service requests.
Purchase new services.
Manage subscnptions.
Monitor service health.
Assign licenses.
Add users and groups.
Create and manage user views.
Update password expiration policies.

The solution must use the principle of least privilege.

Which role should you assign to each group? To answer, drag the appropriate roles to the correct groups. Each role may be used once, more than once, or not at
all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Group?2

" = @® @ | =
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Roles Answer Area

Billing Administrator } Groupt: | Role

‘Global Administrator -
Group2: Role

P Helpdesk Administrator

FLJCE!"ISE Administrator

Service Support Administrator

User Admunistrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Billing admin manage service request Purchase new services Etc.
Assign the Billing admin role to users who make purchases, manage subscriptions and service requests, and monitor service health.
Box 2: User admin User admin

Assign the User admin role to users who need to do the following for all users:
- Add users and groups

- Assign licenses

- Manage most users properties

- Create and manage user views

- Update password expiration policies

- Manage service requests

- Monitor service health

NEW QUESTION 3

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

You need to review metrics for the following: The daily active users in Microsoft Teams Recent Microsoft service issues

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Teams daily active users: P v
§ Microsoft Secure Score E
 Adoption Score i
Service health
Usage reports

Recent Microsoft service 1ssues: -
Microsoft Secure Score

Adoption Score
Service health
Usage reports

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Usage reports

The daily active users in Microsoft Teams

Microsoft 365 Reports in the admin center - Microsoft Teams usage activity

The brand-new Teams usage report gives you an overview of the usage activity in Teams, including the number of active users, channels and messages so you
can quickly see how many users across your organization are using Teams to communicate and collaborate. It also includes other Teams specific activities, such
as the number of active guests, meetings, and messages.

Box 2: Service Health

Recent Microsoft service issues

You can view the health of your Microsoft services, including Office on the web, Yammer, Microsoft Dynamics CRM, and mobile device management cloud
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services, on the Service health page in the Microsoft 365 admin center. If you are experiencing problems with a cloud service, you can check the service health to

determine whether this is a known issue with a resolution in progress before you call support or spend time troubleshooting.

NEW QUESTION 4
DRAG DROP - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel.
You need to automatically label the documents on Sitel that contain credit card numbers. Which three actions should you perform in sequence? To answer, move

the appropriate

actions from the list of actions to the answer area and arrange them in the correct order.

Actions
Create a sensitivity label.

.Create an autn—labe!i.ng policy.
Create a sensitive information type.
.Wait 24 hours, and then turn on the policy.

' Publish the label.

Create a retention label.

Wait eight hours, and then turn on the policy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Acﬁuns

g s s s mew  gew ey e e gww  gww e mes o s mes  mes me gws  pes s
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NEW QUESTION 5
HOTSPOT - (Topic 6)

Answer Area

Answer Area

HOTSPOT
Your network contains an on-premises Active Directory domain. The domain contains the servers shown in the following table.
Name Operating system Configuration
Server1 | Windows Server 2022 Domain controller
Server2 | Windows Server 2016 Member server
Server3 | Server Core installation of Windows Member server
Server 2022

You purchase a Microsoft 365 E5 subscription.
You need to implement Azure AD Connect cloud sync.

What should you install first and on which server? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

Install: - v .
iThe Azure AD Application Proxy connector |

Azure AD Connect B

The Azure AD Connect provisioning agent

Active Directory Federation Services (AD FS)

Server: v

Serverl only
“‘Sei"'w.r'er:i 'crni'-_.r

Server3 only

Serverl or Server2 only
Serverl or Server3 only
Serverl, Server2, or Server3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: The Azure AD Connect provisioning agent Install the Azure AD Connect provisioning agent

How is Azure AD Connect cloud sync different from Azure AD Connect sync?

With Azure AD Connect cloud sync, provisioning from AD to Azure AD is orchestrated in Microsoft Online Services. An organization only needs to deploy, in their
on-premises or laaS-hosted environment, a light-weight agent that acts as a bridge between Azure AD and AD. The provisioning configuration is stored in Azure
AD and managed as part of the service.

Box 2: Serverl or Server2 only.

Cloud provisioning agent requirements include:

* An on-premises server for the provisioning agent with Windows 2016 or later.

This server should be a tier 0 server based on the Active Directory administrative tier model. Installing the agent on a domain controller is supported.

Note: Windows Server Core is a minimal installation option for the Windows Server operating system (OS) that has no GUI and only includes the components
required to perform server roles and run applications.

NEW QUESTION 6

- (Topic 6)

You have a Microsoft 365 tenant.

You plan to implement device configuration profiles in Microsoft Intune. Which platform can you manage by using the profiles?

A. Ubuntu Linux

B. macOS

C. Android Enterprise
D. Windows 8.1

Answer: D

NEW QUESTION 7

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft 365 compliance policies to meet the following requirements:

? ldentify documents that are stored in Microsoft Teams and SharePoint Online that contain Personally Identifiable Information (PII).
? Report on shared documents that contain PII.

What should you create?

A. an alert policy

B. a data loss prevention (DLP) policy
C. aretention policy

D. a Microsoft Cloud App Security policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 8

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You plan to deploy 1.000 new iOS devices to users. The devices will be shipped directly from the supplier to the users.
You need to recommend a Microsoft Intune enrollment option that meets the following requirements:

» Minimizes user interaction

» Minimizes administrative effort

» Automatically installs corporate apps What should you recommend?
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A. Automated Device Enroliment (ADE)
B. bring your own device (BYOD) user and device enroliment
C. Apple Configurator enrollment

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/ios-enroll

NEW QUESTION 9

- (Topic 6)

You have a Microsoft 365 subscription.

You discover that some external users accessed center for a Microsoft SharePoint site. You modify the sharePoint sharing policy to prevent sharing, outside your
organization. You need to be notified if the SharePoint sharing policy is modified in the future. Solution: From the Security $ Compliance admin center you create a
threat management

policy.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 10
- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the resources shown in the following table.

Name Type
Mailbox1 Microsoft Exchange Online mailbox
Account1 Microsoft OneDrive account
Site Microsoft SharePoint Online site
Channel Microsoft Teams channel

To which resources can you apply a sensitivity label by using an auto-labeling policy?

A. Mailbox1 and Sitel only

B. Mailbox1, Accountl, and Sitel only

C. Accountl and Sitel only

D. Mailbox1, Accountl, Sitel, and Channell
E. Accountl, Sitel, and Channell only

Answer: E
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365- worldwide

NEW QUESTION 10

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: At a command prompt, you run the winver.exe command. Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:
Reference:

https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2c13-5296-9dd081cdd808

NEW QUESTION 13

- (Topic 6)

Your company has a Microsoft 365 E5 tenant that contains a user named Userl. You review the company’s compliance score.
You need to assign the following improvement action to Userl:Enable self-service password reset.

What should you do first?
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A. From Compliance Manager, turn off automated testing.

B. From the Azure Active Directory admin center, enable self-service password reset (SSPR).

C. From the Microsoft 365 admin center, modify the self-service password reset (SSPR) settings.
D. From the Azure Active Directory admin center, add Userl to the Compliance administrator role.

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-improvement-actions?view=0365-worldwide
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-users-assign-role-azure-portal

NEW QUESTION 15

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to compare the current Safe Links configuration to the Microsoft recommended configurations.
What should you use?

A. Microsoft Purview

B. Azure AD Identity Protection
C. Microsoft Secure Score

D. the configuration analyzer

Answer: C

NEW QUESTION 18

- (Topic 6)

You purchase a new computer that has Windows 10, version 2004 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

A. Install all the feature updates released since version 2004 and all the quality updates released since version 2004 only.
B. install the West feature update and the latest quality update only.

C. install all the feature updates released since version 2004 and the latest quality update only.

D. install the latest feature update and all the quality updates released since version 2004.

Answer: B

NEW QUESTION 23

- (Topic 6)

Your network contains an on-premises Active Directory domain. The domain contains 2,000 computers that run Windows 10.
You purchase a Microsoft 365 subscription.

You implement password hash synchronization and Azure AD Seamless Single Sign-On (Seamless SSO).

You need to ensure that users can use Seamless SSO from the Windows 10 computers. What should you do?

A. Join the computers to Azure AD.

B. Create a conditional access policy in Azure AD.

C. Modify the Intranet zone settings by using Group Policy.
D. Deploy an Azure AD Connect staging server.

Answer: A

NEW QUESTION 28
- (Topic 6)

You have an Azure AD tenant and a Microsoft 365 E5 subscription. The tenant contains the users shown in the following table.

Name Role
User1 Secunty Administrator
User2 Secunty Operator
User3 Secunty Reader
User4 Compliance Administrator

You plan to implement Microsoft Defender for Endpoint.

You verify that role-based access control (RBAC) is turned on in Microsoft Defender for Endpoint.
You need to identify which user can view security incidents from the Microsoft 365 Defender portal.
Which user should you identify?

A. Userl
B. User2
C. User3
D. User4

Answer: A
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NEW QUESTION 33

- (Topic 6)

You have a Microsoft 365 subscription.

You plan to use Adoption Score and need to ensure that it can obtain device and software metrics.
What should you do?

A. Enable Endpoint analytics.

B. Run the Microsoft 365 network connectivity test on each device.
C. Enable privileged access.

D. Configure Support integration.

Answer: A
NEW QUESTION 35

- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the resources shown in the following table.

Name Type
Group1 | Microsoft 365 group
Group2 | Distnbution group
Site1 Microsoft SharePoint site

You create a sensitivity label named Labell. To which resource can you apply Labell?

A. Groupl only

B. Group2 only

C. Sitel only

D. Groupl and Group2 only
E. Groupl, Group2, and Sitel

Answer: E

Explanation:

Assign sensitivity labels to Microsoft 365 groups in Azure Active Directory

Azure Active Directory (Azure AD), part of Microsoft Entra, supports applying sensitivity labels published by the Microsoft Purview compliance portal to Microsoft
365 groups.

In addition to using sensitivity labels to protect documents and emails, you can also use sensitivity labels to protect content in the following containers: Microsoft
Teams sites, Microsoft 365 groups (formerly Office 365 groups), and SharePoint sites.

When you configure a label policy, you can:

Choose which users and groups see the labels. Labels can be published to any specific user or email-enabled security group, distribution group, or Microsoft 365
group (which can have dynamic membership) in Azure AD.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-teams- groups-sites
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365- worldwide

NEW QUESTION 37

- (Topic 6)

You have a Microsoft E5 subscription.

You need to ensure that administrators who need to manage Microsoft Exchange Online are assigned the Exchange Administrator role for five hours at a time.
What should you implement?

A. Azure AD Privileged Identity Management (PIM)
B. a conditional access policy

C. a communication compliance policy)

D. Azure AD Identity Protection

E. groups that have dynamic membership

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-change-default-settings

NEW QUESTION 38

- (Topic 6)

You have a Microsoft 365 F5 subscription.

You plan to deploy 100 new Windows 10 devices.

You need to order the appropriate version of Windows 10 for the new devices. The version must
Meet the following requirements.

Be serviced for a minimum of 24 moths.

Support Microsoft Application Virtualization (App-V) Which version should you identify?

A. Window 10 Pro, version 1909
B. Window 10 Pro, version 2004
C. Window 10 Pro, version 1909
D. Window 10 Enterprise, version 2004
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Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/windows/release-health/release-information
https://docs.microsoft.com/en-us/windows/application-management/app-v/appv-supported- configurations

NEW QUESTION 41
HOTSPOT - (Topic 6)
HOTSPOT

Your network contains an on-premises Active Directory forest named contoso.com. The forest contains the following domains:

? Contoso.com
? East.contoso.com
The forest contains the users shown in the following table.

Name UPN suffix

User1 | Contoso.com
User2 | East.contoso.com
User3 | Fabrikam.com

The forest syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click
the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY
‘ Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

T-.ﬁ,_indc_;uj- Provisioning Preview)

Azure AD Connect sync
Sym< Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Disabled
USER SIGN-IN
Federation Disabled 0 domains
—) Seamless single sign-on Enabled 1 doman
Pass-through authenticabon  Enabled 2 agents

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
(O]

User1 can authenticate to Azure AD by using a username of user1@contoso.com. E E

|
0]

User2 can authenticate to Azure AD by using a username of user2 @contoso.com. | C

User3 can authenticate 1o Azure AD by using a username of user3@contoso.com.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

The UPN of userl is userl@contoso.com so he can authenticate to Azure AD by using the username userl@contoso.com.
Box 2: No

The UPN of user2 is user2@east.contoso.com so he cannot authenticate to Azure AD by using the username user2@contoso.com.
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Box 3: No

The UPN of user3 is user3@fabrikam.com so he cannot authenticate to Azure AD by using the username user3@contoso.com.

NEW QUESTION 44
HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.
From Azure AD Privileged Identity Management (PIM), you configure Role settings for the Global Administrator role as shown in the following exhibit.

Activation

Setting

Astnvation mMasimum durdtion (houwrs)

O BCTIVRTON, Fegure

Reguire justification on actrvation

Require ticket information on actvation

Require approval 1o actvate

Approvers

Assignment
Setting

Allow permanent eligible assignment

Expire aligible assignments after

Aliow permanent Ctive Jssignment

Expire active assignments after

Reguire Azure Multi-Factor AuthenTicaion on Tve assignment

Require justification on active assignment

State

8 hourg)
Azure MFA
Yes

Mo

Mo

Mong

State

Mo

3 monthis)
Ne

15 dayi(s)
Yot

Yes

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area

A user that is assigned the Global Administrator rofe as active [answer cholce].

You can make the Global Administrator role available to activation requests [answer cholce]. |

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: will lose the role after eight hours
From exhibit; Activation, Activation maximum duration (hours): 8 hour(s)
Box 2: for up to three months
We see from exhibit: Assignment, Expire eligible assignment after: 3 month(s)

NEW QUESTION 48

- (Topic 6)

will lose the role afte[aght hours

can reactivate the role every eight hours

can reactivate the role every 15 days

will lese the role after 15 days

far up to eight hours

for up to three months

for up to 15 days

et ol e B s

until the requests are revoked manually

You have a Microsoft 365 subscription that contains the alerts shown in the following table.

Name | Severity Status Comment Category
Alert1 | Medium Active Comment1 | Threat management
Alert2 | Low Resolved Comment2 | Other

Which properties of the alerts can you modify?

A. Status only

B. Status and Comment only
C. Status and Severity only
D. Status, Severity, and Comment only

E. Status, Severity, Comment and Category

Answer: B
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Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#limitations

NEW QUESTION 52

DRAG DROP - (Topic 6)

Your company has a Microsoft 365 E5 tenant.

Users access resources in the tenant by using both personal and company-owned Android devices. Company policies requires that the devices have a threat level
of medium or lower to access Microsoft Exchange Online mailboxes.

You need to recommend a solution to identify the threat level of the devices and to control access of the devices to the resources.

What should you include in the solution for each device type? To answer, drag the appropriate components to the correct devices. Each component may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Solutions Answer Area

An app configuration policy Company-owned devices: Solution

An app protection policy Personal devices: Solution

A compliance policy

A configuration profile

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Solutions Answer Area

| Company-owned devices. A compliance policy

Personal devices: |An app protection pelicy :
I

T T, T i

e e O T R O e S e O S ... S,

NEW QUESTION 57

- (Topic 6)

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains 1,000 Windows 10 devices.

You perform a proof of concept (PoC) deployment of Microsoft Defender for Endpoint for

10 test devices. During the onboarding process, you configure Microsoft Defender for Endpoint-related data to be stored in the United States.

You plan to onboard all the devices to Microsoft Defender for Endpoint. You need to store the Microsoft Defender for Endpoint data in Europe. What should you do
first?

A. Delete the workspace.

B. Create a workspace.

C. Onboard a new device.
D. Offboard the test devices.

Answer: B

Explanation:

Storage locations

Understand where Defender for Cloud stores data and how you can work with your data:

* Machine information

- Stored in a Log Analytics workspace.

- You can use either the default Defender for Cloud workspace or a custom workspace. Data is stored in accordance with the workspace location.
Reference:

https://learn.microsoft.com/en-us/azure/defender-for-cloud/plan-defender-for-servers-data- workspace

NEW QUESTION 58

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. You plan to perform device discovery and authenticated scans of network
devices. You install and register the network scanner on a device named Devicel.
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What should you do next?

A. Connect Defender for Endpoint to Microsoft Intune.

B. Apply for Microsoft Threat Experts - Targeted Attack Notifications.
C. Create an assessment job.

D. Download and run an onboarding package.
Answer: C
NEW QUESTION 63

HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

MName Member of Passwordless capable | Multi-factor authentication (MFA) method reilltertd
Usarl | Group! Capable Microsoft Authenticator app (push notification)

User2 | Group2 Capable Microsoft Authenticator app (push notification)

Userd | Groupl, Group? | Capable Mobile phone, Windows Hello for Business

Each user has a device with the Microsoft Authenticator app installed.

From Microsoft Authenticator settings for the subscription, the Enable and Target settings are configured as shown in the exhibit. (Click the Exhibit tab.)

Microsoft Authenticator settings

lﬂ Number Matcheng will begim to be enabled for all wsers of the Microsoft Authentcator app startng 2Tth of February 2023, Learn mong

»

The Microsoft Authenticator app is a flagship authentication method. usable in passwordless or simple push notification approval modes

The app it free to download and use on Androwd/i05 mobile dewices. Learn more

Enable and Target Configure

Enable m

Include  Exclude

Target {:} All users (#) Select groups

Add groups

Name Type Registration Authentication mede

Groupl Group I Passwordless

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes
User1 can use number matching during sign-in
UserZ can use number matching during sign-in,
User3 can use number matching during sign-in.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes

User1 can use number matching during sign-in
User2 can use number matching during sign-in,

User3 can use number matching during sign-in.

NEW QUESTION 64
- (Topic 6)
You have a Microsoft 365 tenant that contains two groups named Groupl and Group2.
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You need to prevent the members or Groupl from communicating with the members of Group2 by using Microsoft Teams. The solution must comply with

regulatory requirements and must not affect other user in the tenant.
What should you use?

A. information barriers

B. communication compliance policies

C. moderated distribution groups

D. administrator units in Azure Active Directory (Azure AD)

Answer: A

NEW QUESTION 69
HOTSPOT - (Topic 6)

Your network contains an on-premises Active Directory domain that is synced to Azure AD as shown in the following exhibit.

& Microsofl Azure Active Directory Connect

Adatum.com ADATUNMLCOMMSOL e TEScO8ab00
‘fint
Hrywew SOl - -
mS-DS-ConptencyGuid werEnr palt prmee
Ak FiProealnn [heabias
Desabled Desabded
Devsabled Desabded
Cassbiled Enabded
Dasabled Casabded
Enabled [egablea
(ocaidb) ADSC

An on-premises Active Directory user account named Allan You is synchronized to Azure AD. You view Allan's account from Microsoft 365 and notice that his

username is set to Allan @>ddatum.onmicrosoft.com.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE Each correct selection is worth one point.

Answer Arca
Statements
From the Azure portal you can reset the password of Allan Yoo
From the Arure portal, you can configure the job bithe of Allan Yoo
From the Arure portal, you can configure the usage locabon of Allan Yoo
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements

From the Azure portal you can reset the password of Allan Yoo

From the Arure portal, you can configure the job bithe of Allan Yoo

From the Arure portal, you can configure the usage locabon of Allan Yoo

NEW QUESTION 72
- (Topic 6)
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Your network contains three Active Directory forests. There are forests trust relationships between the forests.
You create an Azure AD tenant.
You plan to sync the on-premises Active Directory to Azure AD.

You need to recommend a synchronization solution. The solution must ensure that the synchronization can complete successfully and as quickly as possible if a
single server fails.
What should you include in the recommendation?

A. one Azure AD Connect sync server and one Azure AD Connect sync server in staging mode

B. three Azure AD Connect sync servers and one Azure AD Connect sync server in staging mode
C. six Azure AD Connect sync servers and three Azure AD Connect sync servers in staging mode
D. three Azure AD Connect sync servers and three Azure AD Connect sync servers in staging mode

Answer: A

Explanation:

Azure AD Connect can be active on only one server. You can install Azure AD Connect on another server for redundancy but the additional installation would need
to be in Staging mode. An Azure AD connect installation in Staging mode is configured and ready to go but it needs to be manually switched to Active to perform
directory synchronization.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

NEW QUESTION 73
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that uses Microsoft intune. The subscription contains the resources shown in the following table.

Name Type | Member of
User1 User Group1
Devicel | Device | Group2

Userl is the owner of Devicel.
You add Microsoft 365 Apps Windows 10 and later app types to Intune as shown in the following table.
On Thursday, you review the results of the app deployments.

Name Shows in Assignment | Microsoft Office Day of
Company Portal app to install creation

App1 Yes Group1 - Word Monday
Required

App2 Yes Group? - Excel Tuesday
Required

App3 Yes Group1 - PowerPoint Wednesday
Avallable

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Arnswer Area
Statements Yes Mo
Word is installed on Devicel & 3 .
App3 is displayed in the Company Portal,
Excel is installed on Devicel

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area
Statements Yes No
Word = installed on Devicel 4 i .

" |

App3 is displayed in the Company Portal w7

Excel is installed on Devicel

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

NEW QUESTION 75

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goats. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy a Microsoft Entra tenant.

Another administrator configures the domain to synchronize to the Microsoft Entra tenant.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to the Microsoft Entra tenant. All the other user accounts synchronized

successfully.

You review Microsoft Entra Connect Health and discover that all the user account synchronizations completed successfully.
You need to ensure that the 10 user accounts are synchronized to the Microsoft Entra tenant.

Solution: From Microsoft Entra Connect, you modify the filtering settings. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 80

HOTSPOT - (Topic 6)

You have several devices enrolled in Microsoft Endpoint Manager

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown In the following table.

Name Role Member of
Jser Clowd dewvwce admunistrator | GroupA
User/ Intune administrator Group8

User3 None None
The device limit restrictions in Endpoint manager are configured as shown in the following table.
Priority | Name  Device limit | Assigned to
1 olicy1 15 GroupB
. PolicyZ | 10 GroupA
Jefault | All users | 5 All users

You add user as a device enroliment manager in Endpoint manager
For each of the following statements, select Yes if the statement is true. Otherwise, select No

Anpwtr Ares
Statamenty Yeu Mo
s | can enroll 5 mamm of 10 Sevices in Enapoing [ TR
Userd con enwoll & marmwem of 10 devices i Endpoint Managers
Lt 1 cn ereroll A wnliirsled number of déviord 0 Fidpost? Waiages
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Anwecr Area
Statements Yes Mo
User] can ennoll & maamum af 10 devicss in Endpoing Mansge: Fo
Userd can et oll & mamrmign of 10 deaces on Endpoint Mandoes |_ I
Liger 1 can snroll an undirrsted number of deviced i Frdposnt RLansges .

NEW QUESTION 85

- (Topic 6)

You have a Microsoft 365 E5 subscription that has Microsoft Defender for Endpoint integrated with Microsoft Endpoint Manager.
Devices are onboarded by using Microsoft Defender for Endpoint.

You plan to block devices based on the results of the machine risk score calculated by Microsoft Defender for Endpoint.

What should you create first?

A. a device configuration policy

B. a device compliance policy

C. a conditional access policy

D. an endpoint detection and response policy

Answer: B

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\07 Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://lwww.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure

NEW QUESTION 90

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDrive.

Solution: From the Microsoft 365 admin center, you assign SecAdminl the SharePoint admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 95
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Platform Count
Windows 10 50
Android 50
Linux 50

You need to configure an incident email notification rule that will be triggered when an alert
occurs only on a Windows 10 device. The solution must minimize administrative effort. What should you do first?

A. From the Microsoft 365 admin center, create a mail-enabled security group.

B. From the Microsoft 365 Defender portal, create a device group.

C. From the Microsoft Endpoint Manager admin center, create a device category.
D. From the Azure Active Directory admin center, create a dynamic device group.

Answer: B

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-email-notifications?view=0365-worldwide

NEW QUESTION 98

- (Topic 6)

Your company has on-premises servers and an Azure AD tenant.

Several months ago, the Azure AD Connect Hearth agent was installed on all the servers. You review the health status of all the servers regularly.

Recently, you attempted to view the health status of a server named Serverl and discovered that the server is NOT listed on the Azure AD Connect Servers list.
You suspect that another administrator removed Serverl from the list. You need to ensure that you can view the health status of Serverl.

What are two possible ways to achieve the goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. From Azure Cloud shell, run the Connect-Azure AD cmdlet.

B. From Serverl, change the Azure AD Connect Health Services Startup type to Automatic (Delayed Start)
C. From Serverl, change the Azure AD Connect Health Services Startup type to Automatic

D. From Windows PowerShell, run the Rejister-ArureADConnectHealthsyncAgent cmdlet.

E. From Serverl, reinstall the Azure AD Connect Health agent

Answer: DE
NEW QUESTION 101

HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 tenant that contains two users named Userl and User2 and the groups shown in the following table.

Name Members

Group1 User1
Group2 User2, Group1
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You have a Microsoft Intune enrollment policy that has the following settings:
? MDM user scope: Some

? uk.co.certification.simulator.questionpool.PList@184e72e0

? MAM user scope: Some

? uk.co.certification.simulator.questionpool.PList@184e7360 You purchase the devices shown in the following table.

Name Platform

Device1 Windows 10

Device?2 Android

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements

User1 can enroll Device1 in Intune by using automatic enroliment

User1 can enroll Device2 in Intune by using automatic enroliment

User2 can enroll Device2 in Intune by using automatic enroliment

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Statements

User1 can enroll Device1 in Intune by using automatic enroliment

User1 can enroll Device2 in Intune by using automatic enroliment

User2 can enroll Device2 in Intune by using automatic enroliment

NEW QUESTION 103
- (Topic 6)

Yes

Yes

No

No

o O

|_ -l

L_I

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1l | Contoso.com
User2 | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
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PROVISION FROM ACTIVE DIRECTORY
9 Azure AD Connect cloud provisioning

This feature allows you 10 manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync

Sync Status Enabled

Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN

Federation Drisabled 0 domains
Seamless single sign-on Enabled 1 domain
Pass-through authentication Enabled 2 agents

User?2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the Microsoft Entra admin center, you add fabrikam.com as a custom domain. You instruct User2 to sign in as user2@fabrikam.com.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain
to Microsoft 365 as a custom domain.

NEW QUESTION 104

- (Topic 6)

You have a Microsoft 365 E3 subscription that uses Microsoft Defender for Endpoint Plan 1.
Which two Defender for Endpoint features are available to the subscription? Each correct
answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. advanced hunting

B. security reports

C. digital certificate assessment
D. device discovery

E. attack surface reduction (ASR)

Answer: BE

Explanation:

B: Overview of Microsoft Defender for Endpoint Plan 1, Reporting

The Microsoft 365 Defender portal (https://security.microsoft.com) provides easy access to information about detected threats and actions to address those
threats.

The Home page includes cards to show at a glance which users or devices are at risk, how many threats were detected, and what alerts/incidents were created.
The Incidents & alerts section lists any incidents that were created as a result of triggered alerts. Alerts and incidents are generated as threats are detected across
devices.

The Action center lists remediation actions that were taken. For example, if a file is sent to quarantine, or a URL is blocked, each action is listed in the Action
center on the History tab.

The Reports section includes reports that show threats detected and their status. E: What can you expect from Microsoft Defender for Endpoint P1?

Microsoft Defender for Endpoint P1 is focused on prevention/EPP including:

Next-generation antimalware that is cloud-based with built-in Al that helps to stop ransomware, known and unknown malware, and other threats in their tracks.
(E) Attack surface reduction capabilities that harden the device, prevent zero days, and offer granular control over access and behaviors on the endpoint.
Device based conditional access that offers an additional layer of data protection and breach prevention and enables a Zero Trust approach.

The below table offers a comparison of capabilities are offered in Plan 1 versus Plan 2.
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Capabilities

1
i
—_—
1
Y]

Unified security tools and centralized management
Next-generation antimalware

Attack surface reduction rules

Device control (e.g.: USB)

Endpoint firewall

Network protection

Web control / category-based URL backing
Device-based conditional access

Controlled folder access

APls, SIEM connector, custom TI

NS ININ I N N NN SN

Application control

Endpoint detection and response
Automated investigation and remediation
Threat and vulnerability management
Threat intelligence (Threat Analytics)
Sandbox (deep analysis)

&S | S S S | S| %S TSNS S S S S S | S S

Microsoft Threat Experts**

**Includes Targeted Attack Notifications (TAN) and Experts On Demand (EOD).
Customers must apply for TAN. EOD is available for purchase as an add-on.

Incorrect:

Not A: P2 is by far the best fit for enterprises that need an EDR solution including automated investigation and remediation tools, advanced threat prevention and
threat and vulnerability management (TVM), and hunting capabilities.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/defender- endpoint-plan-1
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/microsoft-defender-for-endpoint-plan-1-now-included-in-m365-e3/ba-p/3060639

NEW QUESTION 106

- (Topic 6)

Your on-premises network contains an Active Directory domain. You have a Microsoft 365 E5 subscription.

You plan to implement a hybrid configuration that has the following requirements:

» Minimizes the number of times users are prompted for credentials when they access Microsoft 365 resources

* Supports the use of Azure AD Identity Protection

You need to configure Azure AD Connect to support the planned implementation. Which two options should you select? Each correct answer presents part of the
solution.

NOTE: Each correct selection is worth one point.

A. Password Hash Synchronization
B. Password writeback

C. Directory extension attribute sync
D. Enable single sign-on

E. Pass-through authentication

Answer: AB
NEW QUESTION 107

- (Topic 6)
You have a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Role
User1 £xchange Administrator
User2 User Administrator
User3 Global Administrator
Userd None

You add another user named User5 to the User Administrator role. You need to identify which two management tasks User5 can perform.
Which two tasks should you identify? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Delete User2 and User4 only.
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B. Reset the password of User4 only

C. Reset the password of any user in Azure AD.
D. Delete Userl, User2, and User4 only.

E. Reset the password of User2 and User4 only.
F. Delete any user in Azure AD.

Answer: AE

Explanation:

Users with the User Administrator role can create users and manage all aspects of users with some restrictions (see below).

Only on users who are non-admins or in any of the following limited admin roles:

« Directory Readers

* Guest Inviter

 Helpdesk Administrator

» Message Center Reader

* Reports Reader

 User Administrator Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles#available-roles

NEW QUESTION 111

- (Topic 6)

You have a Microsoft 365 subscription.

You configure a data loss prevention (DLP) policy.

You discover that users are incorrectly marking content as false positive and bypassing the DLP policy.
You need to prevent the users from bypassing the DLP policy. What should you configure?

A. actions

B. incident reports
C. exceptions

D. user overrides

Answer: D

Explanation:
A DLP policy can be configured to allow users to override a policy tip and report a false positive.

You can educate your users about DLP policies and help them remain compliant without blocking their work. For example, if a user tries to share a document
containing sensitive information, a DLP policy can both send them an email notification and show them a policy tip in the context of the document library that allows
them to override the policy if they have a business justification. The same policy tips also appear in Outlook on the web, Outlook, Excel, PowerPoint, and Word.

If you find that users are incorrectly marking content as false positive and bypassing the DLP policy, you can configure the policy to not allow user overrides.

Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention- policies

NEW QUESTION 112
HOTSPOT - (Topic 6)
You have a Microsoft 365 tenant that contains the groups shown in the following table.

Name Type
Group1 Microsoft 365
Group?2 Distnbution
Group3 Mail-enabled secunty
Group4 Secunty

You plan to create a compliance policy named Compliancel.

You need to identify the groups that meet the following requirements:

? Can be added to Compliancel as recipients of noncompliance notifications
? Can be assigned to Compliancel

To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Can be added to Compliance1 as recipients | v
of noncompliance notifications: Group1 and Group4 only :

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

Can be assigned to Compliance1: | v
Group1 and Group4 only '
Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Can be added to Compliance1 as recipients | v
of noncompliance notifications: Group1 and Group4 only '
Group3 and Group4 only!
Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4
Can be assigned to Compliance1: | v
Group1 and Group4 only
Group3 and Group4 only

_— s ww mr mr Ew e ome ome mm om ome ww

Group1, Group2, Group3, and Group4

NEW QUESTION 114

- (Topic 6)
You enable the Azure AD Identity Protection weekly digest email. You create the users shown in the following table.
Name Role

Admin1 Security reader

Admin2 User administrator
Admin3 Security administrator
Admin4 Compliance administrator

Which users will receive the weekly digest email automatically?

A. Admin2, Admin3, and Admin4 only

B. Adminl, Admin2, Admin3, and Admin4
C. Admin2 and Admin3 only

D. Admin3 only

E. Adminl and Admin3 only

Answer: E

Explanation:
By default, all Global Admins receive the email. Any newly created Global Admins, Security Readers or
Security Administrators will automatically be added to the recipients list.

NEW QUESTION 119
HOTSPOT - (Topic 6)
Your company has a Microsoft 365 tenant

You plan to allow users that are members of a group named Engineering to enroll their mobile device in mobile device management (MDM)
The device type restriction are configured as shown in the following table.
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Priority Mame Allowed platform Assigned to
1 i0S 05 Marketing
2 Amdroid Andraid Engineering
Default All users All platforms All users

The device limit restriction are configured as shown in the following table.

Priority , Name Device limit Assigned to
1 | Engineenng 13 | Engineering
F. | West Region 5 | Engineening
Default L All users 10 | Al users
Argwer Area
Device kmit
Allowed plalform
Andnosd
05 ond
Al platfolths
A. Mastered

B. Not Mastered
Answer: A

Explanation:

https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set#change-enrollment-restriction-priority

NEW QUESTION 121
DRAG DROP - (Topic 6)

You have an Azure subscription that is linked to a hybrid Microsoft Entra tenant.
All users sync from Active Directory Domain Services (AD DS) to the tenant by using Express Settings in Microsoft Entra Connect.
You plan to implement self-service password reset (SSPR).
You need to ensure that when a user resets or changes a password, the password syncs with AD DS.
Which actions should you perform in sequence? To answer, drag the appropriate actions to the correct order. Each action may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Actions

Froen fhe Microsol Enfra admin cenfer
I:ﬁ'lrh:llJr-ﬂ' OIS Il'l':ﬁgr.ﬂl L2l Pn’lhl’f'ﬁ‘d
writeback

Froen the WicroaoH Entra admin cenfer
conbigune the authentication methods for
S5PR

Froen the Mitrosolt Entra admin cenfer.
conbigune the registration settings for 35PR.

Select Group witeback in Microsalt Entra
L snapa

Select Paspaard wineback i Microdedt Entra
Connpit

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions
T e — R —
Frasim the Micoasdt Entia admin center
configure onepremises integrathan passwond
wiibithat i

configure the suthentication meihods for
| S5PR |
| From the Micrasoft Erbra adimin canbar, I

configure the regrstration seitings for SSPR |

| Connext

i Select Password writeback in Microsoft Entra °
| Cannsct

.

NEW QUESTION 125
- (Topic 6)
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Sep 1 Validate permsssons for the Microsolt Entra
Lnanadh 4oooun]

Siep 2 ;" From Ehe Microsoll Entra admin cenfes
i configues on-pramises integration patsword

I writeback
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You have a Microsoft 365 E5 subscription.

You create an account tor a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint and OneDrive.
Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Administrator role.

Does this meet the goal?

A. Yes
B. no

Answer: B

NEW QUESTION 126
- (Topic 6)
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Department

User1 Human resources
User2 Research
User3 Human resources

User4 Marketing

You need to configure group-based licensing to meet the following requirements:

? To all users, deploy an Office 365 E3 license without the Power Automate license option.
? To all users, deploy an Enterprise Mobility + Security E5 license.

? To the users in the research department only, deploy a Power Bl Pro license.

? To the users in the marketing department only, deploy a Visio Plan 2 license.

What is the minimum number of deployment groups required?

moow»
O N~NWDNEPE

Answer: C

Explanation:

One for all users, one for the research department, and one for the marketing department.

Note: What are Deployment Groups?

With Deployment Groups, you can orchestrate deployments across multiple servers and perform rolling updates, while ensuring high availability of your application
throughout. You can also deploy to servers on-premises or virtual machines on Azure or any cloud, plus have end-to-end traceability of deployed artifact versions
down to the server level.

Reference:

https://devblogs.microsoft.com/devops/deployment-groups-is-now-generally-available-sharing-of-targets-and-more

NEW QUESTION 129

- (Topic 6)

You have a Microsoft 365 subscription.

You need to add additional onmicrosoft.com domains to the subscription. The additional domains must be assignable as email addresses for users.
What is the maximum number of onmicrosoft.com domains the subscription can contain?

o0
= o N P

0
Answer: C

Explanation:

You are limited to five onmicrosoft.com domains in your Microsoft 365 environment, so make sure to check for spelling and to assess your need if you choose to
create a new one.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/setup/domains-faq

NEW QUESTION 133

- (Topic 6)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.
You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.
Solution: From the Azure Active Directory admin center, you assign the Compliance administrator role to Userl.

Does this meet the goal?

A. Yes
B. No

Answer: A
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NEW QUESTION 134
- (Topic 6)

You have a Microsoft 365 tenant that contains a Windows 10 device. The device is onboarded to Microsoft Defender for Endpoint.
From Microsoft Defender Security Center, you perform a security investigation. You need to run a PowerShell script on the device to collect forensic information.
Which action should you select on the device page?

A. Initiate Live Response Session
B. Initiate Automated Investigation
C. Collect investigation package

D. Go hunt
Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/live-response?view=0365-worldwide

NEW QUESTION 138
- (Topic 6)

You have a Microsoft 365 E5 tenant that contains four devices enrolled in Microsoft Intune as shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android
Device3 macQOS
Deviced I0S

You plan to deploy Microsoft 365 Apps for enterprise by using Microsoft Endpoint Manager. To which devices can you deploy Microsoft 365 Apps for enterprise?

A. Devicel only

B. Devicel and Device3 only
C. Device2 and Device4 only

D. Devicel, Device2. and Device3 only
E. Devicel, Device2, Device3, and Device4

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-add

NEW QUESTION 143
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel. Site! contains the files shown in the following table.

Name

Number of IP addresses in the file

File1

2

File2

3

You have a data loss prevention (DLP) policy named DLP1 that has the advanced DLP

rules shown in the following table.

Name Content contains Policy tip | If there is a match, stop | Priority
processing

Rule1 | 3 or more IP addresses | Tip1 No 0

Rule2 | 1 or more IP addresses | Tip2 Yes 1

Rule3 | 2 or more IP addresses | Tip3 No 2

You apply DLP1 to Sitel.

Which policy tip is displayed for each file? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 148
HOTSPOT - (Topic 6)
HOTSPOT

File1: ‘ T.ia ﬂnli . ,

File2

Tip3 only
Tip2 and Tip3

Tipland TipZonly | ¥
Tip1 only |
Tip3 only

Tip1 and Tip2 only
Tipl, Tip2, and Tip3 |

File1: ‘ Tuia unli st ,
I

FileZ:

Tip3 only
Tip2 and Tip3

Tip1 and Tip2 only | bl

Tip1 only |

Tip1 and Tip2 only
Tip1, TipZ, and Tip3~

You have a Microsoft 365 E5 subscription that contains a user named Userl. Azure AD Password Protection is configured as shown in the following exhibit.

Custom smart lockout
Lockout threshold (0

Lockout duration in seconds (&)

Custom banned passwords

Enforce custom hist ()

Custom banned password hst

Password protection for Windows Server Active Directory

Enable password protection on Windows

Server Actrve Dwrectory (o)

Mode ()

? F@Icon
? Project22
? T4il$pin45dg4

| 15

| 600

NO ]

Ihundred
Eleven
Falcon

Project
Tadspin

Userl attempts to update their password to the following passwords:

Audit

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.
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Answer Area

[Answer choice] will be accepted as a password.

If Userl enters the same wrong password 15 times, waits 11 minutes, and

§ Only T4ilspin45dg4

[ Only F@lcon and T4il$pindSdg4

Only Project22 and T4Hil$pin45do4

F@lcon, Project22, and T4il$pind3dgd

then enters the same wrong password again, the user [answer choice]. will be locked out

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Only T4il$pin45dg4

will trigger a user risk

can attempt to sign in again immediately

Box 2: can attempt to sign in immediately Note: Manage Azure AD smart lockout values
Based on your organizational requirements, you can customize the Azure AD smart lockout values. Customization of the smart lockout settings, with values
specific to your organization, requires Azure AD Premium P1 or higher licenses for your users. Customization of the smart lockout settings is not available for

Azure China 21Vianet tenants.

To check or modify the smart lockout values for your organization, complete the following steps:

? Sign in to the Entra portal.

? Search for and select Azure Active Directory, then select Security > Authentication methods > Password protection.
? Set the Lockout threshold, based on how many failed sign-ins are allowed on an account before its first lockout.

? The default is 10 for Azure Public tenants and 3 for Azure US Government tenants.
? Set the Lockout duration in seconds, to the length in seconds of each lockout.

? The default is 60 seconds (one minute).

If the first sign-in after a lockout period has expired also fails, the account locks out again. If an account locks repeatedly, the lockout duration increases.

NEW QUESTION 151
HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription.

Your network uses an IP address space of 51.40.15.0/24.

An Exchange Online administrator recently created a role named Rolel from a computer on the network.
You need to identify the name of the administrator by using an audit log search.
For which activities should you search and by which field should you filter in the audit log search? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Activities to search for;

Field to filter by:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Passing Certification Exams Made Easy
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Exchange mailbox activities

Site administration activities
Show results for all activities
Role administration activities

v
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User
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Activities to search for:; \ v
Exchange mailbox activities
Site administration_activities. |

e e T e

Field to filter by: R 4

ltem
R e e
|Detail ]
|P address

NEW QUESTION 154

HOTSPOT - (Topic 6)

You have a Microsoft 365 Enterprise E5 subscription.

You add a cloud-based app named App1l to the Azure AD enterprise applications list.

You need to ensure that two-step verification is enforced for all user accounts the next time they connect to App1l.

Which three settings should you configure from the policy? To answer, select the appropriate settings in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
New
Condibional Acceis polst
Control access based on Conditional Access Controd access basad on who the policy wall
polcy 1o brng sgrals together 10 makea apply 10, such 25 users 2nd groups, workioad
degizions and anforce organizational pohoies whantities, dractony foles or exlemal guests
Laam more BRI MOre
Mame * What does this policy apply to?
i App 1 podicy Usefs and groups i
include  Exclude
Assignments
; .
- - Mome
Lisers of workdoad wentibes (D CJ
(@) Al users
Al usaarsy Gl
(O Select users and groups
loud apps or achons (1)
Mo cloud apps. actons, or authenlication
Conlexts selactead ] ﬂ :‘ﬂ'!l:-:k:.:h.lf':-l'-"i:-!"ihi_;:' ey i
affect all of your uters. We recommend
Condtdng | apphying & policy to & small set of users
first to wanfy i behaves a5 expected
0 conditions selactad
Access controls
rant ﬂ
Session 1)
0 controls sebected
Enable pobcy
| Report-on Cn Off
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

i
I

|
I
I

New

Conditional Access policy

Lontrod access based on Condilional ACcess
policy 1o bnng signals together, to make
decisions, and enforce organizational policies.

L&aim more

Mame *

L.a.;:m policy

Assignments

iums or workload identities

All users

MO Cioud apps, ACtGnS, Or authenticalion

contexts selecled

cudappsorachons (0 0000 _ﬂ

onditions |

0 congtions selected

Access controls

Grant

0 controls selacied

Session (O

ok . _- o
0 controls selected

Enable policy

: Report-only on

-

NEW QUESTION 159
HOTSPOT - (Topic 6)

Control access based on who the policy will
apply to, such as users and groups, workload
rdentities, deectory roles, or extemnal guests.

LEAMm more

What does this policy apply to?

Include  Exclude

| —

O None
o

®) All users

O Select users and groups

A& Don't lock yourset! out! This policy will
affect all of your users. We recommend
applying & policy to & small set of users
first to venfy it behaves a5 expected

From the Microsoft 365 compliance center, you configure a data loss prevention (DLP) policy for a Microsoft SharePoint Online site named Sitel. Sitel contains

the roles shown in the following table.

Member

Site owner

Prvi

Site member

User1

Site visitor

User2

Prvi creates the files shown in the exhibit. (Click the Exhibit tab.)

= SharePoint

Site1

Search Documents <+ MNew

Documents
[ Name
@ Fileldocx
8 File2docx
g Fileddocx

T Upload ~ & Quickedit 3 Sync

Modified Muadified By
Abaut & Mafule &G0
A few seconds ago

& A few 3o onds ago Pry

= All Documents ~ w0 J

#Add column

Which files can Userl and User2 open? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

User1: v
File1.docx only

File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

UserZ: v
File1.docx only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

A. Mastered
B. Not Mastered

Answer: A
Explanation:
User1: v
File1.docx only
File1.docx and File2docx only
|F_|I§1_d_ngx File2.docx, and File3.docx '
User2 v

F|Ie1 .dncx and File2.docx only
File1.docx, File2.docx, and File3.docx

NEW QUESTION 161
- (Topic 6)
You have a Microsoft 365 tenant that contains two users named Userl and User2. You create the alert policy shown in the following exhibit.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

=

Status D On

Description
Seventy % Mediur

Category nfarmation governance

Conditions Actrvity ig FileModifed

Aggregation Aggregated

Threshold 5 activities Edit
Window 50 minutes

Scope

Email Jserl @M365x082103
reCipients

Daily 25
notification
limit

User2 runs a script that modifies a file in a Microsoft SharePoint Online library once every four minutes and runs for a period of two hours.
How many alerts will Userl receive?

0

.2
.5
.1
. 25

o0 w>

Answer: D

NEW QUESTION 163

- (Topic 6)

You have Windows 10 devices that are managed by using Microsoft Endpoint Manager. You need to configure the security settings in Microsoft Edge.
What should you create in Microsoft Endpoint Manager?

A. an app configuration policy
B. an app

C. a device configuration profile
D. a device compliance policy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/deployedge/configure-edge-with-intune

NEW QUESTION 166

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it As a result these questions will not appear in the review screen.
Your network contains an Active Directory forest. You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:

* Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

» User passwords must be 10 characters or more.

Solution: implement password hash synchronization and configure password protection in the Azure AD tenant.

Does this meet the goal?

A. Yes
B. No

Answer: B
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NEW QUESTION 168

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.
Your network contains an Active Directory forest. You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:

» Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

» User passwords must be 10 characters or more.

Solution: Implement pass-through authentication and configure password protection in the Azure AD tenant. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 173

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You need to be notified when emails with attachments that contain sensitive personal data are sent to external recipients.
Which two policies can you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. a data loss prevention (DLP) policy

B. a sensitivity label policy

C. a Microsoft Cloud App Security file policy
D. a communication compliance policy

E. a retention label policy

Answer: AD
NEW QUESTION 175

DRAG DROP - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Type Number of devices Operating system Enroliment status
Corporate 150 Windows 11 Azure AD-joined
Microsoft Intune
| managed
Bring your own 25 Windows 11 Unmanaged
device (BYOD)

You need to onboard the devices to Microsoft Defender for Endpoint. The solution must minimize administrative effort.

What should you use to onboard each type of device? To answer, drag the appropriate onboarding methods to the correct device types. Each onboarding method

may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
Onboarding method Device Type

& local sonp! Corporate
Group Policy

EYOD:
ntegration wath Macrosoft Defender for Ulopd

Microsoft Intune

Virtual Desktop Infrastructure (WVOH) scripts

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Onboarding method Device Type
Akaao - e mes==ss=c=sssss==s==== |
A local scrip! i Lonporate Microsoft Intune
____________________ hicrosoft Intun L
Group Policy e —_— B e . -
BYOLD: 1 Integration with Mcrosoll Lefender for Cloud I
————————————————————— I T B T
ntegration with Microsoft Defender for Cloupd '

NEW QUESTION 176
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HOTSPOT - (Topic 6)
HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel and a data loss prevention (DLP) policy named DLP1. DLP1
contains the rules shown in the following table.

Name | Priority Action

Rulel | O Notify users by using email and policy tips.
Customize the policy tip as Rule1 tip.
Disable user overrides.

Rule2 |1 Notify users by using email and policy tips.
Customize the policy tip as Rule2 tip.
Restrict access to the content.

Disable user overrides.

Rule3 | 2 Notify users by using email and policy tips.
Customize the policy tip as Rule3 tip.
Restrict access 10 the content.

Enable user overrides.

Rule4 |3 Notify users by using email and policy tips.
Customize the policy tip as Rule4 tip.
Restrict access to the content.

Disable user overrides.

Sitel contains the files shown in the following table.

Name Matched DLP rule
File1.docx | Rulel, Rule2, Rule3
File2.docx | Rulel, Rule3, Ruled

Which policy tips are shown for each file? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Filel.docx: [ v
Rulel tip only
Rule2 tip only
Rule3 tip only
Rulel tip and Rule2 tip only
Rulel tip, Rule2 tip, and Rule3 tip
File2.docx: 1 ["’J

Rulel tip only

Rule3 tip only

Rule4 tip only

Rulel tip and Rule4 tip only
Rulel tip, Rule3 tip, and Rule4 tip

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Rulel tip only

Filel matches Rulel, Rule2, and Rule3. Rulel has the highest priority.

Note: The Priority parameter specifies a priority value for the policy that determines the order of policy processing. A lower integer value indicates a higher priority,
the value 0 is the highest priority, and policies can't have the same priority value.

Box 2: Rulel tip only

Note: User Override support

The option to override is per rule, and it overrides all of the actions in the rule (except sending a notification, which can't be overridden).

It's possible for content to match several rules in a DLP policy or several different DLP policies, but only the policy tip from the most restrictive, highest-priority rule
will be shown (including policies in Test mode). For example, a policy tip from a rule that blocks access to content will be shown over a policy tip from a rule that
simply sends a notification. This prevents people from seeing a cascade of policy tips.

If the policy tips in the most restrictive rule allow people to override the rule, then overriding this rule also overrides any other rules that the content matched.

NEW QUESTION 180
- (Topic 6)
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You have a Microsoft 365 E5 subscription that uses Endpoint security.
You need to create a group and assign the Endpoint Security Manager role to the group. Which type of group can you use?

A. Microsoft 365 only

B. security only

C. mail-enabled security and security only

D. mail-enabled security, Microsoft 365, and security only

E. distribution, mail-enabled security, Microsoft 365, and security

Answer: D
NEW QUESTION 183

HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that uses Microsoft Intune and contains the devices shown in the following table.

Name Platform Intune
Devicel | 10S Enrolled
Device2 | macOS Not enrolled

You need to onboard Devicel and Device2 to Microsoft Defender for Endpoint.

What should you use to onboard each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Arca

Devicel: | Microsoft Endpoint Manager ot
A local scrpt
Group Policy
An app from the Google Play store
Integration with Microsoft Defender for Cloud

Device2: | A local script w
Group Policy
Microsoft Endpoint Manager
An app from the Google Play store
Integration with Microsoft Defender for Cloud

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

q

Devicel: | Microsoft Endpoint Manager
A local script
_ Group Policy

i Microsoft Endpoint Manager

Integration with Microsoft Defender for Cloud

Device2: | A local script it
Jrocalseript
Group Pohcy

Microsoft Endpoint Manager
An app from the Google Play store
Integration with Microsoft Defender for Cloud

NEW QUESTION 185

- (Topic 6)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices. The devices are enrolled in Microsoft intune.
You plan to use Endpoint analytics to identify hardware issues.

You need to enable Window health monitoring on the devices to support Endpoint analytics What should you do?

A. Configure the Endpoint analytics baseline regression threshold.
B. Create a configuration profile.

C. Create a Windows 10 Security Baseline profile

D. Create a compliance policy.

Answer: B

NEW QUESTION 189
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- (Topic 6)
You have a Microsoft 365 E5 subscription that has published sensitivity labels shown in the following exhibit.

Home > wensitivily

Labels Label policies  Auto-labeling (preview)

Sensitraty labels are used 1o clasoify emad mestages. documaents, wles. and more. Whan 2 labeol it apphed [automancally or by the uter), the content or Lite 1 protecied
based on the settings you choose, For example. you can create labels that encrypt fles. add content marking. and control user scoess 1o specific sites. Leam mors sbowy
sandifivity labeh
= Create a label ' Publsh labels () Refresh
Pame | Orchen Created by Laat mmestdifeed
Labsel ¥ 0 - e Pra [T TeF ]
Labsed? i Ol 2020
|adweid 0« highert T FE o,
Labeld - [T Ter
Labed T
L abetl = [ i

Which labels can users apply to content?

A. Labell, Label2, and Label5 only

B. Label3. Label4, and Label6 only

C. Labell, Label3, Labe2, and Label6 only

D. Labell, Label2, Label3, Label4, Label5. and Label6

Answer: C

NEW QUESTION 193

HOTSPOT - (Topic 6)

Your company uses Microsoft Defender for Endpoint.

The devices onboarded to Microsoft Defender for Endpoint are shown in the following table.

Name Device group
Devicel | ATP1
Device2 | ATP1
Device3 | ATP2

The alerts visible in the Microsoft Defender for Endpoint alerts queue are shown in the following table.

Name Device
Alert1 Device1l
Alert2 Device?
Alert3 Device3

You create a suppression rule that has the following settings:
* Triggering 10C: Any IOC

* Action: Hide alert

 Suppression scope: Alerts on ATP1 device group

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point

Answer Area

Statements Yes HNo

After you create the suppression rule, Alertl i visible in the alerts gueue.
After you create the suppression rule, Alert3 is visible in the aleris queue,
After you create the suppression rule, 3 new alert tniggered on Device? is visible in the alerts

usue,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
Statements Yes Mo
Afler you create the suppression rule, Alert? s visible in the alerts queus
After you create the suppression rule, Alertd s wisibie in the alerts queus,

After you créate the suppression rule, a new alert tnggered on Devicel is visible in the alerts

queue

NEW QUESTION 194

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assigh SecAdminl the Exchange Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 197

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You need to ensure that when a document containing a credit card number is added to the tenant, the document is encrypted.
Which policy should you use?

A. a retention policy

B. a retention label policy
C. an auto-labeling policy
D. an insider risk policy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-worldwide

NEW QUESTION 200

- (Topic 6)

Your company has a Microsoft E5 tenant.

The company must meet the requirements of the ISO/IEC 27001:2013 standard. You need to assess the company’s current state of compliance.
What should you use?

A. eDiscovery

B. Information governance

C. Compliance Manager

D. Data Subject Requests (DSRs)

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/compliance/regulatory/offering-iso-27001

NEW QUESTION 204

HOTSPOT - (Topic 6)

; i : . i : . : -You have a Microsoft 365 E5 subscription that
uses Microsoft Intune. You have devices enrolled in Intune as shown in the following table.
You create the device configuration profiles shown in the following table.
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Name Platform Assignments: Assignments: | Scope tags
Included groups | Excluded groups

Profile1| Windows 10 | Group1 Group3 Tag1, Tag2
and later

Profile2 | Android All devices Group2 Tag1, Tag2
Enterprise

Profile3 | Android GroupZ2, Group3 Group3 Tag1
Enterprise

Profile4 | Windows 10 | Group3 None Default
and later

Which profiles will be applied to each device? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Device1:

'No profiles

Profile1 only

Profile4 only

Profile1 and Profile4 only

Profile1, Profile1, and Profile4 only

DeviceZ2:

No profiles
Profile1 only
Profile2 only
Profile3 only
Profile1 and Profile2 only
Profile2 and Profile3 only

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Device1:
'No profiles
Profile1 only
Profile4donly
Profile and Profile4 only _ |
Profile1, Profile1, and Profile4 only
DeviceZ2:

No profiles
Profile1 only

\Profile3only |
Profile1 and Profile2 only
Profile2 and Profile3 only

NEW QUESTION 205
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DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 subscription.

In the Exchange admin center, you have a data loss prevention (DLP) policy named Policyl that has the following configurations:
? Block emails that contain financial data.

? Display the following policy tip text: Message blocked.

From the Security & Compliance admin center, you create a DLP policy named Policy2 that has the following configurations:

? Use the following location: Exchange email.

? Display the following policy tip text: Message contains sensitive data.

? When a user sends an email, notify the user if the email contains health records.

What is the result of the DLP policies when the user sends an email? To answer, drag the appropriate results to the correct scenarios. Each result may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
Results Answer Area

The email will be blocked, and the user will

receive the policy tip: Message blocked When the user sends an email that contains

financial data and health records:

The email will be bfocked, and the user will
receive the policy tip: Message containsg When the user sends an email that contains
sensitive data anly financial data:

The email will be allowed, and the user wall
receive the policy tip: Message blocked

The emad will be allowed, and the user vall
receive the policy tip: Message containg
sensitive data.

The email will be allowed, and a message
policy tip will NOT be displayed

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: The email will be blocked, and the user will receive the policy tip: Message blocked. If you've created DLP policies in the Exchange admin center, those
policies will continue to work side by side with any policies for email that you create in the Security & Compliance Center. But note that rules created in the
Exchange admin center take precedence. All Exchange mail flow rules are processed first, and then the DLP rules from the Security & Compliance Center are
processed.

Box 2: The email will be allowed, and the user will receive the policy tip: Message contains sensitive data.

NEW QUESTION 209

- (Topic 6)

Your on-premises network contains an Active Directory domain.

You have a Microsoft 365 subscription.

You need to sync the domain with the subscription. The solution must meet the following requirements:

On-premises Active Directory password complexity policies must be enforced. Users must be able to use self-service password reset (SSPR) in Azure AD. What
should you use?

A. password hash synchronization

B. Azure AD ldentity Protection

C. Azure AD Seamless Single Sign-On (Azure AD Seamless SSO)
D. pass-through authentication

Answer: D

Explanation:

Azure Active Directory (Azure AD) Pass-through Authentication allows your users to sign in to both on-premises and cloud-based applications using the same
passwords.

This feature is an alternative to Azure AD Password Hash Synchronization, which provides the same benefit of cloud authentication to organizations. However,
certain organizations

wanting to enforce their on-premises Active Directory security and password policies, can choose to use Pass-through Authentication instead.

Note: Azure Active Directory (Azure AD) self-service password reset (SSPR) lets users reset their passwords in the cloud, but most companies also have an on-
premises Active Directory Domain Services (AD DS) environment for users. Password writeback allows password changes in the cloud to be written back to an on-
premises directory in real time by using either Azure AD Connect or Azure AD Connect cloud sync. When users change or reset their passwords using SSPR in
the cloud, the updated passwords also written back to the on-premises AD DS environment.

Password writeback is supported in environments that use the following hybrid identity models:

Password hash synchronization Pass-through authentication

Active Directory Federation Services

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-
sspr-writeback

NEW QUESTION 211

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.
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Solution: From the Settings app, you select Update & Security to view the update history. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 216

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to create a data loss prevention (DLP) policy that will be applied to all available locations.
Which conditions can you use in the DLP rules of the policy?

A. sensitive info types

B. content search queries
C. keywords

D. sensitivity labels

Answer: C

Explanation:

Apply retention labels to content automatically if it matches specific conditions, that includes cloud attachments that are shared in email or Teams, or when the
content contains:

Specific types of sensitive information.

Specific keywords that match a query you create.

Pattern matches for a trainable classifier.

Note: Retention policies can be applied to the following locations: Exchange mailboxes

SharePoint classic and communication sites OneDrive accounts

Microsoft 365 Group mailboxes & sites Skype for Business

Exchange public folders

Teams channel messages (standard channels and shared channels) Teams chats

Teams private channel messages Yammer community messages Yammer user messages

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-exchange-conditions-and-
actions

NEW QUESTION 218

- (Topic 6)

You have a Microsoft 365 tenant.

Company policy requires that all Windows 10 devices meet the following minimum requirements:

? Require complex passwords.

? Require the encryption of data storage devices.

? Have Microsoft Defender Antivirus real-time protection enabled.

You need to prevent devices that do not meet the requirements from accessing resources in the tenant.
Which two components should you create? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a configuration policy

B. a compliance policy

C. a security baseline profile
D. a conditional access policy
E. a configuration profile

Answer: BD

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 220

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to create the data loss prevention (DLP) policies shown in the following table.

Name Apply to location
DLP1 Exchange email

DLPZ SharePoint sites

DLP3 OneDrnive accounts

You need to create DLP rules for each policy.
Which policies support the sender is condition and the file extension is condition? To answer select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area
Sender is condition: DLP1 only —
DLP2 only
DLP3 only
DLFZ and DLP3 only
| DLP1, DLP2, and DLP3
File extension is condition: [ DLP1, DLP2, and DLP3 "’]
DLP1 only
DLPZ only
DLP3 only
DLPZ and DLP2 only
DLP1, DLP2, and DLP3
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Arca

Sender is condition:

DLP2 only
DLP3 only
DLFZ and DLP3 only
| DLP1, DLP2, and DLP3

File extension is condition: [ DLP1, DLP2, and DLP3 "’]
DLP1 only
DLPZ only
DLP3 only
DLPZ and DLP3 onl

| DLP1, DLP2, and DLP3

NEW QUESTION 221

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: From the Synchronization Rules Editor, you create a new outbound
synchronization rule.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. Therefore, the synchronization rule is configured correctly. It is likely that
the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 222

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Azure Advanced Threat Protection (ATP).
You need to create a detection exclusion in Azure ATP. Which tool should you use?

A. the Security & Compliance admin center

B. Microsoft Defender Security Center

C. the Microsoft 365 admin center

D. the Azure Advanced Threat Protection portal
E. the Cloud App Security portal
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Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/what-is https://docs.microsoft.com/en-us/defender-for-identity/excluding-entities-from-detections

NEW QUESTION 225

HOTSPOT - (Topic 6)

Your network contains an Active Directory domain and an Azure AD tenant.

You implement directory synchronization for all 10.000 users in the organization. You automate the creation of 100 new user accounts.
You need to ensure that the new user accounts synchronize to Azure AD as quickly as possible.

Which command should you run? To answer, select the appropriate options in the answer area.

Answer Area
start-AlSyncsyncCycle Bt “rolicynime Il Delta - |
| Set-ADSyncScheduler Initial
| Invoke-ADSyncRunProfile Full
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Area

-PolicyType --

Start-ADSyncSyncCycle

Set-ALSYncScheduler Inmmal
Invoke-ADSyncRunProfile Full

NEW QUESTION 227

- (Topic 6)

You have a Microsoft 365 subscription.

Your company has a customer ID associated to each customer. The customer IDs contain 10 numbers
followed by 10 characters. The following is a sample customer ID: 12-456-7890-abc-de- fghij.

You plan to create a data loss prevention (DLP) policy that will detect messages containing customer IDs.
D18912E1457D5D1DDCBD40AB3BF70D5D

What should you create to ensure that the DLP policy can detect the customer IDs?

A. a sensitive information type
B. a sensitivity label

C. a supervision policy

D. a retention label

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/custom-sensitive-info-types?view=0365-worldwide

NEW QUESTION 228

- (Topic 6)

You have a new Microsoft 365 E5 tenant.

You need to enable an alert policy that will be triggered when an elevation of Microsoft Exchange Online administrative privileges is detected.
What should you do first?

A. Enable auditing.

B. Enable Microsoft 365 usage analytics.

C. Create an Insider risk management policy.
D. Create a communication compliance policy.

Answer: A

Explanation:

Microsoft Purview auditing solutions provide an integrated solution to help organizations effectively respond to security events, forensic investigations, internal
investigations, and compliance obligations. Thousands of user and admin operations performed in dozens of Microsoft 365 services and solutions are captured,
recorded, and retained in your organization's unified audit log. Audit records for these events are searchable by security ops, IT admins, insider risk teams, and
compliance and legal investigators in your organization. This capability provides visibility into the activities performed across your Microsoft 365 organization.
Note: Permissions alert policies

Example: Elevation of Exchange admin privilege

Generates an alert when someone is assigned administrative permissions in your Exchange Online organization. For example, when a user is added to the
Organization Management role group in Exchange Online.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/audit-solutions-overview https://learn.microsoft.com/en-us/microsoft-365/compliance/alert-policies
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NEW QUESTION 229

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft Purview policies to meet the following requirements: Identify documents that are stored in Microsoft Teams and SharePoint that
contain

Personally Identifiable Information (PIl). Report on shared documents that contain Pll. What should you create?

A. a data loss prevention (DLP) policy

B. a retention policy

C. an alert policy

D. a Microsoft Defender for Cloud Apps policy

Answer: A

Explanation:

Demonstrate data protection

Protection of personal information in Microsoft 365 includes using data loss prevention (DLP) capabilities. With DLP policies, you can automatically protect
sensitive information across Microsoft 365.

There are multiple ways you can apply the protection. Educating and raising awareness to where EU resident data is stored in your environment and how your
employees are permitted to handle it represents one level of information protection using Office 365 DLP.

In this phase, you create a new DLP policy and demonstrate how it gets applied to the IBANs.docx file you stored in SharePoint Online in Phase 2 and when you
attempt to send an email containing IBANS.

? From the Security & Compliance tab of your browser, click Home.

? Click Data loss prevention > Policy.

? Click + Create a policy.

? In Start with a template or create a custom policy, click Custom > Custom policy > Next.

? In Name your policy, provide the following details and then click Next: a. Name: EU Citizen PII Policy b. Description: Protect the personally identifiable
information of European citizens

? Etc.

Reference:

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-discovery-protection-reporting-in-office 36 5-dev-test-environment

NEW QUESTION 231

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft intune.

in the Microsoft Endpoint Manager admin center, you discover many stale and inactive devices,
You enable device clean-up rules

What can you configure as the minimum number of days before a device a removed automatically?

Answer: D

NEW QUESTION 232

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Users have Android or iOS devices and access Microsoft 365 resources from computers that run Windows 11 or MacOS.
You need to implement passwordless authentication. The solution must support all the devices.

Which authentication method should you use?

A. Windows Hello
B. FID02 compliant security keys
C. Microsoft Authenticator app

Answer: C

NEW QUESTION 233

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription. You need to meet the following requirements:

Automatically encrypt documents stored in Microsoft OneDrive and SharePoint.

Enable co-authoring for Microsoft Office documents encrypted by using a sensitivity label. Which two settings should you use in the Microsoft Purview compliance
portal? To answer,

select the appropriate settings in the answer area. NOTE: Each correct selection is worth one point.
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Answer Arca

5

Catalog

Audit

Content search

Data loss prevention

Data lifecycle management

Information protection

Information barriers ~e

Insider risk management

Records management
Priva Privacy Risk Managem... Vv
Priva Subject Rights Requests

@| |&| | & | °| 62 2| | ®| |80 ®(|H

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Information protection

Automatically encrypt documents stored in Microsoft OneDrive and SharePoint.

How to integrate Microsoft Purview Information Protection with Defender for Cloud Apps Enable Microsoft Purview Information Protection

All you have to do to integrate Microsoft Purview Information Protection with Defender for Cloud Apps is select a single checkbox. By enabling automatic scan, you
enable searching for sensitivity labels from Microsoft Purview Information Protection on your Office 365 files

without the need to create a policy. After you enabile it, if you have files in your cloud environment that are labeled with sensitivity labels from Microsoft Purview
Information Protection, you'll see them in Defender for Cloud Apps.

To enable Defender for Cloud Apps to scan files with content inspection enabled for sensitivity labels:

In the Microsoft 365 Defender portal, select Settings. Then choose Cloud Apps. Then go to Information Protection -> Microsoft Information Protection.

Note: Encryption of data at rest

Encryption at rest includes two components: BitLocker disk-level encryption and per-file encryption of customer content.

BitLocker is deployed for OneDrive for Business and SharePoint Online across the service. Per-file encryption is also in OneDrive for Business and SharePoint
Online in Microsoft 365 multi-tenant and new dedicated environments that are built on multi-tenant technology. Box 2: Settings

Enable co-authoring for Microsoft Office documents encrypted by using a sensitivity label.

* 1. Sign in to the Microsoft Purview compliance portal as a global admin for your tenant.

* 2. From the navigation pane, select Settings > Co-authoring for files with sensitivity files.

* 3. On the Co-authoring for files with sensitivity labels page, read the summary description, prerequisites, and what to expect.

* 4, Then select Turn on co-authoring for files with sensitivity labels, and Apply.

* 5. Wait 24 hours for this setting to replicate across your environment before you use this new feature for co-authoring.

NEW QUESTION 235
- (Topic 6)
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You have a Microsoft 365 E5 tenant that contains a user named User1.

You plan to implement insider risk management.

You need to ensure that Userl can perform the following tasks:

? Review alerts.

? Manage cases.

? Create notice templates.

? Review user emails by using Content explorer.

The solution must use the principle of least privilege. To which role group should you add Userl1?

A. Insider Risk Management

B. Insider Risk Management Analysts

C. Insider Risk Management Investigators
D. Insider Risk Management Admin

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/insider-risk-management-configure ?view=0365-worldwide

NEW QUESTION 239
- (Topic 6)

You have a Microsoft 365 tenant that contains 1,000 Windows 10 devices. The devices are enrolled in Microsoft Intune.

Company policy requires that the devices have the following configurations:
? Require complex passwords.

? Require the encryption of removable data storage devices.

? Have Microsoft Defender Antivirus real-time protection enabled.

You need to configure the devices to meet the requirements.

What should you use?

A. an app configuration policy
B. a compliance policyC a security baseline profile D a conditional access policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 242

HOTSPOT - (Topic 6)

You work at a company named Contoso, Ltd.

Contoso has a Microsoft 365 subscription that is configured to use the DNS domains shown in the following table.
Contoso purchases a company named Fabrikam, Inc.

Contoso plans to add the following domains to the Microsoft 365 subscription:

« fabrikam.com

* east.fabrikam.com

 west.contoso.com

You need to ensure that the devices in the new domains can register by using Autodiscover.

How many domains should you verify, and what is the minimum number of enterprise registration DNS records you should add? To answer, select the appropriate

options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Domains: l '{‘j
1
Enterpriseregistration LINS records: l 3 | "_]
2
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Domains:
|

—

Mol =a '\\..-

i

ey

Enterpriseregistration DINS records: 1_% 'j
1

2

NEW QUESTION 243

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 tenant.

You plan to create a retention policy as shown in the following exhibit.

IR TalE) (plrydf i Crpdle rEtEndch Dol

O hame - d f— - h
| Review and finis
ﬂ Lscatanmy it maght take wp 10 one day 10 apply this pobcy 10 the: kCahons you selsctad
| Policy s
COMRoLD
T Retertion wethngs £t
@ Finish Duicripiion
Edit

Lscathons 1o apply the policy
ExchEngs amail (AN RaLipeenin)
SharePomt sites (AR Siteg)
CoreDrve Sof oty (A Actonti)
Microsof 365 Groups (AN Groups)
Eit

Retention seitings

Dalate Aars 81 énd of Mebehlion P

Delece icorm. that are older than 7 years based an when they wers oreated
Exhit

B e e e otrrey ohder thaes T peer sl B dedeing afe yons B o el peokoy Thed i eapecally shipor et Do obe o0 keaabons soogedl B A

worves (o avaemnpde. AN Tesrng Chaty) bevase ol mgbcbung Gema o (Paas ot S000an o orQureraton will ke peveanendty debebed

- -

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area

Microsoft SharePoint files that are affected by the policy will s L
be [answer chaice]. § recoverable for up to seven years -

| deleted seven years after they were created
[ retained for only seven years from when they were created_

Once the policy is created, [answer cholee] | some data may be deleted immediately
data will be retamed for 8 minamum of seven years

| users will be prevented from permanently deleting email messages for seven years

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Deleted seven years after they were created. From the exhibit:

The retention policy applies to SharePoint sites.

Delete items that are older than 7 years based on when they were created.

Box 2: data will retained for a minimum of seven years

The longest retention period wins. If content is subject to multiple retention settings that retain content for different periods of time, the content will be retained until
the end of the longest retention period for the item.

Note: Use a retention policy to assign the same retention settings for content at a site or mailbox level, and use a retention label to assign retention settings at an
item level (folder, document, email).

For example, if all documents in a SharePoint site should be retained for 5 years, it's more efficient to do this with a retention policy than apply the same retention
label to all documents in that site. However, if some documents in that site should be retained for 5

years and others retained for 10 years, a retention policy wouldn't be able to do this. When you need to specify retention settings at the item level, use retention
labels.

NEW QUESTION 248
- (Topic 6)
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You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.

The tenant contains the users shown in the following table.

User2 | Defender for identity Contoso Users None

Name Member of group . Azure AD role
User1 | Defender for identity Contoso None
Admunestralors

UserZ | None | Secunty admanstrator
Userd | Defender for identity Contoso Lsers Global administrator

You need to modify the configuration of the Defender for identify sensors.

Solutions: You instruct User3 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 252

- (Topic 6)

You have a Microsoft 365 E5 tenant.

The Microsoft Secure Score for the tenant is shown in the following exhibit.

Microsoft Secure Score

Overview Improvement actions History Metrics & trends

Actions you can take to improve your Microsoft Secure Score. Score updates may take up to 24 hours.

+ Export 12 items £ Search

Applied filters:

Rank © Improvement action

Require MFA for administrative roles

Ensure all users can complete multi-factor authentication for...
Enable policy to block legacy authentication

Turn on user risk policy

Turn on sign-in risk policy

Do not allow users to grant consent to unmanaged applicatio...
Enable self-service password reset

Turn on customer lockbox feature

W 00 =~ o own Bk W N

Use limited administrative roles

i
o

Designate more than one global admin

You plan to enable Security defaults for Azure Active Directory (Azure AD). Which three improvement actions will this affect?

A. Require MFA for administrative roles.

B. Ensure all users can complete multi-factor authentication for secure access
C. Enable policy to block legacy authentication

D. Enable self-service password reset

E. Use limited administrative roles

Answer: ABC

Explanation:
Reference:

< Filter

Score impact

+16.95%
+15.25%
+13.56%
+11.80%
+11.86%
+6.78%
+1.69%
+1.69%
+1.69%
+1.69%

{Z Group by ~

Points achieved

0/10
0/9
0/8
/7
0/7
0/4
on
0/1
on
on

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 257
- (Topic 6)

You have a Microsoft 365 subscription that contains the domains shown in the following exhibit.
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Domains

-+ Add domain = Buydomain () Refresh

G subl.contozol 21018.onmicrosoft.com (D...
D CONOSQ.Com

O contoso221018.onmicrosoft.com

L] Sub2.contoso221018.onmicrosoft.com

*

Domain name

Status If? Choose columns
A Possible senvice issues
. Incomplete Letup

'a Feaithy

. Incomplete setup

Which domain name suffixes can you use when you create users?

A. only Subl.contoso221018.onmicrosoft.com
B. onlycontoso.com and Sub2.contoso221018.onmicrosoft.com

C. onlvcontoso221018.onmicrosoft.com, Sub.contoso221018.onmicrosoft.com, and Sub2.contoso221018.onmicrosoft.com

D. all the domains in the subscription

Answer: B

NEW QUESTION 262
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that connects to Microsoft Defender for Endpoint. You have devices enrolled in Microsoft Intune as shown in the following

table.

Name

Platform

Device1

Windows 10

Device2

Windows 8.1

Device3

10S

Device4

Android

You plan to use risk levels in Microsoft Defender for Endpoint to identify whether a device is compliant. Noncompliant devices must be blocked from accessing

corporate resources.

You need to identify which devices can be onboarded to Microsoft Defender for Endpoint, and which Endpoint security policies must be configured.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Dewvices that can onboarded to

Microsoft Defender for Endpoint: [Device 1 only

Device 1 and Device 2 only

Device 1 and Device 3 only

Device 1 and Device 4 only

Device 1, Device 2, and Device 4 only
Device 1, Device 2, Device 3, and Device 4

Endpoint security policies

that must be configured:

A conditional access policy only
A device compliance policy only

A device configuration profile only

A. Mastered

A device configuration profile and a conditional access policy only
Device configuration profile, device compliance policy, and conditional access policy

B. Not Mastered

Answer: A

Explanation:
Text, table Description automatically generated with medium confidence

NEW QUESTION 266
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- (Topic 6)

Your on-premises network contains an Active Directory domain named Contoso.com and 500 devices that run either macOS, Windows 8.1. Windows 10, or
Windows 11. All the devices are managed by using Microsoft Endpoint Configuration Manager. The domain syncs with Azure Active Directory (Azure AD).
You plan to implement a Microsoft 365 E5 subscription and enable co-management. Which devices can be co-managed after the implementation?

A. Windows 11 and Windows 10 only

B. Windows 11, Windows 10-Windows8.1.andmacOS
C. Windows 11 and macQOS only

D. Windows 11 only

E. Windows 11. Windows 10, and Windows8.1 only

Answer: C

NEW QUESTION 268

HOTSPOT - (Topic 6)

You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named Userl and User2. The devices are not enrollment in Microsoft
Intune.

In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.

Device imit restrictions
1
Pty e F Taa L Deviee @ it Assagned

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.

From Microsoft Endpoint Manager, you add User2 as a device enrollment manager (DEM).
For each of the following statement, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
User] can enroll only Tve devices in Infune
Iner? canm ioin only feee OEvices | Arure A
BT CON $TIne Ml e OfsICes (I |'|!J| o
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes Mo
User can enroll only e devices in Intune I _I
|

Iser can iomn only free devices o Azrure A l

SIETL CEN B sl 1he desncEs in Infune I

NEW QUESTION 271

HOTSPOT - (Topic 6)

You have three devices enrolled in Microsoft Endpoint Manager as shown in the following
table.
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Name Platform BitLocker Drive Encryption Member of
Devicel | Windows 10 | Disabled Group1, Group?
Device2 | Windows 10 | Disabled Group?2, Group3
Device3 | Windows 10 | Disabled Group3

The device compliance policies in Endpoint Manager are configured as shown in the following table.
Name | Require BitLocker | Mark noncompliant | Assigned
after (days)
Policy! | Require 5 No
Policy2 | Require 10 Yes
Policy3 | Not configured 15 Yes
The device compliance policies have the assignments shown in the following table.
Name | Assigned to
Policy2 | Group2
Policy3 | Group3
For each of the following statements, select Yes if the statement Is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area
Statements Yes No
Device1 is marked as noncompliant after 10 days. & O
Device2 is marked as noncompliant after 10 days. 5
Device3 is marked as noncompliant after 15 days. B
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
Device1 is marked as noncompliant after 10 days. r.'_";_l &
=
Device2 is marked as noncompliant after 10days. | O :
|
Device3 is marked as noncompliant after 15days. | © | B
NEW QUESTION 273
- (Topic 6)
You have a Microsoft 365 subscription.
You have the retention policies shown in the following table.
Name Location | Retain items Start the At the end of the
for a specific | retention period retention period
period based on
Policy1 | SharePoint | 1 years When items were | Delete items automatically
sites created
Policy2 | SharePoint | 2 years When items were | Do nothing
sites last modified
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Both policies are applied to a Microsoft SharePoint site named Sitel that contains a file named Filel.docx.

Filel.docx was created on January 1, 2022 and last modified on January 31,2022. The file was NOT modified again.

When will Filel.docx be deleted automatically?

A. January 1,2023
B. January 1,2024
C. January 31, 2023
D. January 31, 2024
E. never

Answer: D
Explanation:

Retention wins over deletion. Note:
Explanation for the four different principles:

* 1. Retention wins over deletion. Content won't be permanently deleted when it also has retention settings to retain it. While this principle ensures that content is
preserved for compliance reasons, the delete process can still be initiated (user-initiated or system- initiated) and consequently, might remove the content from

users' main view. However, permanent deletion is suspended.
* 2. Etc. Reference:
https://learn.microsoft.com/en-us/microsoft-365/compliance/retention

NEW QUESTION 276
- (Topic 6)
You have a Microsoft 365 E5 subscription.

You need to identify which users accessed Microsoft Office 365 from anonymous IP addresses during the last seven days.

What should you do?

A. From the Cloud App Security admin center, select Users and accounts.

B. From the Microsoft 365 security center, view the Threat tracker.

C. From the Microsoft 365 admin center, view the Security & compliance report.
D. From the Azure Active Directory admin center, view the Risky sign-ins report.

Answer: A

NEW QUESTION 279

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 tenant.

You create a retention label as shown in the Retention Label exhibit. (Click the Retention Label tab.)

Create retention label

Review and finish

E Mame
| MName
e Hetentson setlings Mame
| EMonths
@ Finish
Retention settings
Retention period Retention action
Earny ared [Dalage
EFAt
Based on
51 |
Back Create label

You create a label policy as shown in the Label Policy exhibit. (Click the Label Policy tab.)
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Auto-labehng Create auto-labeling policy

i Apply label to content matching

& ki this query

® Create content query A Conditions @
55 G ProyectX

O Labal

O Finigh

v

The label policy is configured as shown in the following table.

Configuration Value

Label to auto-apply 6Months

Locations Exchange email

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Any sent email message that contains the word ProjectX will be deleted immediately. | O D
Any sent email message that contains the word ProjectX will be retained for six months. _ r‘
Users are reguired to manually apply a label to email messages that contain the word D
ProjectX.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Box 1: No
Box 2: Yes
Box 3: No

NEW QUESTION 283

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant.

You have a sensitivity label configured as shown in the Sensitivity label exhibit. (Click the
Sensitivity label tab.)
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Review your settings and finish

Name
Sensitivity 1

Display name
Sensitivity 1

Description for users
Sensitivity 1

Scope
File. Email

Encryption

Content marking

AT

Watermark: Watermark
Header: Header

Auto-labeling
Group settings
Site settings

Auto-labeling for database columns
MNone

You have an auto-labeling policy as shown in the Auto-labeling policy exhibit. (Click the Auto-labeling policy tab.)

Auto-labeling policy

Edit Policy ij Delete Policy

Policy name

Auto-labeling policy
Description

Label in simulation

Sensitivity 1

Info to label
IP Address

Apply to content in these locations

Exchange email All

Rules for auto-applying this label

Exchange email 1 rule
Mode
Comment

A user sends an email that contains the components shown in the following table.

Type File Includes IP address
Mail body Not No
applicable

Attachment File1l docx | Yes
Attachment FileZ xml Yes

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements

Sensitivity1 is applied to the email

A watermark is added to File1.docx.

A header Is added to File2.xml.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

Sensitivity1 is applied to the email

A watermark is added to File1.docx.

A header Is added to File2.xml.

NEW QUESTION 285
DRAG DRORP - (Topic 6)
DRAG DROP

Yes

Yes

Il
1 O

No

O

1=
1O

Your network contains an on-premises Active Directory domain that syncs to Azure Active
Directory (Azure AD). The domain contains the servers shown in the following table.

Name Operating system Configuration
_ File Server Resource
Server1 Windows Server 2016
Manager (FSRM)
Server2 Windows Server 2016 None

You use Azure Information Protection.
You need to ensure that you can apply Azure Information Protection labels to the file stores on Serverl.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions

Authorize Serverl.

Answer Area

Install the Microsoft Rights Management connector on

Serverd,

Install a certificate on Senverd.

Install a certificate on Serverl.

Register a service principal name for Server.

Run GenConnectorConfig.psl on Serverl,

Run GenConnectorConfig.psl on Serverd.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Actions Answer Area

[Authorize Semveri, 1 |mm==-- R B S S G i .
i Install the Microsoft Rights Management connector on

e e R S e i e e B S'E'W-E'F

| Install the Microsoft Rights Management connector on e

B e R N | |[prmmrr e e m .

ﬁﬁﬁﬁﬁ ST S i : :

{ Install a certificate on Server2. Authorize Server]

1 __________________________ i .|

Tln‘stﬁlﬁ.?eﬁ.?cﬁe‘i:ﬁieﬁe’n’ "“"“"‘] e tai b o duast e Sl e st S
i i

;:_-:_‘—_::_—_- ==========c========" | Run GenConnectorConfig.ps1 on Serverl

: Run GenfonnectorConfig.ps1 on Semver. ,

NEW QUESTION 287

HOTSPOT - (Topic 5)

You are evaluating the use of multi-factor authentication (MFA).

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Users will have 14 days to register for MFA after they sign in for the first time.

Users must use the Microsoft Authenticator app to complete MFA.

After registering, users must use MFA for every sign-in.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No
Users will have 14 days to register for MFA after they sign in for the first time. !

Lisers must use the Microsoft Authenticator app to complete MFA ! I

After registering, users must use MFA for every sign-in. 1O,

NEW QUESTION 290
HOTSPOT - (Topic 5)
You need to ensure that Admin4 can use SSPR.

Which tool should you use. and which action should you perform? To answer, select the appropriate options m the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Action:  Enahle password writehack. v |
Enable app registrations.
Enable password writeback
Enable password hash synchronization.
Disable password hash synchronization.

Tool Azure AD Connect v

Synchronization Rules Editor
| Microsoft Entra admin center
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 291
- (Topic 3)

You need to create the Safe Attachments policy to meet the technical requirements. Which option should you select?

A. Replace

B. Enable redirect
C. Block

D. Dynamic Delivery

Answer: D

Explanation:
Reference:

Action: Fnahle password writeback v
_ Epable app_registrations. _ _ _

¥ Azure AD Connect
! L Synehrenization Rules-Editbr
| Microsoft Entra admin center

https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md

NEW QUESTION 293
HOTSPOT - (Topic 3)

You plan to implement the endpoint protection device configuration profiles to support the planned changes.
You need to identify which devices will be supported, and how many profiles you should implement.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Supported devices: | v

Dewvice1 only

Device1 and Device2 only

Device1 and Device3 only

Device1, Device2, and Device3

Device1, Device4, and Deviceb

Dewvice1, Device2, Device3, Deviced, and Device5

Number of required profiles: v

A. Mastered
B. Not Mastered

Answer: A

Explanation:

N s LM =
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Supported devices: v

Device1 only

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2, and Device3
Device1, Deviced4, and Device5

- -

Number of required profiles: v

NEW QUESTION 294
- (Topic 3)

NI I

You need to configure the compliance settings to meet the technical requirements. What should you do in the Microsoft Endpoint Manager admin center?

A. From Compliance policies, modify the Notifications settings.

B. From Locations, create a new location for noncompliant devices.

C. From Retire Noncompliant Devices, select Clear All Devices Retire State.
D. Modify the Compliance policy settings.

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 297
- (Topic 2)

You need to meet the technical requirement for the EU PII data. What should you create?

A. a retention policy from the Security & Compliance admin center.

B. a retention policy from the Exchange admin center

C. a data loss prevention (DLP) policy from the Exchange admin center

D. a data loss prevention (DLP) policy from the Security & Compliance admin center

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies
EU PII wants both documents and email message to be preserved so S&C Admin Center for Retention. If this was for Email only, this probably could have been

done in EAC.

NEW QUESTION 299
HOTSPOT - (Topic 2)

You need to meet the technical requirement for log analysis.
What is the minimum number of data sources and log collectors you should create from Microsoft Cloud App Security? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.

Minimum number of data sources: Y

Minimum number of log collectors: [ ¥

O W)

Oh W) -
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/cloud-app-security/discovery-docker

NEW QUESTION 300
- (Topic 2)

Which report should the New York office auditors view?

A. DLP policy matches

B. DLP false positives and overrides

C. DLP incidents

D. Top Senders and Recipients

Answer: C

Explanation:
References:

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention- policies

This report also shows policy matches over time, like the policy matches report. However, the policy matches report shows matches at a rule level; for example, if
an email matched three different rules, the policy matches report shows three different line items. By contrast, the incidents report shows matches at an item level,
for example, if an email matched three different rules, the incidents report shows a single line item for that piece of content. Because the report counts are
aggregated differently, the policy matches report is better for identifying matches with specific rules and fine tuning DLP policies. The incidents report is better for

identifying specific pieces of content that are problematic for your DLP policies.

NEW QUESTION 303
HOTSPOT - (Topic 1)

As of March, how long will the computers in each office remain supported by Microsoft? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Seattle:

New York:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

¥

6 months
18 months
24 months
30 months
5 vears

¥

6 months
18 months
24 months
30 months
5 vears

https://support.microsoft.com/en-gb/help/13853/windows-lifecycle-fact-sheet March Feature Updates: Serviced for 18 months from release date September

Feature Updates: Serviced for 30 months from release date

References:

https://www.windowscentral.com/whats-difference-between-quality-updates-and-feature-updates-windows-10

NEW QUESTION 308
- (Topic 1)

You need to ensure that Userl can enroll the devices to meet the technical requirements. What should you do?

A. From the Azure Active Directory admin center, assign Userl the Cloud device administrator rote.

B. From the Azure Active Directory admin center, configure the Maximum number of devices per user setting.
C. From the Intune admin center, add Userl as a device enroliment manager.

D. From the Intune admin center, configure the Enrollment restrictions.

Answer: C
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Explanation:
References:

https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-enroliment-manager

NEW QUESTION 311
- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named sitel. You need to ensure that sitel meets the following requirements:

* Retains all data for 10 years

* Prevents the sharing of data outside the organization
Which two items should you create and apply to sitel? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

. a retention policy

. a sensitive info type

. a data loss prevention (DLP) policy
. a sensitivity label

. a retention label

. a retention label policy

TmooO >

Answer: CE

NEW QUESTION 313
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that.

You need to identify whenever a sensitivity label is applied, changed, or removed within the subscription.
Which feature should you use, and how many days will the data be retained? To answer, select the appropriate options in the answer area.

NOTE Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 314
- (Topic 6)

Feature: | Actraly explorer g

Compliance Manager
Content explorer

Number of days the data will be retained: 120 -
30
&0
Feature: | Actraty explores

Compliance Manager
Content explorer

Number of days the data will be retained: 120 !
a0
&0

§io |

You have a Microsoft 365 subscription that contains the users shown in the following table.

Name | Microsoft 365 admin | Microsoft Exchange Online

Administrator

role admin role
User1 | Global Administrator None
Userd | Exchange Administrator | None
User3 | Service Support None

Userd | None

Organization Management

You plan to use Exchange Online to manage email for a DNS domain. An administrator adds the DNS domain to the subscription.

The DNS domain has a status of Incomplete setup.

You need to identify which user can complete the setup of the DNS domain. The solution must use the principle of least privilege.
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Which user should you identify?

A. Userl
B. User2
C. User3
D. User4

Answer: A
NEW QUESTION 317

HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 tenant.

You configure a device compliance policy as shown in the following exhibit.

Compliance settings = di!

Microsoft Defender ATP

Require the device to be at or under the

machine risk score

Device Health

Rooted devices

Require the device to be at or under the

Device Threat Level
System Security

Require a password to unlock mobile
devices

Required password type

Encryption of data storage on device
Block apps from unknown sources

Actions for noncompliance =i
Action

Mark device noncompliant

Retire the noncompliant device

Low

Block

Require
Device default
Require

Block
Schedule

Immediately

Immediately

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

When a device reports a medium threat level, the device will

Rooted devices will be

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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When a device reports a medium threat level, the device will v
be locked remotely

display a notification

marked as compliant

Rooted devices will be v

iprevented from accessing company resources |

NEW QUESTION 321

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You configure a new alert policy as shown in the following exhibit.

How do you want the alert to be triggered?

O Every time an activity matches the rule

O When the volume of matched activities reaches a threshold

More than orequalto 15 activities
During the last 60 minutes
On Allusers v

(@ When the volume of matched activities becomes unusual

On All users N

You need to identify the following:

? How many days it will take to establish a baseline for unusual activity.

? Whether alerts will be triggered during the establishment of the baseline.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

How many days it will take to establish the baseline: -

10

Whether the alerts will be triggered during the
establishment of the baseline: -

Alerts will be triggered.
Alerts will not be triggered.

Alerts will be triggered only after the process to
establish the baseline has been running for one day.

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
How many days it will take to establish the baseline: i
1
5
£2
10

Whether the alerts will be triggered during the
establishment of the baseline: -

Alerts will be triggered only after the process to
establish the baseline has been running for one day.

NEW QUESTION 323
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following exhibit.

o Graups |. All.grm_l._;ps

" add filte

Fama Group type Secunty enabled Bole assignmenis allowed

LR Secunt Ve
To which groups can you assign Microsoft 365 E5 licenses?

A. Group! and Group2 only
B. Group2 and Group3 only
C. Group3 and Group4 only
D. Group 1, Group2. and Group3 only
E. Group2, Group3, and Group4 only

Answer: C

NEW QUESTION 327

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You plan to create a custom Compliance Manager assessment template based on the ISO 27001:2013 template.
You need to export the existing template.

Which file format should you use for the exported template?

A. CSV
B. XLSX
C. JSON
D. XML

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates?view=0365-worldwide#export-a-template

NEW QUESTION 329
- (Topic 6)
You have an Azure AD tenant that contains the users shown in the following table
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Name Role
Admini User Administrator
Admin2 | Password Administrator
Admin3 | Exchange Administrator

You need to compare the permissions of each role. The solution must minimize administrative effort.
Which portal should you use?

A. the Microsoft Purview compliance portal
B. the Microsoft 365 admin center

C. the Microsoft 365 Defender porttl

D. the Microsoft Entra admin center

Answer: A

NEW QUESTION 334

- (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to ensure that users are prevented from opening or downloading malicious files from Microsoft Teams, OneDrive, or SharePoint Online.
What should you do?

A. Create a newAnti-malware policy

B. Configure the Safe Links global settings.

C. Create a new Anti-phishing policy

D. Configure the Safe Attachments global settings.

Answer: D

Explanation:

Safe Attachments for SharePoint, OneDrive, and Microsoft Teams

In organizations with Microsoft Defender for Office 365, Safe Attachments for SharePoint,

OneDrive, and Microsoft Teams provides an additional layer of protection against malware. After files are asynchronously scanned by the common virus detection
engine in Microsoft 365, Safe Attachments opens files in a virtual environment to see what happens (a process known as detonation). Safe Attachments for
SharePoint, OneDrive, and Microsoft Teams also helps detect and block existing files that are identified as malicious in team sites and document libraries.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-attachments-for-spo-odfb-teams-about

NEW QUESTION 336

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to be alerted when Microsoft 365 Defender detects high-severity incidents. What should you use?

A. a custom detection rule
B. a threat policy

C. an alert policy

D. a notification rule

Answer: C

NEW QUESTION 339
- (Topic 6)
Your company has an Azure AD tenant named contoso.com that includes the users shown in the following table.

Name Usage location | Membership
User1 United States Group1, Group2

User2 Not set Group?2
User3 Not set Group1
Userd Canada Group1

Group2isa member of Groupl.
You assign an Office 365 Enterprise E3 license to Groupl. How many Office 365 E3 licenses are assigned?

00w
A WDN P

Answer: C

NEW QUESTION 344
- (Topic 6)

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

Note: This question is part of a series of questions that present the same scenario.

Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1l | Contoso.com
User2 | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY
Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync

Sync Status Enabled

Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN

E Federation Disabled 0 domains
Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User?2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com.

You need to ensure that User2 can access the resources in Azure AD.

Solution: From the on-premises Active Directory domain, you set the UPN suffix for User2 to @contoso.com. You instruct User2 to sign in as user2@contoso.com.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
The on-premises Active Directory domain is named contoso.com. You can enable users to sign on using a different UPN (different domain), by adding the domain
to Microsoft 365 as a custom domain. Alternatively, you can configure the user account to use the existing domain (contoso.com).

NEW QUESTION 345

HOTSPOT - (Topic 6)

HOTSPOT

You have an Azure AD tenant that contains the administrative units shown in the following table.

Name | Members

AU User1, User2
AU2 User3

You have the following users:

? A user named Userl that is assigned the Password Administrator for AU1 and AU2.

? A user named User2 that is assigned the User Administrator for AU1.

? A user named User3 that is assigned the User Administrator for the tenant.

For each of the following statements, select Yes if the statement is true. Otherwise, select
No.

NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No
User1 can reset the password of User3. m

O

User2 can update the display name of User1. O Q
User1 can reset the password of User2. O O
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: No

Userl is assigned the Password Administrator for AU1 and AU2. User3 is in AU2. User3 is User Adminstrator.
Password administrators cannot reset User Administrators passwords.

Note: Password Administrator

Users with this role have limited ability to manage passwords. This role does not grant the ability to manage service requests or monitor service health. Whether a

Password Administrator can reset a user's password depends on the role the user is assigned.

Role that password can be reset Password Helpdesk Auth User Privileged Auth Global
Admin Admin Admin Admin Admin Admin
User Adrmin D v v v
Usage Summary Reports Reader o 4 o o o
Box 2: Yes
Box 3: No

Userl is assigned the Password Administrator for AU1 and AU2. User2 is in AUL. User2 is User Adminstrator.
Password administrators cannot reset User Administrators passwords.

Note: User Administrator

Can manage all aspects of users and groups, including resetting passwords for limited admins.

NEW QUESTION 346
HOTSPOT - (Topic 6)
You have a hybrid deployment of Azure AD that contains the users shown in the following table.

Name Description

User1 | Azure AD Connect sync account
User2 | Contributor for Azure AD Connect
Health

User3 | Application administrator in Azure
AD

You need to identify which users can perform the following tasks:

* View sync errors in Azure AD Connect Health.

 Configure Azure AD Connect Health settings.

Which user should you identify for each task? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

View sync ermors in Azure AD Connect Health: [_l_,l_i_v.?g.':_ - I
Userl |
User2
User3 |

Configure Azure AD Connect Health settings: I User! v ’

Userd |
User3

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Answer Area

View synd efmors in AZure AD Connect Health: |_1.|_~}_f*_|.'*_ ! "_I
Uzar] |
User3 [

Configure Azure AD Connect Health settings: ! Lseri » ’
User2 '
User3

NEW QUESTION 348

- (Topic 6)

Your company has a Microsoft 365 subscription. you implement sensitivity Doris for your company.

You need to automatically protect email messages that contain the word Confidential m the subject line.
What should you create?

A. a sharing policy from the Exchange admin center

B. a mail flow rule from the Exchange admin center

C. a message Dace from the Microsoft 365 security center

D. a data loss prevention (DLP) policy from the Microsoft 365 compliance center

Answer: B

NEW QUESTION 350

- (Topic 6)

You have a Microsoft 365 E5 tenant that uses Microsoft Intune.

You need to ensure that users can select a department when they enroll their device in Intune.
What should you create?

A. scope tags

B. device configuration profiles
C. device categories

D. device compliance policies

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/device-group-mapping

NEW QUESTION 355
- (Topic 6)
You are reviewing alerts in the Microsoft 365 Defender portal. How long are the alerts retained in the portal?

A. 30 days

B. 60 days
C. 3 months
D. 6 months
E. 12 months

Answer: C

Explanation:

Data retention information for Microsoft Defender for Office 365

By default, data across different features is retained for a maximum of 30 days. However, for some of the features, you can specify the retention period based on
policy. See the following table for the different retention periods for each feature.

Defender for Office 365 Plan 1

* Alert metadata details (Microsoft Defender for Office alerts) 90 days.

Note: By default, the alerts queue in the Microsoft 365 Defender portal displays the new and in progress alerts from the last 30 days. The most recent alert is at the
top of the list so you can see it first.

G toms Alerts
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Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/mdo-data- retention

NEW QUESTION 357
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that includes the following active eDiscovery case:

? Name: Casel

? Included content: Groupl, Userl, Sitel
? Hold location: Exchange mailboxes, SharePoint sites, Exchange public folders
The investigation for Casel completes, and you close the case.
What occurs after you close Casel? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Holds are turned off for:

Holds are placed on a delay hold for:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Holds are placed on a delay hold for: 1

NEW QUESTION 362
HOTSPOT - (Topic 6)

Holds are turned off for:

User1 only
All locations
Site1 and Group1 only

30 days
90 days
120 days

User1 only

>
E
0
o
F—*-r
O
o |
w

120 days

You have a Microsoft 365 subscription that contains a user named Userl and a Microsoft SharePoint Online site named Sitel. Userl is assigned the Owner role
for Sitel. To Sitel, you publish the file plan retention labels shown in the following table.

Name Retention
period

During the retention period

Retention1 | 5 years

Retain items even if users delete

Retention2 | 5 years

Mark items as a record

Retention3 | 5 years

Mark items as a regulatory record

Sitel contains the files shown in the following table.
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Name Label

File1 None

File2 Retention

File3 Retention?2

Filed Retention3

Which files can Userl rename, and which files can Userl delete? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 364
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Rename: | File1, File2, and File3 only

Filel only
File1 and File2 only

ke, FileZ, and File3 only

File1, File2, File3, and Filed

&

Delete:  File1 and File2 only b
File1 only
File1 and File2 only
File1, File2, and File3 only
File1, File2, File3, and Filed

Rename: | File1, File2, and File3 only {HJ]

File only
File1 and File2 only

[} File1, File2, and File3 only

File1, File2, File3, and Filed

Delete: File1 and File2 only s
Filel only

i File1 and File2 only

File1, File2, and File3 only
File1, File2, File3, and Filed
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