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NEW QUESTION 1
What type of personal information can be collected by a mobile application without consent?

A. Full name
B. Geolocation
C. Phone number
D. Accelerometer data

Answer: D

NEW QUESTION 2
Which of the following is the BEST way to limit the organization’s potential exposure in the event of consumer data loss while maintaining the traceability of the
data?

A. Encrypt the data at rest.
B. De-identify the data.
C. Use a unique hashing algorithm.
D. Require a digital signature.

Answer: D

NEW QUESTION 3
Which of the following is the GREATEST benefit of adopting data minimization practices?

A. Storage and encryption costs are reduced.
B. Data retention efficiency is enhanced.
C. The associated threat surface is reduced.
D. Compliance requirements are met.

Answer: B

Explanation: 
Unfortunately, the financial liability portion of retained personal information rarely shows up on an organization’s financial balance sheet. And yet it is indeed a
liability: the impact on an organization when cybercriminals steal that information or when the information is misused is real, in the form of breach response costs,
the costs related to reducing harm inflicted on affected parties (think of credit monitoring services, a frequent remedy for stolen credit card numbers), fines from
governmental regulators, and the occasional class-action lawsuit.

NEW QUESTION 4
Which of the following is the BEST way to protect personal data in the custody of a third party?

A. Have corporate counsel monitor privacy compliance.
B. Require the third party to provide periodic documentation of its privacy management program.
C. Include requirements to comply with the organization’s privacy policies in the contract.
D. Add privacy-related controls to the vendor audit plan.

Answer: C

Explanation: 
In GDPR parlance, organizations that use third-party service providers are often, but not always, considered data controllers, which are entities that determine the
purposes and means of the processing of personal data, which can include directing third parties to process personal data on their behalf. The third parties that
process data for data controllers are known as data processors.

NEW QUESTION 5
Which of the following zones within a data lake requires sensitive data to be encrypted or tokenized?

A. Trusted zone
B. Clean zone
C. Raw zone
D. Temporal zone

Answer: D

NEW QUESTION 6
An organization wants to ensure that endpoints are protected in line with the privacy policy. Which of the following should be the FIRST consideration?

A. Detecting malicious access through endpoints
B. Implementing network traffic filtering on endpoint devices
C. Managing remote access and control
D. Hardening the operating systems of endpoint devices

Answer: B

NEW QUESTION 7
Which of the following is the BEST indication of an effective records management program for personal data?
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A. Archived data is used for future analytics.
B. The legal department has approved the retention policy.
C. All sensitive data has been tagged.
D. A retention schedule is in place.

Answer: D

NEW QUESTION 8
Which of the following is the MOST important consideration to ensure privacy when using big data analytics?

A. Maintenance of archived data
B. Disclosure of how the data is analyzed
C. Transparency about the data being collected
D. Continuity with business requirements

Answer: C

NEW QUESTION 9
An organization has a policy requiring the encryption of personal data if transmitted through email. Which of the following is the BEST control to ensure the
effectiveness of this policy?

A. Provide periodic user awareness training on data encryption.
B. Implement a data loss prevention (DLP) tool.
C. Conduct regular control self-assessments (CSAs).
D. Enforce annual attestation to policy compliance.

Answer: B

NEW QUESTION 10
As part of a major data discovery initiative to identify personal data across the organization, the project team has identified the proliferation of personal data held as
unstructured data as a major risk. What should be done FIRST to address this situation?

A. Identify sensitive unstructured data at the point of creation.
B. Classify sensitive unstructured data.
C. Identify who has access to sensitive unstructured data.
D. Assign an owner to sensitive unstructured data.

Answer: A

NEW QUESTION 10
Which key stakeholder within an organization should be responsible for approving the outcomes of a privacy impact assessment (PIA)?

A. Data custodian
B. Privacy data analyst
C. Data processor
D. Data owner

Answer: D

NEW QUESTION 15
Which of the following processes BEST enables an organization to maintain the quality of personal data?

A. Implementing routine automatic validation
B. Maintaining hashes to detect changes in data
C. Encrypting personal data at rest
D. Updating the data quality standard through periodic review

Answer: D

NEW QUESTION 19
Which of the following is the BEST approach for a local office of a global organization faced with multiple privacy-related compliance requirements?

A. Focus on developing a risk action plan based on audit reports.
B. Focus on requirements with the highest organizational impact.
C. Focus on global compliance before meeting local requirements.
D. Focus on local standards before meeting global compliance.

Answer: D

NEW QUESTION 22
What is the BEST method to protect customers’ personal data that is forwarded to a central system for analysis?

A. Pseudonymization
B. Deletion
C. Encryption
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D. Anonymization

Answer: C

NEW QUESTION 24
When using pseudonymization to prevent unauthorized access to personal data, which of the following is the MOST important consideration to ensure the data is
adequately protected?

A. The data must be protected by multi-factor authentication.
B. The identifier must be kept separate and distinct from the data it protects.
C. The key must be a combination of alpha and numeric characters.
D. The data must be stored in locations protected by data loss prevention (DLP) technology.

Answer: D

NEW QUESTION 28
Which of the following BEST represents privacy threat modeling methodology?

A. Mitigating inherent risks and threats associated with privacy control weaknesses
B. Systematically eliciting and mitigating privacy threats in a software architecture
C. Reliably estimating a threat actor’s ability to exploit privacy vulnerabilities
D. Replicating privacy scenarios that reflect representative software usage

Answer: A

NEW QUESTION 31
An online retail company is trying to determine how to handle users’ data if they unsubscribe from marketing emails generated from the website. Which of the
following is the BEST approach for handling personal data that has been restricted?

A. Encrypt users’ information so it is inaccessible to the marketing department.
B. Reference the privacy policy to see if the data is truly restricted.
C. Remove users’ information and account from the system.
D. Flag users’ email addresses to make sure they do not receive promotional information.

Answer: D

NEW QUESTION 33
Which of the following is the best reason for a health organization to use desktop virtualization to implement stronger access control to systems containing patient
records?

A. Limited functions and capabilities of a secured operating environment
B. Monitored network activities for unauthorized use
C. Improved data integrity and reduced effort for privacy audits
D. Unlimited functionalities and highly secured applications

Answer: B

NEW QUESTION 37
Which of the following should be of GREATEST concern when an organization wants to store personal data in the cloud?

A. The organization’s potential legal liabilities related to the data
B. The data recovery capabilities of the storage provider
C. The data security policies and practices of the storage provider
D. Any vulnerabilities identified in the cloud system

Answer: C

NEW QUESTION 40
How can an organization BEST ensure its vendors are complying with data privacy requirements defined in their contracts?

A. Review self-attestations of compliance provided by vendor management.
B. Obtain independent assessments of the vendors’ data management processes.
C. Perform penetration tests of the vendors’ data security.
D. Compare contract requirements against vendor deliverables.

Answer: D

NEW QUESTION 42
An organization’s data destruction guidelines should require hard drives containing personal data to go through which of the following processes prior to being
crushed?

A. Low-level formatting
B. Remote partitioning
C. Degaussing
D. Hammer strike
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Answer: A

NEW QUESTION 47
Which of the following is the BEST way to distinguish between a privacy risk and compliance risk?

A. Perform a privacy risk audit.
B. Conduct a privacy risk assessment.
C. Validate a privacy risk attestation.
D. Conduct a privacy risk remediation exercise.

Answer: A

NEW QUESTION 48
Which of the following is the BEST control to secure application programming interfaces (APIs) that may contain personal information?

A. Encrypting APIs with the organization’s private key
B. Requiring nondisclosure agreements (NDAs) when sharing APIs
C. Restricting access to authorized users
D. Sharing only digitally signed APIs

Answer: C

NEW QUESTION 51
Which of the following features should be incorporated into an organization’s technology stack to meet privacy requirements related to the rights of data subjects
to control their personal data?

A. Providing system engineers the ability to search and retrieve data
B. Allowing individuals to have direct access to their data
C. Allowing system administrators to manage data access
D. Establishing a data privacy customer service bot for individuals

Answer: B

Explanation: 
Any organization collecting information about EU residents is required to operate with transparency in collecting and using their personal information. Chapter III of
the GDPR defines eight data subject rights that have become foundational for other privacy regulations around the world:
Right to access personal data. Data subjects can access the data collected on them.

NEW QUESTION 54
Which of the following should be done FIRST when developing an organization-wide strategy to address data privacy risk?

A. Obtain executive support.
B. Develop a data privacy policy.
C. Gather privacy requirements from legal counsel.
D. Create a comprehensive data inventory.

Answer: D

NEW QUESTION 57
Which of the following is the GREATEST obstacle to conducting a privacy impact assessment (PIA)?

A. Conducting a PIA requires significant funding and resources.
B. PIAs need to be performed many times in a year.
C. The organization lacks knowledge of PIA methodology.
D. The value proposition of a PIA is not understood by management.

Answer: C

NEW QUESTION 62
Which of the following MUST be available to facilitate a robust data breach management response?

A. Lessons learned from prior data breach responses
B. Best practices to obfuscate data for processing and storage
C. An inventory of previously impacted individuals
D. An inventory of affected individuals and systems

Answer: A

NEW QUESTION 66
Which of the following is the PRIMARY reason that a single cryptographic key should be used for only one purpose, such as encryption or authentication?

A. It eliminates cryptographic key collision.
B. It minimizes the risk if the cryptographic key is compromised.
C. It is more practical and efficient to use a single cryptographic key.
D. Each process can only be supported by its own unique key management process.
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Answer: C

NEW QUESTION 69
An organization is concerned with authorized individuals accessing sensitive personal customer information to use for unauthorized purposes. Which of the
following technologies is the BEST choice to mitigate this risk?

A. Email filtering system
B. Intrusion monitoring
C. Mobile device management (MDM)
D. User behavior analytics

Answer: B

NEW QUESTION 70
Which of the following is the BEST way to protect the privacy of data stored on a laptop in case of loss or theft?

A. Strong authentication controls
B. Remote wipe
C. Regular backups
D. Endpoint encryption

Answer: B

NEW QUESTION 73
Which of the following should FIRST be established before a privacy office starts to develop a data protection and privacy awareness campaign?

A. Detailed documentation of data privacy processes
B. Strategic goals of the organization
C. Contract requirements for independent oversight
D. Business objectives of senior leaders

Answer: B

NEW QUESTION 75
Which of the following should be done FIRST to address privacy risk when migrating customer relationship management (CRM) data to a new system?

A. Develop a data migration plan.
B. Conduct a legitimate interest analysis (LIA).
C. Perform a privacy impact assessment (PIA).
D. Obtain consent from data subjects.

Answer: A

NEW QUESTION 78
Which of the following is the PRIMARY consideration to ensure control of remote access is aligned to the privacy policy?

A. Access is logged on the virtual private network (VPN).
B. Multi-factor authentication is enabled.
C. Active remote access is monitored.
D. Access is only granted to authorized users.

Answer: D

NEW QUESTION 82
An organization uses analytics derived from archived transaction data to create individual customer profiles for customizing product and service offerings. Which of
the following is the IT privacy practitioner’s BEST recommendation?

A. Anonymize personal data.
B. Discontinue the creation of profiles.
C. Implement strong access controls.
D. Encrypt data at rest.

Answer: A

NEW QUESTION 87
Which of the following BEST supports an organization’s efforts to create and maintain desired privacy protection practices among employees?

A. Skills training programs
B. Awareness campaigns
C. Performance evaluations
D. Code of conduct principles

Answer: B
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NEW QUESTION 92
When a government’s health division established the complete privacy regulation for only the health market, which privacy protection reference model is being
used?

A. Co-regulatory
B. Sectoral
C. Comprehensive
D. Self-regulatory

Answer: C

NEW QUESTION 93
Which of the following is the MOST important consideration when writing an organization’s privacy policy?

A. Using a standardized business taxonomy
B. Aligning statements to organizational practices
C. Ensuring acknowledgment by the organization’s employees
D. Including a development plan for personal data handling

Answer: B

NEW QUESTION 95
Which of the following BEST ensures a mobile application implementation will meet an organization’s data security standards?

A. User acceptance testing (UAT)
B. Data classification
C. Privacy impact assessment (PIA)
D. Automatic dynamic code scan

Answer: C

NEW QUESTION 100
Which of the following is the BEST way to hide sensitive personal data that is in use in a data lake?

A. Data masking
B. Data truncation
C. Data encryption
D. Data minimization

Answer: A

NEW QUESTION 104
A software development organization with remote personnel has implemented a third-party virtualized workspace to allow the teams to collaborate. Which of the
following should be of GREATEST concern?

A. The third-party workspace is hosted in a highly regulated jurisdiction.
B. Personal data could potentially be exfiltrated through the virtual workspace.
C. The organization’s products are classified as intellectual property.
D. There is a lack of privacy awareness and training among remote personnel.

Answer: B

NEW QUESTION 106
Which of the following vulnerabilities would have the GREATEST impact on the privacy of information?

A. Private key exposure
B. Poor patch management
C. Lack of password complexity
D. Out-of-date antivirus signatures

Answer: C

NEW QUESTION 107
In which of the following should the data record retention period be defined and established?

A. Data record model
B. Data recovery procedures
C. Data quality standard
D. Data management plan

Answer: D

NEW QUESTION 111
A migration of personal data involving a data source with outdated documentation has been approved by senior management. Which of the following should be
done NEXT?
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A. Review data flow post migration.
B. Ensure appropriate data classification.
C. Engage an external auditor to review the source data.
D. Check the documentation version history for anomalies.

Answer: A

NEW QUESTION 113
......
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