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NEW QUESTION 1
- (Exam Topic 1)
You need to configure the detection of multi-staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add Azure Sentinel data connectors.

D. Add an Azure Sentinel playbook.

Answer: A

NEW QUESTION 2

- (Exam Topic 2)

You need to meet the technical requirements for license management by the helpdesk administrators.

What should you create first, and which tool should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer

Object to create for cach! branch otfice | An administrative unit

A customirole

A Dynmamie User securnly group
An OLU

Tool touse: |Azure Active Directory admin center

Actve Directory Admnrstrative Contor

Active Directory module for Wandows Powershell
Microsoft 365 admin center

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text Description automatically generated

NEW QUESTION 3
- (Exam Topic 2)
You need to sync the ADatum users. The solution must meet the technical requirements. What should you do?

A. From the Microsoft Azure Active Directory Connect wizard, select Customize synchronization options.
B. From PowerShell, run Set-ADSyncScheduler.

C. From PowerShell, run Start-ADSyncSyncCycle.

D. From the Microsoft Azure Active Directory Connect wizard, select Change user sign-in.

Answer: A

Explanation:
You need to select Customize synchronization options to configure Azure AD Connect to sync the Adatum organizational unit (OU).

NEW QUESTION 4

- (Exam Topic 3)

You need to resolve the recent security incident issues.

What should you configure for each incident? To answer, drag the appropriate policy types to the correct issues. Each policy type may be used once, more than
once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Policy Types Answer Area

An authentication mathod policy Leaked credentials

A Condinional Access policy

I A sign-m from 3 suspicious browser

A sign-in risk policy

Aesources acoessed from an anonymous P acdress |[ |

A user nisk policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Policy Types Answer Area
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NEW QUESTION 5
- (Exam Topic 4)
You have a Microsoft 365 tenant.

B s e A SIgN-1N TrOm @ SUSPICIoUS Drowser

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.
Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by using their Active Directory credentials.

You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Application Insights in Azure Monitor

B. access reviews in Azure AD

C. Cloud App Discovery in Microsoft Cloud App Security
D. enterprise applications in Azure AD

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports#using-traffic-logs

NEW QUESTION 6

- (Exam Topic 4)

You have a Microsoft 365 tenant named contoso.com. Guest user access is enabled.
Users are invited to collaborate with contoso.com as shown in the following table.

User email User type | Invitation accepted Shared resource
User1@outlock.com | Guest No Ente_rprr_se
application
User2i@fabrikam.com | Guest Yes Entgrpn_se
application

A user nisk policy
Nt Xl
A SHIN-In NSk gohcy

A sign-in risk polic

From the External collaboration settings in the Azure Active Directory admin center, you configure the Collaboration restrictions settings as shown in the following

exhibit.

Collaboration restrictions

() Allow invitations to be sent to any domain {most inclusive)

() Deny invitations to the specified domains

(@) Allow invitations only to the specified domains (most restrictive)

TARGET DOMAINS

Cutlook.com

From a Microsoft SharePoint Online site, a user invites user3@adatum.com to the site.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements

User1 can accept the invitation and gain access to the enterprise application

User2 can access the enterprise application.

User3 can accept the invitation and gain access to the SharePoint site.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Yes

Invitations can only be sent to outlook.com. Therefore, Userl can accept the invitation and access the application.

Box 2. Yes

Invitations can only be sent to outlook.com. However, User2 has already received and accepted an invitation so User2 can access the application.

Box 3. No

Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.

NEW QUESTION 7
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. An administrator deletes Userl. You need to identity the following:
* How many days after the account of Userl is deleted can you restore the account?

» Which is the least privileged role that can be used to restore Userl?

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
Mumber of days:
Roles
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Number of days:
“oles

NEW QUESTION 8
- (Exam Topic 4)

90
180

Uiser administratos

Metwork administrator
Helpdesk administrator
Domain name a E‘ﬁniﬂtratm

15
30

90
180

Iser administrator
Mertwork administrator
Helpdesk admmistrator

Domain name 2. pninistrator

You have a Microsoft 365 E5 subscription that contains two users named Userl and User2.
You need to ensure that Userl can create access reviews for groups, and that User2 can review the history report for all the completed access reviews. The

solution must use the principle of least privilege.

Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.

You may need to drag the split bar between panes or scroll to view content
NOTE: Each correct selection is worth one point.
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Roles Answer Area

slobal administrator Usert: Role

Global reader
User2: Role

Reports reader
Security operator
Security reader

User administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Roles Answer Area

PSS

.- ~ 1 * | L] 'J- sl Lot
 Global administrator User!: | Olobal administrator I

P e me  wmw m m ow e

| Global reader |

[1

__________ UserZ:

T -

| Reports reader

rlll..'—\. . e B . e e
| secunty operator

1| Secunty reader

-

T R T EE mET

NEW QUESTION 9

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You configure self-service password reset (SSPR) by using the following settings:
» Require users to register when signing in: Yes

* Number of methods required to reset: 1

What is a valid authentication method available to users?

A. home prions

B. mobile app notification

C. a mobile app code

D. an email to an address in your organization

Answer: A

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that has Azure AD ldentity Protection policies enforced.
You create an Azure Sentinel instance and configure the Azure Active Directory connector.

You need to ensure that Azure Sentinel can generate incidents based on the risk alerts raised by Azure AD Identity Protection.
What should you do first?

A. Add an Azure Sentinel data connector.

B. Configure the Notify settings in Azure AD Identity Protection.
C. Create an Azure Sentinel playbook.

D. Modify the Diagnostics settings in Azure AD.

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-ad-identity-protection

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-300 dumps!
r_' CEr‘tSharEd https://www.certshared.com/exam/SC-300/ (144 Q&As)

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium Plan 2 license. The tenant contains the users shown in the
following table.

Name Role
Admin1 Cloud device administrator
Admin2 Device administrator
User1 None

You have the Device Settings shown in the following exhibit.
33 Devices | Device settings

Default Cerectory - Azure Active Directory

El save X Discard 7 Got feadback?

Ll Al devices
Lisars may joun devices to Azure AD

) Orvice settings @D seected  None

(2} Enterprise State Roaming

Sefected

P BitLocker keys (Prevew)

. Diagnose and solve problems

Activity Users may register their devices with Azure AD

T ore

E Audit logs

eu Bulk operabion results (Predndw)

Devices 1o be Azure AD joined or Azure AD registered reguire Multi-Factor Authentication (@
Troubleshooting + Support

g Mo

& New support request

iy Wi recommaend that you require Multi-Factor Authentication to register or join devices using Condil onal Access. Set this
device setting to Mo if you requere Multi-Factor Authentication wsing Conditional Access.

T s - o .
Masimum number of devices per user

I 5 ol

Additional local administrators on all Azure AD joined devices

Userl has the devices shown in the following table.

Name | Operating system Device identity
Devicel | Windows 10 Azure AD joined
Device2 | 10S Azure AD registered
Device3 | Windows 10 Azure AD registered
Device4 | Android Azure AD registered

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 can join four additional Windows 10 devices to Azure AD. Q)
Admin1 can set Devices to be Azure AD joined or Azure AD registered require Ol @
Multi-Factor Authentication to Yes.
Admin2 is a local administrator on Device3. Q 0O
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

Users may join 5 devices to Azure AD.

Box 2: Yes

Box 3: No

An additional local device administrator has not been applied Reference:
https://docs.microsoft.com/en-us/azure/active-directory/devices/device-management-azure-portal

NEW QUESTION 11
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that has Security defaults disabled. You are creating a conditional access policy as shown in the following
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exhibit.
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

To ensure that User1 is prompted for multi-factor authentication (MFA) v
when accessing Cloud apps, you must configure the [answer choice]. | Conditions settings
Enable policy setting
Grant semngs
Sessmns S seftings
Users and groups setting

To ensure that User1 is prompted for authentication every eight v
hours, you must configure the [answer choice]. [Conditions settings

Enable pﬂf::y settlng
Gr'ant seftings

Sessmns seftings
| Users and groups sefting

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-all

NEW QUESTION 15

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-in logs to investigate sign-ins that occurred in the past. For how long does Azure AD store events in the sign-in logs?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-reports-dataretention# how-long-does-azure-ad-store-the-data

NEW QUESTION 20
- (Exam Topic 4)
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A user named Userl attempts to sign in to the tenant by entering the following incorrect passwords:
Pa55w0rd12
Pa55w0rd12
Pa55w0rd12
Pa55w.rd12
Pa55w.rd123
Pa55w.rd123
Pa55w.rd123
Pa55word12
Pa55word12
Pa55word12

Pab5w.rd12

You need to identify how many sign-in attempts were tracked for Userl, and how Userl can unlock her account before the 300-second lockout duration expires.
What should identify? To answer, select the appropriate

NOTE: Each correct selection is worth one point.

VYV VN VVNVNVVVYVY

Tracked sign-in attempts v
4
9
10
11
Unlock by: v

Clearing the browser cache
Signing in by using inPrivate browsing mode
Performing a self-service password reset (SSPR)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment

NEW QUESTION 23

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Fraud alert
settings for multi-factor authentication (MFA). Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

The fraud alert feature lets users report fraudulent attempts to access their resources. When an unknown and suspicious MFA prompt is received, users can report
the fraud attempt using the Microsoft Authenticator app or through their phone.

The following fraud alert configuration options are available:

> Automatically block users who report fraud.

> Code to report fraud during initial greeting. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 25

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant contains the groups shown in the following table.

In Azure AD. you add a new enterprise application named Appl. Which groups can you assign to Appl?
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A. Groupl and Group2 only
B. Group2 only

C. Group3 only

D. Groupl only

E. Groupl and Group4

Answer: C

NEW QUESTION 27

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a Microsoft Defender for Cloud Apps session policy. What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, select User monitoring.

B. From the Microsoft Defender for Cloud Apps portal, select App onboarding/maintenance
C. From the Azure Active Directory admin center, create a Conditional Access policy.

D. From the Microsoft Defender for Cloud Apps portal, create a continuous report.

Answer: A

NEW QUESTION 30

- (Exam Topic 4)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you.

Solution: From Azure monitor, you create a data collection rule. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 34
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the following objects:

> A device named Devicel
> Users named Userl, User2, User3, User4, and Userb
> Groups named Groupl, Group2, Group3, Group4, and Group5 The groups are configured as shown in the following table.

Name Type Membership type Members
Group1 | Security Assigned User1, User3, Group2, Group3
GroupZ Security Dynamic User User2
Group3 Security Dynamic Device Device1
Group4 Microsoft 365 Assigned User4
Group5 Microsoft 365 Dynamic User User5

To which groups can you assign a Microsoft Office 365 Enterprise E5 license directly?

A. Groupl and Group4 only

B. Groupl, Group2, Group3, Group4, and Group5
C. Groupl and Group2 only

D. Groupl only

E. Groupl, Group2, Group4, and Group5 only

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

NEW QUESTION 36

- (Exam Topic 4)

You have an on-premises datacenter that contains the hosts shown in the following table.
Name Description

Server Domain controller that runs Windows Server 2019

Server that runs Windows Server 2019 and has Azure AD

Connect deployed

Server that runs Windows Server 2019 and has a Microsoft

ASP NET application named App1 installed

Serverd | Unassigned server that runs Windows Server 2019

Hardware firewall connected to the internet that blocks all traffic

unless explicitly allowed

You have an Azure Active Directory (Azure AD) tenant that syncs to the Active Directory forest. Multi-factor authentication (MFA) is enforced for Azure AD.

You need to ensure that you can publish Appl to Azure AD users.

What should you configure on Server and Firewall1l? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

ServerZ

Server3

Firewall1
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Service to install on Server4: v
Azure AD Application Proxy

The Azure AD Password Protection DC agent
The Azure AD Password Protection proxy senvice
Web Application Proxy in Windows Server

Rule to configure on Firewall1: v
Allow incoming HTTPS connections from Azure AD to Server4.
Allow incoming IPsec connections from Azure AD to Server4
Allow outbound HTTPS connections from Server4 to Azure AD
Allow outbound IPsec connections from Serverd to Azure AD.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-proxy

NEW QUESTION 41

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named SecAdminl. SecAdminl is assigned the Security administrator role.
SecAdminl reports that she cannot reset passwords from the Azure AD Identity Protection portal.

You need to ensure that SecAdminl can manage passwords and invalidate sessions on behalf of nonadministrative

users. The solution must use the principle of least privilege. Which role should you assign to SecAdmin1?

A. Authentication administrator

B. Helpdesk administrator

C. Privileged authentication administrator
D. Security operator

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

NEW QUESTION 44

- (Exam Topic 4)

You configure a new Microsoft 365 tenant to use a default domain name of contoso.com.

You need to ensure that you can control access to Microsoft 365 resources by using conditional access policies.
What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (MFA) registration policy.

D. Configure password protection for Windows Server Active Directory.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 49

- (Exam Topic 4)

You have an Azure subscription.

You need to create two custom roles named Rolel and Role2. The solution must meet the following requirements:

« Users that are assigned Rolel can create or delete instances of Azure Container Apps.

* Users that are assigned Role2 can enforce adaptive network hardening rules.

Which resource provider permissions are required for each role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Rolel: b

| Microsoft. Compute
Microsoft Management
Microsoft.Security

Role2: v
MicrosoftApp

Microsoft. Compute

Microsoft. Metwork
Microsoft.Security

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Role1: A
MicrosoftApp
ITMicrosoft Compute
Microsoft.Management
Microsoft.Security
Role2: b

MicrosoftApp

Microsoft.Compute
| MicrosoftNetwork_
L-‘;‘I_Emfofl Secunty |

NEW QUESTION 53

- (Exam Topic 4)

You have a Microsoft 36S tenant.

You create a named location named HighRiskCountries that contains a list of high-risk countries.

You need to limit the amount of time a user can stay authenticated when connecting from a high-risk country.

What should you configure in a conditional access policy? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Cﬂnﬁg!-!ﬂ‘? HighRiskCountries by using: A doud app or action
e A condtion
B, | ’ A grant control

sied A ssseon control

Sl ()] Conhgure Sign-n frequency by using: |A coud app or action
- A condilion

A grant conirol

A sessaon contral

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition https://docs.microsoft.com/en-us/azure/active-directory/conditional-
access/concept-conditional-access-session

NEW QUESTION 58

- (Exam Topic 4)

You configure a new Microsoft 36S tenant to use a default domain name of contosso.com.

You need to ensure that you can control access to Microsoft 365 resource-, by using conditional access policy.
What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (Ml A) registration policyl.

D. Configure password protection for Windows Server Active Directory.
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Answer: B

NEW QUESTION 61

- (Exam Topic 4)

Your company requires that users request access before they can access corporate applications.

You register a new enterprise application named MyApp1 in Azure Active Dilatory (Azure AD) and configure single sign-on (SSO) for MyApp1.
Which settings should you configure next for MyApp1?

A. Self-service

B. Provisioning

C. Roles and administrators
D. Application proxy

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-access

NEW QUESTION 63

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains three users named Userl, Userl, and User3,

You create a group named Groupl. You add User2 and User3 to Groupl.

You configure a role in Azure AD Privileged identity Management (PIM) as shown in the application administrator exhibit. (Click the application Administrator tab.)

Groupl is configured as the approver for the application administrator role.
You configure User2to be eligible for the application administrator role.
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Answer Area
Statemconts Yos Mo
User] s assignesd Lhe Apphcabon admmistralor rols automatically
When Liser 2sequesisio be atsigned the Application administratorn role, only LiserS can
Sppyove the reqguest
IF & recpoest Py Llsesr T 1o B s et el thugs P;l];.-ilt'.:'!l-.‘.sr'l acmurastratesr role o appnoired an
lanuan: 212029 at 2200, Liser] can vuse the: ol until Febroany 1, 20279, at 04:00,
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes Mo
I_ -1
Izer] s assigned the Apphicanon admunmstrator roqs automatically
— . |
When User 2aequesiSto be assigned the Apphicaton admimstratod role; only User2 can | |
Approve the recpucest P i

f A recpest By User ] po b s ned thui= Fh|]F:l!|[ SN sdnurnstralor ol s approved on
anuary 31, 20210, 8t 2300, User ] ican Use Lhe role until February 1, 2020, ot 0400,

g —
|

NEW QUESTION 64

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. email

C. security questions

D. a verification code from the Microsoft Authenticator app

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app

NEW QUESTION 66

- (Exam Topic 4)

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company is developing a web service named App1l.
You need to ensure that Appl can use Microsoft Graph to read directory data in contoso.com.

Which three actions should yon perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them In the
correct order.

f_‘_? . Artwed Ares
| Eroote an app registramon

e

| A0t app permismons

|:Gralﬂ'ﬂm1mru-c-ﬂ'r

EA:H dedpryatet] prrrs o

©
©

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

> Create an app registration:

Your app must be registered with the Microsoft identity platform and be authorized by either a user or an administrator for access to the Microsoft Graph resources
it needs.

;" Grant admin consent:

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-300 dumps!
r_l CEFtSharEd https://www.certshared.com/exam/SC-300/ (144 Q&As)

Higher-privileged permissions require administrator consent.
> Add app permissions:

After the consents to permissions for your app, your app can acquire access tokens that represent the app's permission to access a resource in some capacity.
Encoded inside the access token is every permission that your app has been granted for that resource.
Reference:

https://docs.microsoft.com/en-us/graph/auth/auth-concepts
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