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NEW QUESTION 1
John wants to implement a packet filtering firewall in his organization's network. What TCP/IP layer does a packet filtering firewall work on?

A. Application layer

B. Network Interface layer
C. TCP layer

D. IP layer

Answer: D

NEW QUESTION 2
Chris is a senior network administrator. Chris wants to measure the Key Risk Indicator (KRI) to assess the organization. Why is Chris calculating the KRI for his
organization? It helps Chris to:

A. ldentifies adverse events

B. Facilitates backward

C. Facilitates post Incident management

D. Notifies when risk has reached threshold levels

Answer: AD

NEW QUESTION 3
Kelly is taking backups of the organization's data. Currently, he is taking backups of only those files which are created or modified after the last backup. What type
of backup is Kelly using?

A. Full backup

B. Incremental backup
C. Differential Backup
D. Normal Backup

Answer: B

NEW QUESTION 4
John is a network administrator and is monitoring his network traffic with the help of Wireshark. He suspects that someone from outside is making a TCP OS
fingerprinting attempt on his organization's network. Which of the following Wireshark filter(s) will he use to locate the TCP OS fingerprinting attempt?

A. Tcp.flags==0x2b

B. Tcp.flags=0x00

C. Tcp.options.mss_val<1460
D. Tcp.options.wscale_val==20

Answer: ABC

NEW QUESTION 5
Sam, a network administrator is using Wireshark to monitor the network traffic of the organization. He wants to detect TCP packets with no flag set to check for a
specific attack attempt. Which filter will he use to view the traffic?

A. Tcp.flags==0x000
B. Tcp.flags==0000x
C. Tcp.flags==000x0
D. Tcp.flags==x0000

Answer: A

NEW QUESTION 6
Management wants to calculate the risk factor for their organization. Kevin, a network administrator in the organization knows how to calculate the risk factor.
Certain parameters are required before calculating risk factor. What are they? (Select all that apply) Risk factor =............. ) CURT ) CUR

A. Vulnerability
B. Impact
C. Attack
D. Threat

Answer: ABD

NEW QUESTION 7

James is working as a Network Administrator in a reputed company situated in California. He is monitoring his network traffic with the help of Wireshark. He wants
to check and analyze the traffic against a PING sweep attack. Which of the following Wireshark filters will he use?

A. lcmp.type==0 and icmp.type==16

B. lcmp.type==8 or icmp.type==16

C. lcmp.type==8 and icmp.type==0

D. Icmp.type==8 or icmp.type==

Answer:
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D

NEW QUESTION 8
The risk assessment team in Southern California has estimated that the probability of an incident that has potential to impact almost 80% of the bank's business is
very high. How should this risk be categorized in the risk matrix?

A. High
B. Medium
C. Extreme
D. Low

Answer: C

NEW QUESTION 9
Which OSI layer does a Network Interface Card (NIC) work on?

A. Physical layer
B. Presentation layer
C. Network layer
D. Session layer

Answer: A

NEW QUESTION 10
Mark is monitoring the network traffic on his organization's network. He wants to detect a TCP and UDP ping sweep on his network. Which type of filter will be
used to detect this on the network?

A. Tcp.srcport==7 and udp.srcport==7
B. Tcp.srcport==7 and udp.dstport==7
C. Tcp.dstport==7 and udp.srcport==7
D. Tcp.dstport==7 and udp.dstport==7

Answer: D

NEW QUESTION 10
A company wants to implement a data backup method which allows them to encrypt the data ensuring its security as well as access at any time and from any
location. What is the appropriate backup method that should be implemented?

A. Onsite backup
B. Hot site backup
C. Offsite backup
D. Cloud backup

Answer: D

NEW QUESTION 12

Eric is receiving complaints from employees that their systems are very slow and experiencing odd issues including restarting automatically and frequent system
hangs. Upon investigating, he is convinced the systems are infected with a virus that forces systems to shut down automatically after period of time. What type of
security incident are the employees a victim of?

A. Scans and probes

B. Malicious Code

C. Denial of service

D. Distributed denial of service

Answer: B

NEW QUESTION 17
The network admin decides to assign a class B IP address to a host in the network. Identify which of the following addresses fall within a class B IP address range.

A. 255.255.255.0
B.18.12.4.1
C.172.168.12.4

D. 169.254.254.254

Answer: C

NEW QUESTION 22

Paul is a network security technician working on a contract for a laptop manufacturing company in Chicago. He has focused primarily on securing network devices,
firewalls, and traffic traversing in and out of the network. He just finished setting up a server a gateway between the internal private network and the outside public
network. This server will act as a proxy, limited amount of services, and will filter packets. What is this type of server called?

A. Bastion host
B. Edge transport server
C. SOCKS hsot
D. Session layer firewall
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Answer: A

NEW QUESTION 23
What command is used to terminate certain processes in an Ubuntu system?

A. #grep Kill [Target Process}

B. #kill-9[PID]

C. #ps ax Kill

D. # netstat Kill [Target Process]

Answer: C

NEW QUESTION 25
David is working in a mid-sized IT company. Management asks him to suggest a framework that can be used effectively to align the IT goals to the business goals
of the company. David suggests the framework, as it provides a set of controls over IT and consolidates them to form a framework.

A. RMIS

B. ITIL

C. ISO 27007
D. COBIT

Answer: D

NEW QUESTION 29
During a security awareness program, management was explaining the various reasons which create threats to network security. Which could be a possible threat
to network security?

A. Configuring automatic OS updates

B. Having a web server in the internal network
C. Implementing VPN

D. Patch management

Answer: B

NEW QUESTION 32

An attacker uses different types of password cracking techniques to crack the password and gain unauthorized access to a system. An attacker uses a file
containing a list of commonly used passwords. They then upload this file into the cracking application that runs against the user accounts. Which of the following
password cracking techniques is the attacker trying?

A. Bruteforce

B. Rainbow table
C. Hybrid

D. Dictionary

Answer: D

NEW QUESTION 37
Blake is working on the company's updated disaster and business continuity plan. The last section of the plan covers computer and data incidence response.
Blake is outlining the level of severity for each type of incident in the plan. Unsuccessful scans and probes are at what severity level?

A. Extreme severity level
B. Low severity level

C. Mid severity level

D. High severity level

Answer: B

NEW QUESTION 42

Smith is an IT technician that has been appointed to his company's network vulnerability assessment team. He is the only IT employee on the team. The other
team members include employees from Accounting, Management, Shipping, and Marketing. Smith and the team members are having their first meeting to discuss
how they will proceed. What is the first step they should do to create the network vulnerability assessment plan?

A. Their first step is to analyze the data they have currently gathered from the company or interviews.

B. Their first step is to make a hypothesis of what their final findings will be.

C. Their first step is to create an initial Executive report to show the management team.

D. Their first step is the acquisition of required documents, reviewing of security policies and compliance.

Answer: D

NEW QUESTION 44

Bryson is the IT manager and sole IT employee working for a federal agency in California. The agency was just given a grant and was able to hire on 30 more
employees for a new extended project. Because of this, Bryson has hired on two more IT employees to train up and work. Both of his new hires are straight out of
college and do not have any practical IT experience. Bryson has spent the last two weeks teaching the new employees the basics of computers, networking,
troubleshooting techniques etc. To see how these two new hires are doing, he asks them at what layer of the OSI model do Network Interface Cards (NIC) work
on. What should the new employees answer?
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A. NICs work on the Session layer of the OSI model.

B. The new employees should say that NICs perform on the Network layer.
C. They should tell Bryson that NICs perform on the Physical layer

D. They should answer with the Presentation layer.

Answer: C

NEW QUESTION 45
Which of the following network monitoring techniques requires extra monitoring software or hardware?

A. Non-router based
B. Switch based

C. Hub based

D. Router based

Answer: A

NEW QUESTION 49
The-------------- protocol works in the network layer and is responsible for handling the error codes during the delivery of packets. This protocol is also responsible
for providing communication in the TCP/IP stack.

A. RARP
B. ICMP
C. DHCP
D. ARP

Answer: B

NEW QUESTION 51
John wants to implement a firewall service that works at the session layer of the OSI model. The firewall must also have the ability to hide the private network
information. Which type of firewall service is John thinking of implementing?

A. Application level gateway

B. Circuit level gateway

C. Stateful Multilayer Inspection
D. Packet Filtering

Answer: B

NEW QUESTION 55
Management asked their network administrator to suggest an appropriate backup medium for their backup plan that best suits their organization's need. Which of
the following factors will the administrator consider when deciding on the appropriate backup medium?

A. Capability

B. Accountability
C. Extensibility
D. Reliability

Answer: ACD

NEW QUESTION 56

Malone is finishing up his incident handling plan for IT before giving it to his boss for review. He is outlining the incident response methodology and the steps that
are involved. What is the last step he should list?

A. Containment

B. Assign eradication

C. A follow-up

D. Recovery

Answer: C

NEW QUESTION 59

Michael decides to view the----------------- to track employee actions on the organization's network.
A. Firewall policy

B. Firewall log

C. Firewall settings

D. Firewall rule set

Answer: B

NEW QUESTION 64

If a network is at risk from unskilled individuals, what type of threat is this?

A. External Threats
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B. Structured Threats
C. Unstructured Threats
D. Internal Threats

Answer: C

NEW QUESTION 68
Management decides to implement a risk management system to reduce and maintain the organization's risk at an acceptable level. Which of the following is the
correct order in the risk management phase?

A. Risk Identification, Risk Assessment, Risk Treatment, Risk Monitoring & Review
B. Risk Treatment, Risk Monitoring & Review, Risk Identification, Risk Assessment
C. Risk Assessment, Risk Treatment, Risk Monitoring & Review, Risk Identification
D. Risk Identificatio

E. Risk Assessmen

F. Risk Monitoring & Review, Risk Treatment

Answer: A

NEW QUESTION 69
Alex is administrating the firewall in the organization's network. What command will he use to check the ports applications open?

A. Netstat -an
B. Netstat -0
C. Netstat -a
D. Netstat -ao

Answer: A

NEW QUESTION 70
Which of the following VPN topologies establishes a persistent connection between an organization's main office and its branch offices using a third-party network
or the Internet?

A. Star

B. Point-to-Point
C. Full Mesh

D. Hub-and-Spoke

Answer: D

NEW QUESTION 75
John, the network administrator and he wants to enable the NetFlow feature in Cisco routers to collect and monitor the IP network traffic passing through the
router. Which command will John use to enable NetFlow on an interface?

A. Router(Config-if) # IP route - cache flow
B. Router# Netmon enable

C. Router IP route

D. Router# netflow enable

Answer: A

NEW QUESTION 78
Management wants to bring their organization into compliance with the ISO standard for information security risk management. Which 1SO standard will
management decide to implement?

A. ISO/IEC 27004
B. ISO/IEC 27002
C. ISO/IEC 27006
D. ISO/IEC 27005

Answer: D

NEW QUESTION 83

James was inspecting ARP packets in his organization's network traffic with the help of Wireshark. He is checking the volume of traffic containing ARP requests as
well as the source IP address from which they are originating. Which type of attack is James analyzing?

A. ARP Sweep

B. ARP misconfiguration

C. ARP spoofing

D. ARP Poisioning

Answer: A

NEW QUESTION 88
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