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NEW QUESTION 1
Which SMTP extension does Cisco ESA support for email security?

A. ETRN

B. UTF8SMTP

C. PIPELINING
D. STARTTLS

Answer: D

NEW QUESTION 2

Which feature utilizes sensor information obtained from Talos intelligence to filter email servers connecting into the Cisco ESA?

A. SenderBase Reputation Filtering
B. Connection Reputation Filtering
C. Talos Reputation Filtering

D. SpamCop Reputation Filtering

Answer: A

NEW QUESTION 3
What are two phases of the Cisco ESA email pipeline? (Choose two.)

A. reject

B. workqueue
C. action

D. delivery

E. quarantine

Answer: BD

NEW QUESTION 4

What are two prerequisites for implementing undesirable URL protection in Cisco ESA? (Choose two.)
A. Enable outbreak filters.

B. Enable email relay.

C. Enable antispam scanning.

D. Enable port bouncing.

E. Enable antivirus scanning.

Answer: AC

NEW QUESTION 5

Which action is a valid fallback when a client certificate is unavailable during SMTP authentication on Cisco ESA?

A. LDAP Query
B. SMTP AUTH
C. SMTP TLS
D. LDAP BIND

Answer: B

NEW QUESTION 6

What is the default behavior of any listener for TLS communication?
A. preferred-verify

B. off

C. preferred

D. required

Answer: B

NEW QUESTION 7

Which two statements about configuring message filters within the Cisco ESA are true? (Choose two.)

A. The filters command executed from the CLlI is used to configure the message filters.

B. Message filters configuration within the web user interface is located within Incoming Content Filters.

C. The filterconfig command executed from the CLI is used to configure message filters.
D. Message filters can be configured only from the CLI.
E. Message filters can be configured only from the web user interface.

Answer: AD
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NEW QUESTION 8
Which two factors must be considered when message filter processing is configured? (Choose two.)

A. message-filter order

B. lateral processing

C. structure of the combined packet
D. mail policies

E. MIME structure of the message

Answer: AE

NEW QUESTION 9
Which method enables an engineer to deliver a flagged message to a specific virtual gateway address in the most flexible way?

A. Set up the interface group with the flag.

B. Issue the altsrchost command.

C. Map the envelope sender address to the host.
D. Apply a filter on the message.

Answer: B

NEW QUESTION 10
When outbreak filters are configured, which two actions are used to protect users from outbreaks? (Choose two.)

A. redirect
B. return
C. drop

D. delay

E. abandon

Answer: AD

NEW QUESTION 10
What must be configured to allow the Cisco ESA to encrypt an email using the Cisco Registered Envelope Service?

A. provisioned email encryption profile

B. message encryption from a content filter that select "Message Encryption" over TLS
C. message encryption from the mail flow policies with "CRES" selected

D. content filter to forward the email to the Cisco Registered Envelope server

Answer: B

NEW QUESTION 14

DRAG DROP

Drag and drop the AsyncOS methods for performing DMARC verification from the left into the correct order on the right.
Select and Place:

AsyncOS performs DMARC verification on the message. step 1

A listener configured on AsyncOS receives an SMTP

=
connection. Sep £
AsyncOS performs SPF and DKIM verification on S g
the message. P
AsyncOS fetches the DMARC record for the sender step 4
domain from the DNS.

A. Mastered

B. Not Mastered
Answer: A

Explanation:
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A listener configured on AsyncOS receives an SMTP
connection.

AsyncOS performs DMARC verification on the message. |

-

A listener configured on AsyncOS receives an SMTP AsyncOS performs SPF and DKIM verification on

connection. | the message.
AsyncOS performs SPF and DKIM verification on | AsyncOS fetches the DMARC record for the sender
the message. domain from the DNS.

AsyncOS fetches the DMARC record for the sender

o iatn fhom s G AsyncOS performs DMARC verification on the message.

NEW QUESTION 15
Which two certificate authority lists are available in Cisco ESA? (Choose two.)

A. default
B. system
C. user
D. custom
E. demo

Answer: BD

NEW QUESTION 18
Which two are configured in the DMARC verification profile? (Choose two.)

. hame of the verification profile

. minimum number of signatures to verify

. ESA listeners to use the verification profile

. message action into an incoming or outgoing content filter
. message action to take when the policy is reject/quarantine

mooOmo>»

Answer: AE

NEW QUESTION 20
Which two components form the graymail management solution in Cisco ESA? (Choose two.)

A. cloud-based unsubscribe service

B. uniform unsubscription management interface for end users
C. secure subscribe option for end users

D. integrated graymail scanning engine

E. improved mail efficacy

Answer: AD

NEW QUESTION 22
What is a benefit of implementing URL filtering on the Cisco ESA?

A. removes threats from malicious URLs

B. blacklists spam

C. provides URL reputation protection

D. enhances reputation against malicious URLs
Answer: C

NEW QUESTION 26

When the Cisco ESA is configured to perform antivirus scanning, what is the default timeout value?
A. 30 seconds

B. 90 seconds

C. 60 seconds

D. 120 seconds

Answer: C

NEW QUESTION 28

Which scenario prevents a message from being sent to the quarantine as an action in the scan behavior on Cisco ESA?

A. A policy quarantine is missing.
B. More than one email pipeline is defined.

Answer: A
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NEW QUESTION 32
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