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NEW QUESTION 1

Which diagnostic command can you use to show the member utilization statistics measured by performance SLAs for the last 10 minutes?

A. diagnose sys sdwan intf-sla-log
B. diagnose sys sdwan health-check
C. diagnose sys sdwan log

D. diagnose sys sdwan sla-log

Answer: D

Explanation:

SD-WAN 7.2 Study Guide page 321 You can view the stored member metrics by running the diagnose sys sdwan sla-log command. Note that you must include

the name of the performance SLA followed by the member configuration index number. To display the SLA logs per interface, you
sla-log command.

NEW QUESTION 2
Which are two benefits of using CLI templates in FortiManager? (Choose two.)

A. You can reference meta fields.

B. You can configure interfaces as SD-WAN members without having to remove references first.

C. You can configure FortiManager to sync local configuration changes made on the managed device, to the CLI template.
D. You can configure advanced CLI settings.

Answer: AD

NEW QUESTION 3
Refer to the exhibit.

config system virtual-wan-link

set status enable

set load-balance-mode source-ip-based

config members

edit 1

interface “portl”
gateway 100.64.1.254
source 100.64.1.1
cost 15

interface “port2”
gateway 100.64.2.254

priority 10

Based on the output shown in the exhibit, which two criteria on the SD-WAN member configuration can be used to select an outgo
rule? (Choose two.)

A. Set priority 10.

B. Set cost 15.

C. Set load-balance-mode source-ip-ip-based.
D. Set source 100.64.1.1.

Answer: AB

NEW QUESTION 4
Refer to the exhibit.

run the diagnose sys sdwan intf-
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Which statement about the role of the ADVPN device in handling traffic is true?
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A. This is a spoke that has received a query from a remote hub and has forwarded the response to its hub.
B. Two hubs, 10.0.1.101 and 10.0.2.101, are receiving and forwarding queries between each other.

C. This is a hub that has received a query from a spoke and has forwarded it to another spoke.

D. Two spokes, 192.2.0.1 and 10.0.2.101, forward their queries to their hubs.

Answer: C

NEW QUESTION 5
What is a benefit of using application steering in SD-WAN?

A. The traffic always skips the regular policy routes.

B. You steer traffic based on the detected application.

C. You do not need to enable SSL inspection.

D. You do not need to configure firewall policies that accept the SD-WAN traffic.

Answer: B

NEW QUESTION 6
Which are three key routing principles in SD-WAN? (Choose three.)

A. FortiGate performs route lookups for new sessions only.

B. Regular policy routes have precedence over SD-WAN rules.

C. SD-WAN rules have precedence over ISDB routes.

D. By default, SD-WAN members are skipped if they do not have a valid route to the destination.

E. By default, SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.

Answer: BDE

NEW QUESTION 7
Which two statements are correct when traffic matches the implicit SD-WAN rule? (Choose two.)

A. The sdwan_service_id flag in the session information is 0.

B. All SD-WAN rules have the default setting enabled.

C. Traffic does not match any of the entries in the policy route table.

D. Traffic is load balanced using the algorithm set for the v4-ecmp-mode setting.

Answer: AC
Explanation:

sdwan_service_id is 0 = match SD-WAN implicit rule, study guide 7.0 page 120, 7.2 page 149 SD-WAN rules internally are interpreted as a Policy route, so when
the traffic doesn't match with any policy route, it will be flowing by implict policy.

NEW QUESTION 8
Refer to the exhibits.

Exhibit A

branchl_fgt # diagnose ays sdwan service

Service(l): Address Mode (IPV4) [lags=0x200 use-shortcut-sala
Gen(8), TOS(0x0/0x0), Protocol(D: 1->&5533), Mode(manual)
Members(2) :
1: Seq num(l portl), alive, selected
2: Seq _num(2 port2), alive, selected
Internet Service(l): GoToMeeting (4294836966,0,0,0 16354)
Microsoft .Office.365.Portal (4254837474,0,0,0 41468) Salesforce(4294837976,0,0,0 16920)
Src addreas(l):
10.0.1.0-10.0.1.255

Service(2): Address Mode (IPV4) flaga=0x200 use-shortcut-sla
Gan{7), TOS(0x0/0x0), Protoceol(0: 1->65535), Mode(manual)
Members(l) :
l1: Seq_ num({2 portl), alive, selected
Internat Service(2): Facebook (4294836806,0,0,0 15832) Twitter(4254838278,0,0,0 1&001)
Src address(l):
10.0.1.0-10.0.1.255

branchl_ fgt # diagnose sys sdwan internet-service-app-ctrl-list

Facebook {15832 4294836806): 157.240.229.35 €& 443 Tue Mar 6 12:24:04 2022
GoToMeeting (16354 4254B836966): 23.205.106.86 €& 443 Tue Mar 8 12:24:04 2022
GoToMeeting (16354 4294B36966): 23.212.249.144 6 443 Tue Mar B 12:24:39 2022
Salesforce (16920 4294837976): 23.212.249.11 & 443 Tue Mar 8 12:24:04 2022

branchl fgt # get router info routing-table all

< 0.0.0.0/0 [1/0] wia

1;2‘20':"l2j F:‘Itl
[1/0]) via 192.2
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An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator collected the information shown in exhibit A.

After generating GoToMeeting test traffic, the administrator examined the respective traffic log on FortiAnalyzer, which is shown in exhibit B. The administrator
noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.

Which two reasons explain why the traffic matched the implicit SD-WAN rule? (Choose two.)

A. FortiGate did not refresh the routing information on the session after the application was detected.
B. Portl and port2 do not have a valid route to the destination.

C. Full SSL inspection is not enabled on the matching firewall policy.

D. The session 3-tuple did not match any of the existing entries in the ISDB application cache.

Answer: AC

NEW QUESTION 9

Which two statements about the SD-WAN zone configuration are true? (Choose two.)

A. The service-sla-tie-break setting enables you to configure preferred member selection based on the best route to the destination.
B. You can delete the default zones.

C. The default zones are virtual-wan-link and SASE.

D. An SD-WAN member can belong to two or more zones.

Answer: AC

NEW QUESTION 10
Refer to the exhibits. Exhibit A
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config system sdwan
config health-check
edlit "Passive"
set detect-mode passive
set members 3 4
next
end
end

config system sdwan
config service
edit 1

v

n s o Ly 0 L8 W
oo OO

name "Facebook-YouTube"

src "all"™

internet-service enable
internet-service-app-ctrl 15832 31077
health-check "Passive"
priority-member 3 4
passive-measurement enable

'p B B S o A N

branchl_fgt # get application name status | grep "id: 15832" -Bl
app-name:. "“Facebook"
id: 15832

branchl_fgt # get application name status | grep "id: 31077" -Bl
app-name: "YouTube"
id: 31077

Exhibit B

config firewall policy
edit 1
set name "DIA"™
set uuid b%73edec-5f90-51lec-cadb-017¢c830d49418
set srcintf "portsS"
set dstintf "underlay"
set action accept
set srcaddr "LAN-net"
set dstaddr "all"
set schedule "always"
set service "ALL"
set passive-wan-health-measurement enable
set utm-status enable
set ssl-ssh-profile "certificate-inspection”
set application-list "default®
set logtraffic all
set auto-asic-offload disable
set nat enable
next
end

branchl fgt # diagnose sys sdwan zone | grep underlay -Al
Zone underlay index=3
members (2) : 3(portl) 4 (portld)

Exhibit A shows the SD-WAN performance SLA configuration, the SD-WAN rule configuration, and the application IDs of Facebook and YouTube. Exhibit B shows

the firewall policy configuration and the underlay zone status.
Based on the exhibits, which two statements are correct about the health and performance of portl and port2? (Choose two.)

A. The performance is an average of the metrics measured for Facebook and YouTube traffic passing through the member.
B. FortiGate is unable to measure jitter and packet loss on Facebook and YouTube traffic.

C. FortiGate identifies the member as dead when there is no Facebook and YouTube traffic passing through the member.
D. Non-TCP Facebook and YouTube traffic are not used for performance measurement.
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Answer: AD

Explanation:
Study Guide 7.0, pages 88 - 89.
Study Guide 7.2, pages 103 - 104.

Another comment said "because without using application Control on the firewall policy, SDWAN can't work" but there is a app control "default” defined on config.

NEW QUESTION 10
Refer to the exhibit.

Create New SD-WAN Interface Member

Sequence Number 1 -
Interface Member

SD-WAN Zone & virtual-wan-link .
Gateway IP 0.00.0

Cost 0 v
Status |

Priority 0 v
Advanced Oplions

Which two SD-WAN template member settings support the use of FortiManager meta fields? (Choose two.)

A. Cost

B. Interface member
C. Priority

D. Gateway IP

Answer: BD

NEW QUESTION 12
What are two benefits of using forward error correction (FEC) in IPsec VPNs? (Choose two.)

A. FEC supports hardware offloading.

B. FEC improves reliability of noisy links.

C. FEC transmits parity packets that can be used to reconstruct packet loss.
D. FEC can leverage multiple IPsec tunnels for parity packets transmission.

Answer: BC

NEW QUESTION 17
Which two statements about SD-WAN central management are true? (Choose two.)

A. The objects are saved in the ADOM common object database.

B. It does not support meta fields.

C. It uses templates to configure SD-WAN on managed devices.

D. It supports normalized interfaces for SD-WAN member configuration.

Answer: AC

Explanation:

Normalized interfaces are not supported for SD-WAN templates. You can create multiple SD-WAN zones and add interface members to the SD-WAN zones. You
must bind the interface members by name to physical interfaces or VPN interfaces.https://docs.fortinet.com/document/fortigate/7.0.0/sd-wan-new-

features/794804/new-sd-wan-template

NEW QUESTION 22
Refer to the exhibit.
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An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl_fgt generates traffic to the 10.0.0.0/8 network. The administrator expects the
traffic to match SD-WAN rule ID 1 and be routed over T_INET_0_0. However, the traffic is routed over T_INET_1 0.
Based on the output shown in the exhibit, which two reasons can cause the observed behavior? (Choose two.)

he traffic matches a regular policy route configured with T_INET_1 0 as the outgoing device.

T
T_INET_1_0 has a lower route priority value (higher priority) than T_INET_0_O.

A.

B.

C. T_INET_0O_0 does not have a valid route to the destination.
D.T

:INET_l_O has a higher member configuration priority than T_INET_0_O.

Answer: AC

Explanation:

https://community.fortinet.com/t5/FortiGate/Technical-Tip-Assigning-Priority-to-SD-WAN-Members-for-Defau

NEW QUESTION 24
Refer to the exhibit.

config vpn ipsec phasel-interface
edit “FIRST VPN”

set
set
set
set
set
set
set
set
next
edit
set
set
set
set
set
set

type dynamic

interface “portl”

peertype any

proposal aesl28-sha256 aes256-sha38
dhgrp 14 15 19

xauthtype auto

authusrgrp “first-group”

psksecret fortinetl

WSECOND VPN”

type Eynamic

interface “portl”

peertype any

proposal aesl28-sha256 aes256-sha38
dhgrp 14 15 19

xauthtype auto

set authusrgrp “second-group”
set psksecret fortinet2

next
edit

FortiGate has multiple dial-up VPN interfaces incoming on portl that match only FIRST_VPN.
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Which two configuration changes must be made to both IPsec VPN interfaces to allow incoming connections to match all possible IPsec dial-up interfaces?
(Choose two.)

A. Specify a unique peer ID for each dial-up VPN interface.
B. Use different proposals are used between the interfaces.
C. Configure the IKE mode to be aggressive mode.

D. Use unique Diffie Hellman groups on each VPN interface.

Answer: AC

NEW QUESTION 25

Which two statements are true about using SD-WAN to steer local-out traffic? (Choose two.)

A. FortiGate does not consider the source address of the packet when matching an SD-WAN rule for local-out traffic.
B. By default, local-out traffic does not use SD-WAN.

C. By default, FortiGate does not check if the selected member has a valid route to the destination.

D. You must configure each local-out feature individually, to use SD-WAN.

Answer: BD

NEW QUESTION 29
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