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NEW QUESTION 1
Refer to the exhibits.
Exhibit A

config wireless-controller wtp-profile
edit “"Main Networks - FAP-320C”"
set comment “Profile with standard networks”
config platform
set type 320C
end
set handoff-rssi 30
set handoff-sta-thresh
set ap-country GB
config radio-1
set band 802.11n
set power-level 50
set channel-utilization enable
set wids-profile “default-wids-apscan-enabled”
set darrp enable
set vap-all manual

1- FF

set vaps “"Main-Wifi” “Contractors” “Gues

"Wifi TOT” “Wifi POS” ™“Staff” “Students”

i 1 o L4 {_} #i LY I 'l i

set channel
end
config radio-2
set band 802.1llac
set channel-bonding 40MH=z
power-level 60
channel-utilization enable
wids-profile “default-wids-apscan-enabled”
darrp enable
vap—-all manual
vaps “"Main-Wifi” “Contractors”
“Wifi IOT"” “Wifi POS” “Staff” "“Students”
N set channel “36” “447 “527 “gQ~

“Guest”™

end
next
end

Exhibit B
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Exhibit C
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A wireless network has been installed in a small office building and is being used by a business to connect its wireless clients. The network is used for multiple
purposes, including corporate access, guest access, and connecting point-of-sale and lo devices.

Users connecting to the guest network located in the reception area are reporting slow performance. The network administrator is reviewing the information shown
in the exhibits as part of the ongoing investigation of the problem. They show the profile used for the AP and the controller RF analysis output together with a
screenshot of the GUI showing a summary of the AP and its neighboring APs.

To improve performance for the users connecting to the guest network in this area, which configuration change is most likely to improve performance?

A. Increase the transmission power of the AP radios

B. Enable frequency handoff on the AP to band steer clients

C. Reduce the number of wireless networks being broadcast by the AP
D. Install another AP in the reception area to improve available bandwidth

Answer: B

NEW QUESTION 2
When configuring a wireless network for dynamic VLAN allocation, which three IETF attributes must be supplied by the radius server? (Choose three.)

A. 81 Tunnel-Private-Group-ID
B. 65 Tunnel-Medium-Type

C. 83 Tunnel-Preference

D. 58 Egress-VLAN-Name

E. 64 Tunnel-Type

Answer: ABE

Explanation:

The RADIUS user attributes used for the VLAN ID assignment are: IETF 64 (Tunnel Type)—Set this to VLAN.
IETF 65 (Tunnel Medium Type)—Set this to 802

IETF 81 (Tunnel Private Group ID)—Set this to VLAN ID.

NEW QUESTION 3
Refer to the exhibits.
Exhibit A
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Exhibit B
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64813.583 XxxX:xXXN:XX:XX:¥X:¥¥x <eh> IEEE 8072.1X (EAFPOL 121B)
HEIXH KX IXHIXX XX ws (0-192.168B.5.598:5246) rId 1 wlId?
YY-¥YY:¥YY¥Y-¥¥Y:V¥YY

64813.583 xx:xx:xx:xx:xx:xx <eh:> ~acv IEEE 802.1X ver=1 type=3
(EAPOL KEY) data len=117

6481 B3 MM MM MW XM UK AN < > ecv EAPOL-Key 2/4 Pairwilise
replay cnt 1

064813.583 xx:xx:ixx:rixx:xx:xx <eh> send 3/4 msg of 4-Way
Handshake

64813.584 xX:xX:XX:xXX:xx:xx <eh> send IEEE 802.1X
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YY - ¥YY YY YYIVY VY
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WPA2 PERSONAL auth 1 **%%k*
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30.58Y9 Xy :ENIXXIXX:1ENXX <cc>» STA CFG BEQ(12) XX:XX:XX:XH:XX:XX
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ws { [] =

53837.140 xX:xxX:xXX:XX:xX:XX <dc> DHCP Reqguest server 0.0.0.0 <==
host DESKTOP-CVKGHH mac XX:XX:IXX:XX:XX:Xx ip 192.168.30.2 xId
88548005

B37.142 xx:xx¥xxx¥xx:¥x:ux%x <dc> DHCP Ack server 192.168.30.
Mac XX :XX:XX:XX:XX:Xx 1 192.168B.30.2 mask 2535.255.255.0 gw
.168.30.1 xId B8548005

The exhibits show the diagnose debug log of a station connection taken on the controller CLI. Which security mode is used by the wireless connection?

A. WPA2 Enterprise

B. WPA3 Enterprise

C. WPA2 Personal and radius MAC filtering
D. Open, with radius MAC filtering

Answer: C

NEW QUESTION 4

Which of the following is a requirement to generate analytic reports using on-site FortiPresence deployment?
A. SQL services must be running

B. Two wireless APs must be sending data
C. DTLS encryption on wireless traffic must be turned off
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D. Wireless network security must be set to open

Answer: A

NEW QUESTION 5
What is the first discovery method used by FortiAP to locate the FortiGate wireless controller in the default configuration?

A. DHCP

B. Static

C. Broadcast
D. Multicast

Answer: B

NEW QUESTION 6
Which factor is the best indicator of wireless client connection quality?

A. Downstream link rate, the connection rate for the AP to the client
B. The receive signal strength (RSS) of the client at the AP

C. Upstream link rate, the connection rate for the client to the AP

D. The channel utilization of the channel the client is using

Answer: C

NEW QUESTION 7

Six APs are located in a remotely based branch office and are managed by a centrally hosted FortiGate. Multiple wireless users frequently connect and roam
between the APs in the remote office.

The network they connect to, is secured with WPA2-PSK. As currently configured, the WAN connection between the branch office and the centrally hosted
FortiGate is unreliable.

Which configuration would enable the most reliable wireless connectivity for the remote clients?

A. Configure a tunnel mode wireless network and enable split tunneling to the local network

B. Configure a bridge mode wireless network and enable the Local standalone configuration option

C. Configure a bridge mode wireless network and enable the Local authentication configuration option
D. Install supported FortiAP and configure a bridge mode wireless network

Answer: A

NEW QUESTION 8
A tunnel mode wireless network is configured on a FortiGate wireless controller. Which task must be completed before the wireless network can be used?

A. The wireless network interface must be assigned a Layer 3 address

B. Security Fabric and HTTPS must be enabled on the wireless network interface
C. The wireless network to Internet firewall policy must be configured

D. The new network must be manually assigned to a FortiAP profile.

Answer: C

Explanation:
A FortiGate unit is an industry leading enterprise firewall. In addition to consolidating all the functions of a network firewall, IPS, anti-malware, VPN, WAN
optimization, Web filtering, and application control in a single platform, FortiGate also has an integrated Wi-Fi controller.

NEW QUESTION 9
Which two phases are part of the process to plan a wireless design project? (Choose two.)

A. Project information phase
B. Hardware selection phase
C. Site survey phase
D. Installation phase

Answer: AC

NEW QUESTION 10
When enabling security fabric on the FortiGate interface to manage FortiAPs, which two types of communication channels are established between FortiGate and
FortiAPs? (Choose two.)

A. Control channels
B. Security channels
C. FortLink channels
D. Data channels

Answer: AD

Explanation:
The control channel for managing traffic, which is always encrypted by DTLS. | The data channel for carrying client data packets.
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NEW QUESTION 10
As standard best practice, which configuration should be performed before configuring FortiAPs using a FortiGate wireless controller?

A. Create wireless LAN specific policies

B. Preauthorize APs

C. Create a custom AP profile

D. Set the wireless controller country setting

Answer: D

NEW QUESTION 12
Refer to the exhibits.
Exhibit A

config wireless-controller wtp
edit MFPXXXXXXXXXXXXXX”
set admin enable
set name "“"Authors APl1”
set wtp-profile “Authors”
config radio-1
end
config radio-2
end
next
edit M“FPXXXXXXXXXXXYYY”
set admin enable
set name “ Authors AP2”
set wtp-profile “Authors”
config radio-]
end
config radio-2
end
next
edit “FPXXXXXXXXXXXZZZ”
set admin enable
set name “ Authors AP3”
set wtp-profile “Authors’

F

config radio-1
end

>

config radio-2
end

Exhibit B
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sh wireless-controller wtp-profile Authors
config wireless-controller wtp-profile
edit “Authors”
set comment “APs allocated to authors”
set handoff-sta-tresh 30

config radio-1

set
selt
set
set
set

set

band 802.11n-5G
channel-bonding 40MHz
auto-power-level enable
auto-power-high 12
auto-power-low 1
vap-all tunnel
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h'l-lzrr
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set channel “36” “40”
“54* “100” 104" ™108"
Rl NLEe"
end
config
sel
set
set
set

set
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radio-2
band 802.11n, g-only
auto-power-level enable
auto-power-high 12
auto-power—low 1
vap-all tunnel
set channel "“1* *“&" “11*
end
next
end
config wireless
edit
set
set

-controller vap
“*Authors”™
ss1d “Authors”

security wpaZ-only-enterprise
enable
radius-mac-auth-server
local-bridging enable
intra-vap-privacy enable
schedule “always”

set radius-mac-auth
set
sat
set

sat

“Main AD"

A wireless network has been created to support a group of users in a specific area of a building. The wireless network is configured but users are unable to
connect to it. The exhibits show the relevant controller configuration for the APs and the wireless network.
Which two configuration changes will resolve the issue? (Choose two.)

A. For both interfaces in the wtp-profile, configure set vaps to be “Authors”
B. Disable intra-vap-privacy for the Authors vap-wireless network

C. For both interfaces in the wtp-profile, configure vap-all to be manual

D. Increase the transmission power of the AP radio interfaces

Answer: AC

NEW QUESTION 16

You are investigating a wireless performance issue and you are trying to audit the neighboring APs in the PF environment. You review the Rogue APs widget on
the GUI but it is empty, despite the known presence of other APs.

Which configuration change will allow neighboring APs to be successfully detected?

A. Enable Locate WiFi clients when not connected in the relevant AP profiles.
B. Enable Monitor channel utilization on the relevant AP profiles.

C. Ensure that all allowed channels are enabled for the AP radios.

D. Enable Radio resource provisioning on the relevant AP profiles.

Answer: D

Explanation:
The ARRP (Automatic Radio Resource Provisioning) profile improves upon DARRP (Distributed Automatic Radio Resource Provisioning) by allowing more factors

to be considered to optimize channel selection among FortiAPs. DARRP uses the neighbor APs channels and signal strength collected from the background scan
for channel selection.

NEW QUESTION 17
How are wireless clients assigned to a dynamic VLAN configured for hash mode?

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy NSE6_FWF-6.4 dumps
@ 2 PQSS@QSLJ https://www.2passeasy.com/dumps/NSE6_FWF-6.4/ (30 New Questions)

A. Using the current number of wireless clients connected to the SSID and the number of IPs available in the least busy VLAN
B. Using the current number of wireless clients connected to the SSID and the number of clients allocated to each of the VLANs
C. Using the current number of wireless clients connected to the SSID and the number of VLANSs available in the pool

D. Using the current number of wireless clients connected to the SSID and the group the FortiAP is a member of

Answer: C
Explanation:

VLAN from the VLAN pool based on a hash of the current number of SSID clients and the number of entries in the VLAN pool.

NEW QUESTION 20

When using FortiPresence as a captive portal, which two types of public authentication services can be used to access guest Wi-Fi? (Choose two.)

A. Social networks authentication

B. Software security token authentication
C. Short message service authentication
D. Hardware security token authentication

Answer: AC

NEW QUESTION 23
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