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NEW QUESTION 1
Which component must be installed before the first CPM installation?

A. PTA
B. PSM
C. PVWA
D. EPM

Answer: A

NEW QUESTION 2
Which components can connect to a satellite Vault in a distributed Vault architecture?

A. CPM, EPM, PTA
B. PVWA, PSM

C. CPM, PVWA, PSM
D. CPM, PSM

Answer: B

NEW QUESTION 3

At what point is a transparent user provisioned in the vault?
A. When a directory mapping matching that user id is created.
B. When a vault admin runs LDAP configuration wizard.

C. The first time the user logs in.

D. During the vault's nightly LD|"P refresh

Answer: A

NEW QUESTION 4

A customer has three data centers distributed globally and wants highly-available PSM connections in each segmented zone. In addition, the customer needs a

highly-available PSM connection for the CyberArk Admins.
What will best satisfy this customer's needs?

A. one PSM per zone with a load balancer and two PSMs for Admins with a load balancer

B. six PSMs in the mam data center with a load balancer and one PSM for Admins

C. two PSMs per zone with a load balancer and two PSMs for Admins with a dedicated load balancer
D. three PSMs per zone with CyberArk built-in load balancing

Answer: C

NEW QUESTION 5

What is the default username for the PSM for SSH maintenance user when InstallCyberarkSSHD is set to yes?
A. proxymng

B. psmp_maintenance

C. psmpmaintenanceuser

D. psmpmnguser

Answer: A

NEW QUESTION 6
What must you do to synchronize a new Vault server with an organization’s NTP server?

A. Configure an AllowNonStandardFWAddresses rule for the organization’s NTP server in DBParm.ini on the Vault server.

B. Use the Windows Firewall console to configure a rule on the Vault server which allows communication with the organization’s NTP server.

C. Ensure the organization’s NTP server is installed in the same location as the Vault server requiring synchronization.
D. Update the AutoSyncExternalObjects configuration in DBParm.ini on the Vault server to schedule regular synchronization.

Answer: A

NEW QUESTION 7

What is a requirement for setting fault tolerance for PSMs?
A. Use a load balancer

B. Use a backup solution

C. CPM must be in all data centers

D. Install the Vault in an HA cluster

Answer: C

NEW QUESTION 8
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You want to change the name of the PVWAappuser of the second PVWA server. Which steps are part of the process? (Choose two.)

A. Update PVWA.ini with new user hame
B. Update Vault.ini with new user name
C. Create new user in PrivateArk

D. Rename user in PrivateArk

E. Create new cred file for user

Answer: DE

NEW QUESTION 9
The RemoteApp feature of PSM allows seamless Application windows (i e the Desktop of the PSM server will not be visible)

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 10
You want to improve performance on the CPM by restricting accounts for the CYBRWINDAD platform to only the WINDEMEA and WINDEMEA _Admin safes.
How do you set this in CyberArk?

A. In the CYBRWINDAD platform, under Automatic Password Management/General, configure AllowedSafes and set to (WINDEMEA)|(WINDEMEA_ADMIN).
Most Voted

B. In the settings for Configuration/CPM assigned to the WINDEMEA and WINDEMEAADMIN safes, configure AllowedSafes and set to
(WINDEMEA)|(WINDEMEAADMIN).

C. In the CYBRWINDAD platform, under Ul&Workflows/Properties/Optional, configure AllowedSafes and set to (WINDEMEA)|(WINDEMEA_ADMIN).

D. Modify cpm.ini on the relevant CPM/s and add the setting AllowedSafesCYBRWINDAD and set to (WINDEMEA)|(WINDEMEAADMIN).

Answer: A

NEW QUESTION 10
A customer has two data centers and requires a single PVWA url.
Which deployment provides the fastest time to reach the PVWA and the most redundancy?

A. Deploy two PVWAs behind a global traffic manager.
B. Deploy one PVWA only.

C. Deploy two PVWAs in an active/standby mode.

D. Deploy two PVWAs using DNS round robin.

Answer: A

NEW QUESTION 11
Which method can be used to directly authenticate users to PSM for SSH? (Choose three.)

A. CyberArk authentication Most Voted

B. LDAP authentication Most Voted

C. RADIUS authentication Most Voted

D. Windows authentication

E. SAML authentication

F. OpenID Connect (OIDC) authentication

Answer: ABC

NEW QUESTION 16
What must you do to prepare a Windows server for PVWA installation?

A. In the InstallationAutomation folder, run the PVWA_Prerequisites.psl file as an administrator in Powershel
B. Most Voted

C. Install the PrivateArk client.

D. Verify the user performing the installation is Domain Administrator and has logon access to the Vault server.
E. Enable IPv6.

Answer: A

NEW QUESTION 18

When SAML authentication is used to sign in to the PVWA, which service performs the actual authentication?
A. Active Directory (AD)

B. Identity Provider (IdP) Most Voted

C. Service Provider (SP)

D. CyberArk Password Vault Web Access (PVWA)

Answer: B

NEW QUESTION 22
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When performing “In Domain” hardening of a PSM server, which steps must be performed? (Choose two.)

A. Import CyberArk policy settings from the provided file into a new GP
B. Most Voted

C. Apply advanced audit on the PSM server.

D. Link GPO to a dedicated OU containing CyberArk PSM server

E. Most Voted

F. Import an INF file to the local machine.

G. Configure AppLocker rules to block running unknown executables.

Answer: AC

NEW QUESTION 23
The account used to install a PVWA must have ownership of which safes? (Choose two.)

A. Vaultinternal

B. PVWAConfig

C. System

D. Notification Engine
E. PVWAReports

Answer: AD

NEW QUESTION 27
Which utility should be used to register the Vault in Amazon Web Services?

A. CAVaultManager Most Voted
B. StorageManager

C. CloudVaultManager

D. CACert

Answer: A
NEW QUESTION 31
The connect button requires PSM to work.

A. TRUE
B. FALSE

Answer: B
NEW QUESTION 32

DRAG DROP
Arrange the steps to failover to the DR CPM in the correct sequence.

Enable the CPM services on the DR CPM,

Validate that the Primary CPM's services are
stopped and set to manual.

On the DR CPM, confirm details in the Vault.ini
configuration file, reset the password to the
CPM user, and recreate the credential file.

Review logs to confirm the DR CPM services
are running as expected.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 37
Which CyberArk component changes passwords on Target Devices?

A. Vault

B. CPM

C. PVWA

D. PSM

E. PrivateArk
F. OPM

G. AIM

Answer: BCD

NEW QUESTION 41
A customer is moving from an on-premises to a public cloud deployment. What is the best and most cost-effective option to secure the server key?

A. Install the Vault in the cloud the same way you would in an on-premises environmen

B. Place the server key in a password protected folder on the operating system.

C. Install the Vault in the cloud the same way you would in an on-premises environmen

D. Purchase a Hardware Security Module to secure the server key.

E. Install the Vault using the native cloud images and secure the server key using native cloud Key Management Systems.
F. Install the Vault using the native cloud images and secure the server key with a Hardware Security Module.

Answer: C

NEW QUESTION 43
You are installing PSM for SSH with AD-Bridge and CyberArkSSHD mode set to integrated for your customer.
Which additional packages do you need to install to meet the customer’s needs? (Choose two.)

A. CARKpsmp-infra

B. libssh

C. OpenSSH 7.8 or higher
D. CARKpsmp-ADBridge
E. CARKpsmp-SSHD

Answer: AB

NEW QUESTION 48

What is a prerequisite step before installing the Vault on Windows 2019?

A. Configure the Kerberos authentication method on the default 1IS Application pool
B. Check that the server IP address is correctly configured and that it is static

C. In the Network Connection properties, configure Preferred DNS Servers

D. Install Microsoft Windows patch KB4014998

Answer: B

NEW QUESTION 52

Which step is required to register a Vault manually in Amazon Web Services using CAVaultManager?
A. Specify Amazon as the cloud vendor using the /CloudVendor Flag

B. After running the postinstall utility, restart the "PrivateArk Server" service

C. Specify the Cloud region using the /CloudRegion flag

D. Specify whether the Vault is distributed or stand alone

Answer: C

NEW QUESTION 57

What is a valid combination of primary and secondary layers of authentication to a company's two-factor authentication policy?

A. RSA SecurlD Authentication (in PVWA) and LDAP Authentication
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B. CyberArk Authentication and RADIUS Authentication
C. Oracle SSO (in PVWA) and SAML Authentication
D. LDAP Authentication and RADIUS Authentication

Answer: A

NEW QUESTION 59
Which files does the Vault Installation Wizard prompt you for during the Vault install?

A. Operator CD and License Most Voted
B. Master CD and License

C. Operator CD and Vault Certificate

D. Master CD and DBparm.ini

Answer: A

NEW QUESTION 61
Which file would you modify to configure the vault to send SNMP traps to your monitoring solution?

A. dbparm ini

B. paragent.ini
C. ENECont.ini |
D. padrini

Answer: B

NEW QUESTION 64

As a member of a PAM Level-2 support team, you are troubleshooting an issue related to load balancing four PVWA servers at two data centers. You received a
note from your Level-1 support team stating “When testing PVWA website from a workstation, we noticed that the “Source IP of last sign-in” was shown as the
VIP (Virtual IP address) assigned to the four PVWA servers instead of the workstation IP where the PVWA site was launched from.”

Which step should you take?

A. Verify the “LoadBalancerClientAddressHeader” parameter setting in PVWA configuration file Web.config is set to “X-Forwarded-For”.

B. Add the VIP (Virtual IP address) assigned to the four PVWA servers to the certificates issued for all four PVWA servers, if missing.

C. Add a firewall rule to allow the testing workstation to connect to the VIP (Virtual IP address) assigned to the four PVWA servers on Port TCP 443.
D. Edit the dbparm.ini file on the Vault server and add the IP or subnet of the workstation tothe whitelist.

Answer: A

NEW QUESTION 69
Which statement about REST API is correct? (Choose two.)

A. When a user successfully authenticates to the Vault, an authentication token is returne

B. Most Voted

C. REST API Windows authentication method allows skipping the logon API by using the Windows default credentials with a Kerberos ticket.

D. To allow High Availability, REST API can be configured to support Session Load Balancing by editing the PVConfiguration.xml and setting the
AllowPVWASessionRedandancy=Yes.

E. Each REST API call requires that a valid authentication token be provide

F. Most Voted

G. REST calls are directly sent to the currently active Vault using Port 1858.

Answer: AD

NEW QUESTION 73
If a transparent user matches two different directory mappings, how does the system determine which user template to use?

A. The system will use the template for the mapping listed first.

B. The system will use the template for the mapping listed last.

C. The system will grant all of the vault authorizations from the two templates.

D. The system will grant only the vault authorizations that are listed in both templates

Answer: A

NEW QUESTION 77

You are configuring SNMP remote monitoring for your organization’s Vault servers.

In the PARAgent.ini, which parameter specifies the destination of the Vault SNMP traps?
A. SNMPHostIP Most Voted

B. SNMPTrapPort

C. SNMPCommunity

D. SNMPVersion

Answer: A

NEW QUESTION 81
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Which file would you modify to configure your Vault Server to forward Activity Logs to a SIEM or SYSLOG server?

A. dbparm.ini
B. PARagent.ini
C. ENEConf.ini
D. padr.ini

Answer: C

NEW QUESTION 85
When a DR vault server becomes an active vault, it will automatically fail back to the original state once the primary vault comes back online.

A. True, this is the default behavior

B. False, this is not possible

C. True, if the 'AllowFailback’ setting is set to yes in the PADR.ini file.
D. True if the 'AllowFailback' setting is set to yes in the dbparm mi file

Answer: C

NEW QUESTION 89
Which of the following protocols need to be installed on a standalone vault server? Check all that apply.

A. Client for Microsoft Networks

B. QoS Packet Scheduler

C. File and Printer Sharing for Microsoft Networks
D. Internet Protocol version 4 (TCP/IPv4)

E. NIC Teaming Driver, if applicable

Answer: ABCD

NEW QUESTION 93
Which of the following are secure options for storing the contents of the Operator CD, while still allowing the contents to be accessible upon a planned Vault
restart? Choose all that apply

A. Store the CD in a physical safe and mount the CD every time vault maintenance is performed.
B. Copy the contents of the CD to the System Safe on the vault

C. Copy the contents of the CD to a folder on the vault server and secure it with NTFS permissions.
D. Store the server key in a Hardware Security Module.

E. Store the server key in the Provider cache

Answer: CD

NEW QUESTION 95
Which parameter must be identical for both the Identity Provider (IdP) and the PVWA?

A. IdP “EntitylD” and “PartnerldentityProvider Name” in PVWA saml.config file
B. IdP “User name” and “SingleSignOnServiceUr!” in PVWA saml.config file
C. IdP “Audience” and “ServiceProviderName” in the PVWA saml.config file
D. IdP “Secure hash algorithm” and “Certificate” in the PVWA saml.config file

Answer: C

NEW QUESTION 97

During the PSM installation process, Safes and a User are created.

In addition to Add Safes, Add/Update Users, Reset Users’ Passwords, and Activate Users, which authorization(s) does the Vault user installing the PSM need to
enable them to be successfully created?

A. Manage Vault File Categories Most Voted

B. Manage Server File Categories

C. Manage Directory Mapping, Manage Server File Categories
D. Manage Directory Mapping, Manage Vault File Categories

Answer: A

NEW QUESTION 101

In addition to disabling Windows services or features not needed for PVWA operations, which tasks does PVYWA_Hardening.ps1 perform when run? (Choose two.)
A. performs IIS hardening

B. configures all group policy settings

C. renames the local Administrator Account

D. configures Windows Firewall

E. imports the CyberArk INF configuration

Answer: AD

NEW QUESTION 103
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Which service must be set to Automatic (delayed start) after the Vault is installed and configured?

A. Windows Time service
B. PrivateArk Database

C. Windows Update service
D. PrivateArk Server

Answer: A

NEW QUESTION 107
What authentication methods can be implemented to enforce Two-Factor Authentication (2FA) for users authenticating to CyberArk using both the PVWA (through
the browser) and the PrivateArk Client?

A. LDAP and RADIUS Most Voted
B. CyberArk and RADIUS

C. SAML and Cyber Ark

D. SAML and RADIUS

Answer: A

NEW QUESTION 108
For redundancy, you want to add a secondary RADIUS server. What must you do to accomplish this?

A. Add to the application settings of the PVWA web.config file.

B. In the PVWA vault.ini file, list each RADIUS server host address in the "Addresses" attribute separated by commas.
C. Open the DBParm.ini on the Vault serve

D. Add the second RADIUS server configuration settings after the first one, separated by a comm

E. Most Voted

F. In the PVWA web.config file, add the location element at the end of the config fil

G. Set the path value to "Default Web Site/PasswordVault/api/auth/pkipn/logon”.

Answer: C

NEW QUESTION 112
When creating a distributed Vault environment architecture, what is the maximum number of Vault servers that can be deployed?

5 - number of primary and satellite Vaults can be specified during installation
3 - all primary

6 - 1 primary and 5 satellite

1

A
B.
C.
D. 10 - 2 primary and 8 satellite

Answer: C

NEW QUESTION 116
What are the operating system prerequisites for installing CPM? Select all that apply.

A. NET 3.51 Framework Feature
B. Web Services Role

C. Remote Desktop Services Role
D. Windows 2008 R2 or higher.

Answer: A

Explanation:

Reference: https://www.cse-cst.gc.ca/en/system/files/pdf _documents/cyberark-v91-sec- eng.pdf (11)
NEW QUESTION 118

If a customer has one data center and requires fault tolerance, how many PVWAs should be deployed?
A. two or more

B. one PVWA cluster

C. one

D. two PVWA clusters

Answer: A

NEW QUESTION 123

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure PAM-SEN dumps!
r_l CEFtSharEd https://www.certshared.com/exam/PAM-SEN/ (136 Q&AS)

Thank You for Trying Our Product

We offer two products:

1st - We have Practice Tests Software with Actual Exam Questions

2nd - Questons and Answersin PDF Format

PAM-SEN Practice Exam Features:;

* PAM-SEN Questions and Answers Updated Frequently
* PAM-SEN Practice Questions Verified by Expert Senior Certified Staff
* PAM-SEN Most Realistic Questions that Guarantee you a Passon Y our FirstTry

* PAM-SEN Practice Test Questions in Multiple Choice Formats and Updatesfor 1 Y ear

100% Actual & Verified — Instant Download, Please Click
Order The PAM-SEN Practice Test Here

Guaranteed success with Our exam guides visit - https://www.certshared.com


https://www.certshared.com/exam/PAM-SEN/
http://www.tcpdf.org

