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NEW QUESTION 1

A company manages three separate IAM accounts for its production, development, and test environments, Each Developer is assigned a unique IAM user under
the development account. A new application hosted on an Amazon EC2 instance in the developer account requires read access to the archived documents stored
in an Amazon S3 bucket in the production account.

How should access be granted?

A. Create an IAM role in the production account and allow EC2 instances in the development account to assume that role using the trust polic

B. Provide read access for the required S3 bucket to this role.

C. Use a custom identity broker to allow Developer IAM users to temporarily access the S3 bucket.

D. Create a temporary IAM user for the application to use in the production account.

E. Create a temporary IAM user in the production account and provide read access to Amazon S3.Generate the temporary IAM user's access key and secret key
and store these on the EC2 instance used by the application in the development account.

Answer: A

Explanation:
https://IAM.amazon.com/premiumsupport/knowledge-center/cross-account-access-s3/

NEW QUESTION 2

A company needs to improve its ability to identify and prevent IAM policies that grant public access or cross-account access to resources. The company has
implemented AWS Organizations and has started using AWS Identity and Access Management Access Analyzer to refine overly broad access to accounts in the
organization.

A security engineer must automate a response in the company's organization for any newly created policies that are overly permissive. The automation must
remediate external access and must notify the company's security team.

Which combination of steps should the security engineer take to meet these requirements? (Select THREE.)

A. Create an AWS Step Functions state machine that checks the resource type in the finding and adds an explicit Deny statement in the trust policy for the IAM rol
B. Configure the state machine to publish a notification to an Amazon SimpleNatification Service (Amazon SNS) topic.

C. Create an AWS Batch job that forwards any resource type findings to an AWS Lambda function.Configure the Lambda function to add an explicit Deny
statement in the trust policy for the 1AM rol

D. Configure the AWS Batch job to publish a natification to an Amazon Simple Notification Service (Amazon SNS) topic.

E. In Amazon EventBridge, create an event rule that matches active IAM Access Analyzer findings and invokes AWS Step Functions for resolution.

F. In Amazon CloudWatch, create a metric filter that matches active IAM Access Analyzer findings and invokes AWS Batch for resolution.

G. Create an Amazon Simple Queue Service (Amazon SQS) queu

H. Configure the queue to forward a notification to the security team that an external principal has been granted access to the specific IAM role and has been
blocked.

I. Create an Amazon Simple Notification Service (Amazon SNS) topic for external or cross-account access notice

J. Subscribe the security team's email addresses to the topic.

Answer: ACF

Explanation:

The correct answer is A, C, and F.

To automate a response for any newly created policies that are overly permissive, the security engineer needs to use a combination of services that can monitor,
analyze, remediate, and notify the security incidents.

Option A is correct because creating an AWS Step Functions state machine that checks the resource type in the finding and adds an explicit Deny statement in the
trust policy for the IAM role is a valid way to remediate external access. AWS Step Functions is a service that allows you to coordinate multiple AWS services into
serverless workflows. You can use Step Functions to invoke AWS Lambda functions, which can modify the IAM policies programmatically. You can also use Step
Functions to publish a notification to an Amazon SNS topic, which can send messages to subscribers such as email addresses.

Option B is incorrect because creating an AWS Batch job that forwards any resource type findings to an AWS Lambda function is not a suitable way to automate a
response. AWS Batch is a service that enables you to run batch computing workloads on AWS. Batch is designed for large-scale and long-running jobs that can
benefit from parallelization and dynamic provisioning of compute resources. Batch is not intended for event-driven and real-time workflows that require immediate
response.

Option C is correct because creating an Amazon EventBridge event rule that matches active IAM Access Analyzer findings and invokes AWS Step Functions for
resolution is a valid way to monitor and analyze the security incidents. Amazon EventBridge is a serverless event bus service that allows you to connect your
applications with data from various sources. EventBridge can use rules to match events and route them to targets for processing. You can use EventBridge to
invoke AWS Step Functions state machines from the IAM Access Analyzer findings.

Option D is incorrect because creating an Amazon CloudWatch metric filter that matches active IAM Access Analyzer findings and invokes AWS Batch for
resolution is not a suitable way to monitor and analyze the security incidents. Amazon CloudWatch is a service that provides monitoring and observability for your
AWS resources and applications. CloudWatch can collect metrics, logs, and events from various sources and perform actions based on alarms or filters. However,
CloudWatch cannot directly invoke AWS Batch jobs from the IAM Access Analyzer findings. You would need to use another service such as EventBridge or SNS
to trigger the Batch job.

Option E is incorrect because creating an Amazon SQS queue that forwards a notification to the security team that an external principal has been granted access
to the specific IAM role and has been blocked is not a valid way to notify the security incidents. Amazon SQS is a fully managed message queue service that
enables you to decouple and scale microservices, distributed systems, and serverless applications. SQS can deliver messages to consumers that poll the queue
for messages. However, SQS cannot directly forward a notification to the security team’s email addresses. You would need to use another service such as SNS or
SES to send email notifications.

Option F is correct because creating an Amazon SNS topic for external or cross-account access notices and subscribing the security team’s email addresses to
the topic is a valid way to notify the security incidents. Amazon SNS is a fully managed messaging service that enables you to decouple and scale microservices,
distributed systems, and serverless applications. SNS can deliver messages to a variety of endpoints, such as email, SMS, or HTTP. You can use SNS to send
email notifications to the security team when a critical security finding is detected.

References:

> AWS Step Functions
> AWS Batch

> Amazon EventBridge
> Amazon CloudWatch
> Amazon SQS

> Amazon SNS
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NEW QUESTION 3

A company has two IAM accounts within IAM Organizations. In Account-1. Amazon EC2 Auto Scaling is launched using a service-linked role. In Account-2.
Amazon EBS volumes are encrypted with an IAM KMS key A Security Engineer needs to ensure that the service-linked role can launch instances with these
encrypted volumes

Which combination of steps should the Security Engineer take in both accounts? (Select TWO.)

A. Allow Account-1 to access the KMS key in Account-2 using a key policy

B. Attach an IAM policy to the service-linked role in Account-1 that allows these actions CreateGrant.DescnbeKey, Encrypt, GenerateDataKey, Decrypt, and
ReEncrypt

C. Create a KMS grant for the service-linked role with these actions CreateGrant, DescnbeKey Encrypt GenerateDataKey Decrypt, and ReEncrypt

D. Attach an IAM policy to the role attached to the EC2 instances with KMS actions and then allow Account-1 in the KMS key policy.

E. Attach an IAM policy to the user who is launching EC2 instances and allow the user to access the KMS key policy of Account-2.

Answer: CD

Explanation:

because these are the steps that can ensure that the service-linked role can launch instances with encrypted volumes. A service-linked role is a type of IAM role
that is linked to an AWS service and allows the service to perform actions on your behalf. A KMS grant is a mechanism that allows you to delegate permissions to
use a customer master key (CMK) to a principal such as a service-linked role. A KMS grant specifies the actions that the principal can perform, such as encrypting
and decrypting data. By creating a KMS grant for the service-linked role with the specified actions, you can allow the service-linked role to use the CMK in
Account-2 to launch instances with encrypted volumes. By attaching an IAM policy to the role attached to the EC2 instances with KMS actions and then allowing
Account-1 in the KMS key policy, you can also enable cross-account access to the CMK and allow the EC2 instances to use the encrypted volumes. The other
options are either incorrect or unnecessary for meeting the requirement.

NEW QUESTION 4
A company deploys a set of standard IAM roles in AWS accounts. The IAM roles are based on job functions within the company. To balance operational efficiency
and security, a security engineer implemented AWS Organizations SCPs to restrict access to critical security services in all company accounts.
All of the company's accounts and OUs within AWS Organizations have a default FUlAWSAccess SCP that is attached. The security engineer needs to ensure
that no one can disable Amazon GuardDuty and AWS Security Hub. The security engineer also must not override other permissions that are granted by IAM
policies that are defined in the accounts.
Which SCP should the security engineer attach to the root of the organization to meet these requirements? A)
“Version”: “2012-10-17",
“"Statement™"™ [
"Effect”™: "Deny”,
“Action™: [
“"guardduty:DeleteDetector™,
“guardduty:UpdateDetector™,
“securitvhub:DisableSecurityHub”
s
“"Resource™: [

VN o £

B)

“Version®”: “2012-10-17",
“"Statement™"™ [

"Effect”: "Deny",
“A:tignn:uwﬂr
“"Resource™: MEY

"Effect™: “Allow"™,

“NotAction™: [
“guardduty:DeleteDetector™,
“guardduty:UpdateDetector™,
“securitvhub:DisableSecurityHub”
s

“Resource”: [

VN o £

C)
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I
“Version™: “2012-10-17",
“Statement™": [

“Effect™: “allow”™
F
“Action™:vw",

AL

“Resource’™:

ottt

“"Effect”: "“Deny”,
“"Nothction™: [
“"gquardduty:DeleteDetector”™,
“gquardduty:UpdateDetector”™,
“securityhub:DisableSecurityHub”
1s
“"Resource”: [

g A

D)

“Version®: “2012-10-17",
“"Statement™: [

“Effect™: “2llow™,

“"NotAction™: [
“guardduty:DeleteDetector™,
“guardduty:UpdateDetector™,
“securitvhub:DisableSecurityHub”

4 F
“"Resource”: [

RAT

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 5

A company has an encrypted Amazon Aurora DB cluster in the us-east-1 Region. The DB cluster is encrypted with an AWS Key Management Service (AWS KMS)
customer managed key. To meet compliance requirements, the company needs to copy a DB snapshot to the us-west-1 Region. However, when the company
tries to copy the snapshot to us-west-1 the company cannot access the key that was used to encrypt the original database.

What should the company do to set up the snapshot in us-west-1 with proper encryption?

A. Use AWS Secrets Manager to store the customer managed key in us-west-1 as a secret Use this secret to encrypt the snapshot in us-west-1.
B. Create a new customer managed key in us-west-1. Use this new key to encrypt the snapshot in us-west-1.

C. Create an IAM policy that allows access to the customer managed key in us-east-1. Specify am aws kmsus-west-1 " as the principal.

D. Create an IAM policy that allows access to the customer managed key in us-east-1. Specify arn aws rds us-west-1. * as the principal.

Answer: B

Explanation:
"If you copy an encrypted snapshot across Regions, you must specify a KMS key valid in the destination AWS Region. It can be a Region-specific KMS key, or a
multi-Region key." https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-copy-snapshot.html#aurora-copy-sna

NEW QUESTION 6
A Security Engineer is asked to update an AWS CloudTrail log file prefix for an existing trail. When attempting to save the change in the CloudTrail console, the
Security Engineer receives the following error message: "There is a problem with the bucket policy.” What will enable the Security Engineer to save the change?

A. Create a new trail with the updated log file prefix, and then delete the original trai

B. Update the existing bucket policy in the Amazon S3 console with the new log file prefix, and then update the log file prefix in the CloudTrail console.

C. Update the existing bucket policy in the Amazon S3 console to allow the Security Engineer's Principal to perform PutBucketPolicy, and then update the log file
prefix in the CloudTrail console.

D. Update the existing bucket policy in the Amazon S3 console with the new log file prefix, and then update the log file prefix in the CloudTrail console.

E. Update the existing bucket policy in the Amazon S3 console to allow the Security Engineer's Principal to perform GetBucketPolicy, and then update the log file
prefix in the CloudTrail console.
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Answer: C

Explanation:

The correct answer is C. Update the existing bucket policy in the Amazon S3 console with the new log file prefix, and then update the log file prefix in the
CloudTrail console.

According to the AWS documentationl, a bucket policy is a resource-based policy that you can use to grant access permissions to your Amazon S3 bucket and
the objects in it. Only the bucket owner can associate a policy with a bucket. The permissions attached to the bucket apply to all of the objects in the bucket that
are owned by the bucket owner.

When you create a trail in CloudTrail, you can specify an existing S3 bucket or create a new one to store your log files. CloudTrail automatically creates a bucket
policy for your S3 bucket that grants CloudTrail write-only access to deliver log files to your bucket. The bucket policy also grants read-only access to AWS
services that you can use to view and analyze your log data, such as Amazon Athena, Amazon CloudWatch Logs, and Amazon QuickSight.

If you want to update the log file prefix for an existing trail, you must also update the existing bucket policy in the S3 console with the new log file prefix. The log file
prefix is part of the resource ARN that identifies the objects in your bucket that CloudTrail can access. If you don’t update the bucket policy with the new log file
prefix, CloudTrail will not be able to deliver log files to your bucket, and you will receive an error message when you try to save the change in the CloudTrail
console.

The other options are incorrect because:

> A. Creating a new trail with the updated log file prefix, and then deleting the original trail is not necessary and may cause data loss or inconsistency. You can
simply update the existing trail and its associated bucket policy with the new log file prefix.

> B. Updating the existing bucket policy in the S3 console to allow the Security Engineer’s Principal to perform PutBucketPolicy is not relevant to this issue. The
PutBucketPolicy action allows you to create or replace a policy on a bucket, but it does not affect CloudTrail’s ability to deliver log files to your bucket. You still
need to update the existing bucket policy with the new log file prefix.

> D. Updating the existing bucket policy in the S3 console to allow the Security Engineer’s Principal to perform GetBucketPolicy is not relevant to this issue. The
GetBucketPolicy action allows you to retrieve a policy on a bucket, but it does not affect CloudTrail's ability to deliver log files to your bucket. You still need to
update the existing bucket policy with the new log file prefix.

References:

1: Using bucket policies - Amazon Simple Storage Service

NEW QUESTION 7

A company wants to migrate its static primary domain website to AWS. The company hosts the website and DNS servers internally. The company wants the
website to enforce SSL/TLS encryption block IP addresses from outside the United States (US), and take advantage of managed services whenever possible.
Which solution will meet these requirements?

A. Migrate the website to Amazon S3 Import a public SSL certificate to an Application Loa

B. Balancer with rules to block traffic from outside the US Migrate DNS to Amazon Route 53.

C. Migrate the website to Amazon EC2 Import a public SSL certificate that is created by AWS Certificate Manager (ACM) to an Application Load Balancer with
rules to block traffic from outside the US Update DNS accordingly.

D. Migrate the website to Amazon S3. Import a public SSL certificate to Amazon CloudFront Use AWS WAF rules to block traffic from outside the US Update
DNS.accordingly

E. Migrate the website to Amazon S3 Import a public SSL certificate that is created by AWS Certificate Manager (ACM) to Amazo

F. CloudFront Configure CloudFront to block traffic from outside the U

G. Migrate DNS to Amazon Route 53.

Answer: D

Explanation:
To migrate the static website to AWS and meet the requirements, the following steps are required:

> Migrate the website to Amazon S3, which is a highly scalable and durable object storage service that can host static websites. To do this, create an S3 bucket
with the same name as the domain name of the website, enable static website hosting for the bucket, upload the website files to the bucket, and configure the
bucket policy to allow public read access to the objects. For more information, see Hosting a static website on Amazon S3.

> Import a public SSL certificate that is created by AWS Certificate Manager (ACM) to Amazon CloudFront, which is a global content delivery network (CDN)
service that can improve the performance and security of web applications. To do this, request or import a public SSL certificate for the domain name of the
website using ACM, create a CloudFront distribution with the S3 bucket as the origin, and associate the SSL certificate with the distribution. For more information,
see Using alternate domain names and HTTPS.

> Configure CloudFront to block traffic from outside the US, which is one of the requirements. To do this, create a CloudFront web ACL using AWS WAF, which
is a web application firewall service that lets you control access to your web applications. In the web ACL, create a rule that uses a geo match condition to block
requests that originate from countries other than the US. Associate the web ACL with the CloudFront distribution. For more information, see How AWS WAF works
with Amazon CloudFront features.

> Migrate DNS to Amazon Route 53, which is a highly available and scalable cloud DNS service that can route traffic to various AWS services. To do this,
register or transfer your domain name to Route 53, create a hosted zone for your domain name, and create an alias record that points your domain name to your
CloudFront distribution. For more information, see Routing traffic to an Amazon CloudFront web distribution by using your domain name.

The other options are incorrect because they either do not implement SSL/TLS encryption for the website (A), do not use managed services whenever possible
(B), or do not block IP addresses from outside the US ©.Verified References:

> https://docs.aws.amazon.com/AmazonS3/latest/userguide/HostingWebsiteOnS3Setup.html
> https://docs.aws.amazon.com/waf/latest/developerguide/waf-cloudfront.html
> https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-cloudfront-distribution.html

NEW QUESTION 8

A company has a large fleet of Linux Amazon EC2 instances and Windows EC?2 instances that run in private subnets. The company wants all remote
administration to be performed as securely as possible in the AWS Cloud.

Which solution will meet these requirements?

A. Do not use SSH-RSA private keys during the launch of new instance
B. Implement AWS Systems Manager Session Manager.

C. Generate new SSH-RSA private keys for existing instance

D. Implement AWS Systems Manager Session Manager.

E. Do not use SSH-RSA private keys during the launch of new instance
F. Configure EC2 Instance Connect.
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G. Generate new SSH-RSA private keys for existing instance
H. Configure EC2 Instance Connect.

Answer: A

Explanation:

AWS Systems Manager Session Manager is a fully managed service that allows you to securely and remotely administer your EC2 instances without the need to
open inbound ports, maintain bastion hosts, or manage SSH keys. Session Manager provides an interactive browser-based shell or CLI access to your instances,
as well as port forwarding and auditing capabilities. Session Manager works with both Linux and Windows instances, and supports hybrid environments and edge
devices.

EC2 Instance Connect is a feature that allows you to use SSH to connect to your Linux instances using

short-lived keys that are generated on demand and delivered securely through the AWS metadata service. EC2 Instance Connect does not require any additional
software installation or configuration on the instance, but it does require you to use SSH-RSA keys during the launch of new instances.

The correct answer is to use Session Manager, as it provides more security and flexibility than EC2 Instance Connect, and does not require SSH-RSA keys or
inbound ports. Session Manager also works with Windows instances, while EC2 Instance Connect does not.

Verified References:

> https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
> https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
> https://repost.aws/questions/QUNV4R9E0eSdWOGT3cKBUR7w/what-is-the-difference-between-ec-2-ins

NEW QUESTION 9

A company is hosting a static website on Amazon S3 The company has configured an Amazon CloudFront distribution to serve the website contents The company
has associated an IAM WAF web ACL with the CloudFront distribution. The web ACL ensures that requests originate from the United States to address
compliance restrictions.

THE company is worried that the S3 URL might still be accessible directly and that requests can bypass the CloudFront distribution

Which combination of steps should the company take to remove direct access to the S3 URL? (Select TWO. )

A. Select "Restrict Bucket Access" in the origin settings of the CloudFront distribution

B. Create an origin access identity (OAl) for the S3 origin

C. Update the S3 bucket policy to allow s3 GetObject with a condition that the IAM Referer key matches the secret value Deny all other requests
D. Configure the S3 bucket poky so that only the origin access identity (OAI) has read permission for objects in the bucket

E. Add an origin custom header that has the name Referer to the CloudFront distribution Give the header asecret value.

Answer: AD

NEW QUESTION 10
A recent security audit found that IAM CloudTrail logs are insufficiently protected from tampering and unauthorized access Which actions must the Security
Engineer take to address these audit findings? (Select THREE )

A. Ensure CloudTrail log file validation is turned on

B. Configure an S3 lifecycle rule to periodically archive CloudTrail logs into Glacier for long-term storage

C. Use an S3 bucket with tight access controls that exists m a separate account

D. Use Amazon Inspector to monitor the file integrity of CloudTrail log files.

E. Request a certificate through ACM and use a generated certificate private key to encrypt CloudTrail log files
F. Encrypt the CloudTrail log files with server-side encryption with IAM KMS-managed keys (SSE-KMS)

Answer: ADE

NEW QUESTION 10

A company's engineering team is developing a new application that creates IAM Key Management Service (IAM KMS) CMK grants for users immediately after a
grant IS created users must be able to use the CMK tu encrypt a 512-byte payload. During load testing, a bug appears |intermittently where
AccessDeniedExceptions are occasionally triggered when a user rst attempts to encrypt using the CMK

Which solution should the cOmpany'‘s security specialist recommend‘?

A. Instruct users to implement a retry mechanism every 2 minutes until the call succeeds.

B. Instruct the engineering team to consume a random grant token from users, and to call the CreateGrant operation, passing it the grant toke

C. Instruct use to use that grant token in their call to encrypt.

D. Instruct the engineering team to create a random name for the grant when calling the CreateGrant operatio

E. Return the name to the users and instruct them to provide the name as the grant token in the call to encrypt.

F. Instruct the engineering team to pass the grant token returned in the CreateGrant response to users.Instruct users to use that grant token in their call to encrypt.

Answer: D

Explanation:
To avoid AccessDeniedExceptions when users first attempt to encrypt using the CMK, the security specialist should recommend the following solution:

> Instruct the engineering team to pass the grant token returned in the CreateGrant response to users. This allows the engineering team to use the grant token
as a form of temporary authorization for the grant.

> Instruct users to use that grant token in their call to encrypt. This allows the users to use the grant token as a proof that they have permission to use the CMK,
and to avoid any eventual consistency issues with the grant creation.

NEW QUESTION 15

A company has a batch-processing system that uses Amazon S3, Amazon EC2, and AWS Key Management Service (AWS KMS). The system uses two AWS
accounts: Account A and Account B.

Account A hosts an S3 bucket that stores the objects that will be processed. The S3 bucket also stores the results of the processing. All the S3 bucket objects are
encrypted by a KMS key that is managed in

Account A.

Account B hosts a VPC that has a fleet of EC2 instances that access the S3 buck-et in Account A by using statements in the bucket policy. The VPC was created
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with DNS hostnames enabled and DNS resolution enabled.

A security engineer needs to update the design of the system without changing any of the system's code. No AWS API calls from the batch-processing EC2 in-
stances can travel over the internet.

Which combination of steps will meet these requirements? (Select TWO.)

A. In the Account B VPC, create a gateway VPC endpoint for Amazon S3. For the gateway VPC endpoint,create a resource policy that allows the s3:GetObject,
s3:ListBucket, s3:PutObject, and s3:PutObjectAcl actions for the S3 bucket.

B. In the Account B VPC, create an interface VPC endpoint for Amazon S3. For the interface VPC endpoint, create a resource policy that allows the s3:GetObject,
s3:ListBucket, s3:PutObject, and s3:PutObjectAcl actions for the S3 bucket.

C. In the Account B VPC, create an interface VPC endpoint for AWS KM

D. For the interface VPC endpoint, create a resource policy that allows the kms:Encrypt, kms:Decrypt, and kms:GenerateDataKey actions for the KMS ke

E. Ensure that private DNS is turned on for the endpoint.

F. In the Account B VPC, create an interface VPC endpoint for AWS KM

G. For the interface VPC endpoint, create a resource policy that allows the kms:Encrypt, kms:Decrypt, and kms:GenerateDataKey actions for the KMS ke

H. Ensure that private DNS is turned off for the endpoint.

I. In the Account B VPC, verify that the S3 bucket policy allows the s3:PutObjectAcl action for cross-account us

J. In the Account B VPC, create a gateway VPC endpoint for Amazon S3. For the gateway VPC endpoint, create a resource policy that allows the s3:GetObject,
s3:ListBucket, and s3:PutObject actions for the S3 bucket.

Answer: BC

NEW QUESTION 19

A developer has created an AWS Lambda function in a company's development account. The Lambda function requires the use of an AWS Key Management
Service (AWS KMS) customer managed key that exists in a security account that the company's security team controls. The developer obtains the ARN of the
KMS key from a previous Lambda function in the development account. The previous Lambda function had been working properly with the KMS key.

When the developer uses the ARN and tests the new Lambda function an error message states that access is denied to the KMS key in the security account. The
developer tests the previous Lambda function that uses the same KMS key and discovers that the previous Lambda function still can encrypt data as expected.

A security engineer must resolve the problem so that the new Lambda function in the development account can use the KMS key from the security account.
Which combination of steps should the security engineer take to meet these requirements? (Select TWO.)

A. In the security account configure an IAM role for the new Lambda functio

B. Attach an IAM policy that allows access to the KMS key in the security account.

C. In the development account configure an IAM role for the new Lambda functio

D. Attach a key policy that allows access to the KMS key in the security account.

E. In the development account configure an IAM role for the new Lambda functio

F. Attach an IAM policy that allows access to the KMS key in the security account.

G. Configure a key policy for the KMS key m the security account to allow access to the IAM role of the new Lambda function in the security account.

H. Configure a key policy for the KMS key in the security account to allow access to the 1AM role of the new Lambda function in the development account.

Answer: CE

Explanation:

To allow cross-account access to a KMS key, the key policy of the KMS key must grant permission to the external account or principal, and the IAM policy of the
external account or principal must delegate the key policy permission. In this case, the new Lambda function in the development account needs to use the KMS
key in the security account, so the key policy of the KMS key must allow access to the IAM role of the new Lambda function in the development account (option E),
and the 1AM role of the new Lambda function in the development account must have an IAM policy that allows access to the KMS key in the security account
(option C). Option A is incorrect because it creates an IAM role for the new Lambda function in the security account, not in the development account. Option B is
incorrect because it attaches a key policy to an IAM role, which is not valid. Option D is incorrect because it allows access to the IAM role of the new Lambda
function in the security account, not in the development account. Verified References:

> https://docs.aws.amazon.com/autoscaling/ec2/userguide/key-policy-requirements-EBS-encryption.html

NEW QUESTION 20

A company uses Amazon RDS for MySQL as a database engine for its applications. A recent security audit revealed an RDS instance that is not compliant with
company policy for encrypting data at rest. A security engineer at the company needs to ensure that all existing RDS databases are encrypted using server-side
encryption and that any future deviations from the policy are detected.

Which combination of steps should the security engineer take to accomplish this? (Select TWO.)

A. Create an IAM Config rule to detect the creation of unencrypted RDS database

B. Create an Amazon EventBridge (Amazon CloudWatch Events) rule to trigger on the IAM Config rules compliance state change and use Amazon Simple
Notification Service (Amazon SNS) to notify the security operations team.

C. Use IAM System Manager State Manager to detect RDS database encryption configuration drif

D. Create an Amazon EventBridge (Amazon CloudWatch Events) rule to track state changes and use Amazon Simple Notification Service (Amazon SNS) to notify
the security operations team.

E. Create a read replica for the existing unencrypted RDS database and enable replica encryption in the proces

F. Once the replica becomes active, promote it into a standalone database instance and terminate the unencrypted database instance.

G. Take a snapshot of the unencrypted RDS databas

H. Copy the snapshot and enable snapshot encryption in the proces

I. Restore the database instance from the newly created encrypted snapsho

J. Terminate the unencrypted database instance.

K. Enable encryption for the identified unencrypted RDS instance by changing the configurations of the existing database

Answer: AD

NEW QUESTION 21

A company has two AWS accounts. One account is for development workloads. The other account is for production workloads. For compliance reasons the
production account contains all the AWS Key Management. Service (AWS KMS) keys that the company uses for encryption.

The company applies an IAM role to an AWS Lambda function in the development account to allow secure access to AWS resources. The Lambda function must
access a specific KMS customer managed key that exists in the production account to encrypt the Lambda function's data.

Which combination of steps should a security engineer take to meet these requirements? (Select TWO.)
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A. Configure the key policy for the customer managed key in the production account to allow access to the Lambda service.

B. Configure the key policy for the customer managed key in the production account to allow access to the IAM role of the Lambda function in the development
account.

C. Configure a new IAM policy in the production account with permissions to use the customer managed ke

D. Apply the 1AM policy to the IAM role that the Lambda function in the development account uses.

E. Configure a new key policy in the development account with permissions to use the customer managed ke

F. Apply the key policy to the IAM role that the Lambda function in the development account uses.

G. Configure the IAM role for the Lambda function in the development account by attaching an IAM policy that allows access to the customer managed key in the
production account.

Answer: BE

Explanation:
To allow a Lambda function in one AWS account to access a KMS customer managed key in another AWS account, the following steps are required:

> Configure the key policy for the customer managed key in the production account to allow access to the 1AM role of the Lambda function in the development
account. A key policy is a resource-based policy that defines who can use or manage a KMS key. To grant cross-account access to a KMS key, you must specify
the AWS account ID and the IAM role ARN of the external principal in the key policy statement. For more information, see Allowing users in other accounts to use
a KMS key.

> Configure the IAM role for the Lambda function in the development account by attaching an IAM policy that allows access to the customer managed key in the
production account. An IAM policy is an identity-based policy that defines what actions an IAM entity can perform on which resources. To allow an IAM role to use
a KMS key in another account, you must specify the KMS key ARN and the kms:Encrypt action (or any other action that requires access to the KMS key) in the
IAM policy statement. For more information, see Using IAM policies with AWS KMS.

This solution will meet the requirements of allowing secure access to a KMS customer managed key across AWS accounts.

The other options are incorrect because they either do not grant cross-account access to the KMS key (A, C), or do not use a valid policy type for KMS keys (D).
Verified References:

> https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies.html

NEW QUESTION 22

A security engineer configures Amazon S3 Cross-Region Replication (CRR) for all objects that are in an S3 bucket in the us-east-1. Region Some objects in this
S3 bucket use server-side encryption with AWS KMS keys (SSE-KMS) for encryption at test. The security engineer creates a destination S3 bucket in the us-
west-2 Region. The destination S3 bucket is in the same AWS account as the source S3 bucket.

The security engineer also creates a customer managed key in us-west-2 to encrypt objects at rest in the destination S3 bucket. The replication configuration is set
to use the key in us-west-2 to encrypt objects in the destination S3 bucket. The security engineer has provided the S3 replication configuration with an IAM role to
perform the replication in Amazon S3.

After a day, the security engineer notices that no encrypted objects from the source S3 bucket are replicated to the destination S3 bucket. However, all the
unencrypted objects are replicated.

Which combination of steps should the security engineer take to remediate this issue? (Select THREE.)

A. Change the replication configuration to use the key in us-east-1 to encrypt the objects that are in the destination S3 bucket.

B. Grant the IAM role the km

C. Encrypt permission for the key in us-east-1 that encrypts source objects.

D. Grant the IAM role the s3 GetObjectVersionForReplication permission for objects that are in the source S3 bucket.

E. Grant the IAM role the km

F. Decrypt permission for the key in us-east-1 that encrypts source objects.

G. Change the key policy of the key in us-east-1 to grant the km

H. Decrypt permission to the security engineer's IAM account.

I. Grant the IAM role the kms Encrypt permission for the key in us-west-2 that encrypts objects that are in the destination S3 bucket.

Answer: BF

Explanation:
To enable S3 Cross-Region Replication (CRR) for objects that are encrypted with SSE-KMS, the following steps are required:

> Grant the 1AM role the kms.Decrypt permission for the key in us-east-1 that encrypts source objects.
This will allow the IAM role to decrypt the source objects before replicating them to the destination bucket. The kms.Decrypt permission must be granted in the key
policy of the source KMS key or in an IAM policy attached to the IAM role.

> Grant the 1AM role the kms.Encrypt permission for the key in us-west-2 that encrypts objects that are in the destination S3 bucket. This will allow the IAM role
to encrypt the replica objects with the destination KMS key before storing them in the destination bucket. The kms.Encrypt permission must be granted in the key
policy of the destination KMS key or in an IAM policy attached to the 1AM role.

This solution will remediate the issue of encrypted objects not being replicated to the destination bucket.

The other options are incorrect because they either do not grant the necessary permissions for CRR (A, C, D), or do not use a valid encryption method for CRR
(E).

Verified References:
> https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-config-for-kms-objects.html

NEW QUESTION 25

A company stores images for a website in an Amazon S3 bucket. The company is using Amazon CloudFront to serve the images to end users. The company
recently discovered that the images are being accessed from countries where the company does not have a distribution license.

Which actions should the company take to secure the images to limit their distribution? (Select TWO.)

A. Update the S3 bucket policy to restrict access to a CloudFront origin access identity (OAl).

B. Update the website DNS record to use an Amazon Route 53 geolocation record deny list of countries where the company lacks a license.
C. Add a CloudFront geo restriction deny list of countries where the company lacks a license.

D. Update the S3 bucket policy with a deny list of countries where the company lacks a license.

E. Enable the Restrict Viewer Access option in CloudFront to create a deny list of countries where the company lacks a license.

Answer: AC

Explanation:
To secure the images to limit their distribution, the company should take the following actions:
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> Update the S3 bucket policy to restrict access to a CloudFront origin access identity (OAI). This allows the company to use a special CloudFront user that can
access objects in their S3 bucket, and prevent anyone else from accessing them directly.

> Add a CloudFront geo restriction deny list of countries where the company lacks a license. This allows the company to use a feature that controls access to
their content based on the geographic location of their viewers, and block requests from countries where they do not have a distribution license.

NEW QUESTION 29

A company is using Amazon Elastic Container Service (Amazon ECS) to run its container-based application on AWS. The company needs to ensure that the
container images contain no severe vulnerabilities. The company also must ensure that only specific IAM roles and specific AWS accounts can access the
container images.

Which solution will meet these requirements with the LEAST management overhead?

A. Pull images from the public container registr

B. Publish the images to Amazon Elastic Container Registry (Amazon ECR) repositories with scan on push configured in a centralized AWS accoun
C. Use a CI/CD pipeline to deploy the images to different AWS account

D. Use identity-based policies to restrict access to which IAM principals can access the images.

E. Pull images from the public container registr

F. Publish the images to a private container registry that is hosted on Amazon EC2 instances in a centralized AWS accoun

G. Deploy host-based container scanning tools to EC2 instances that run Amazon EC

H. Restrict access to the container images by using basic authentication over HTTPS.

I. Pull images from the public container registr

J. Publish the images to Amazon Elastic Container Registry (Amazon ECR) repositories with scan on push configured in a centralized AWS accoun
K. Use a CI/CD pipeline to deploy the images to different AWS account

L. Use repository policies and identity-based policies to restrict access to which IAM principals and accounts can access the images.

M. Pull images from the public container registr

N. Publish the images to AWS CodeArtifact repositories in a centralized AWS accoun

O. Use a CI/CD pipeline to deploy the images to different AWS account

P. Use repository policies and identity-based policies to restrict access to which IAM principals and accounts can access the images.

Answer: C

Explanation:

The correct answer is C. Pull images from the public container registry. Publish the images to Amazon Elastic Container Registry (Amazon ECR) repositories with
scan on push configured in a centralized AWS account.

Use a CI/CD pipeline to deploy the images to different AWS accounts. Use repository policies and identity-based policies to restrict access to which 1AM principals
and accounts can access the images.

This solution meets the requirements because:

> Amazon ECR is a fully managed container registry service that supports Docker and OCI images and artifactsl. It integrates with Amazon ECS and other AWS
services to simplify the development and deployment of container-based applications.

> Amazon ECR provides image scanning on push, which uses the Common Vulnerabilities and Exposures (CVEs) database from the open-source Clair project
to detect software vulnerabilities in container images2. The scan results are available in the AWS Management Console, AWS CLI, or AWS SDKs2.

> Amazon ECR supports cross-account access to repositories, which allows sharing images across multiple AWS accounts3. This can be achieved by using
repository policies, which are resource-based policies that specify which IAM principals and accounts can access the repositories and what actions they can
perform4. Additionally, identity-based policies can be used to control which IAM roles in each account can access the repositoriess.

The other options are incorrect because:

> A. This option does not use repository policies to restrict cross-account access to the images, which is a requirement. Identity-based policies alone are not
sufficient to control access to Amazon ECR repositories5.

> B. This option does not use Amazon ECR, which is a fully managed service that provides image scanning and cross-account access features. Hosting a private
container registry on EC2 instances would require more management overhead and additional security measures.

> D. This option uses AWS CodeArtifact, which is a fully managed artifact repository service that supports Maven, npm, NuGet, PyPI, and generic package
formats6. However, AWS CodeArtifact does not support Docker or OCI container images, which are required for Amazon ECS applications.

NEW QUESTION 34

A company in France uses Amazon Cognito with the Cognito Hosted Ul as an identity broker for sign-in and sign-up processes. The company is marketing an
application and expects that all the application's users will come from France.

When the company launches the application the company's security team observes fraudulent sign-ups for the application. Most of the fraudulent registrations are
from users outside of France.

The security team needs a solution to perform custom validation at sign-up Based on the results of the validation the solution must accept or deny the registration
request.

Which combination of steps will meet these requirements? (Select TWO.)

. Create a pre sign-up AWS Lambda trigge

. Associate the Amazon Cognito function with the Amazon Cognito user pool.

. Use a geographic match rule statement to configure an AWS WAF web AC

. Associate the web ACL with the Amazon Cognito user pool.

. Configure an app client for the application's Amazon Cognito user poo

. Use the app client ID to validate the requests in the hosted UI.

. Update the application's Amazon Cognito user pool to configure a geographic restriction setting.

. Use Amazon Cognito to configure a social identity provider (IdP) to validate the requests on the hosted UI.

IOMNMmMmOO WP

Answer: B
Explanation:

https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-post-authentication.html

NEW QUESTION 35
A company uses an Amazon S3 bucket to store reports Management has mandated that all new objects stored in this bucket must be encrypted at rest using
server-side encryption with a client-specified IAM Key Management Service (IAM KMS) CMK owned by the same account as the S3 bucket. The IAM account
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number is 111122223333, and the bucket name Is report bucket. The company's security specialist must write the S3 bucket policy to ensure the mandate can be
Implemented
Which statement should the security specialist include in the policy?

A.

E. Option A
F. Option B
G. Option C
H. Option D

Answer: D

NEW QUESTION 37

A company is using an AWS Key Management Service (AWS KMS) AWS owned key in its application to encrypt files in an AWS account The company's security
team wants the ability to change to new key material for new files whenever a potential key breach occurs A security engineer must implement a solution that gives
the security team the ability to change the key whenever the team wants to do so

Which solution will meet these requirements?

A. Create a new customer managed key Add a key rotation schedule to the key Invoke the key rotation schedule every time the security team requests a key
change

B. Create a new AWS managed key Add a key rotation schedule to the key Invoke the key rotation schedule every time the security team requests a key change
C. Create a key alias Create a new customer managed key every time the security team requests a key change Associate the alias with the new key

D. Create a key alias Create a new AWS managed key every time the security team requests a key change Associate the alias with the new key

Answer: A

Explanation:

To meet the requirement of changing the key material for new files whenever a potential key breach occurs, the most appropriate solution would be to create a
new customer managed key, add a key rotation schedule to the key, and invoke the key rotation schedule every time the security team requests a key change.
References: : Rotating AWS KMS keys - AWS Key Management Service

NEW QUESTION 38

A company plans to use AWS Key Management Service (AWS KMS) to implement an encryption strategy to protect data at rest. The company requires client-side
encryption for company projects. The company is currently conducting multiple projects to test the company's use of AWS KMS. These tests have led to a sudden
increase in the company's AWS resource consumption. The test projects include applications that issue multiple requests each second to KMS endpoints for
encryption activities.

The company needs to develop a solution that does not throttle the company's ability to use AWS KMS. The solution must improve key usage for client-side
encryption and must be cost optimized. Which solution will meet these requirements?

A. Use keyrings with the AWS Encryption SD
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B. Use each keyring individually or combine keyrings into amulti-keyrin

C. Decrypt the data by using a keyring that has the primary key in the multi-keyring.

D. Use data key cachin

E. Use the local cache that the AWS Encryption SDK provides with a caching cryptographic materials manager.
F. Use KMS key rotatio

G. Use a local cache in the AWS Encryption SDK with a caching cryptographic materials manager.

H. Use keyrings with the AWS Encryption SD

I. Use each keyring individually or combine keyrings into a multi-keyrin

J. Use any of the wrapping keys in the multi-keyring to decrypt the data.

Answer: B

Explanation:

The correct answer is B. Use data key caching. Use the local cache that the AWS Encryption SDK provides with a caching cryptographic materials manager.

This answer is correct because data key caching can improve performance, reduce cost, and help the company stay within the service limits of AWS KMS. Data
key caching stores data keys and related cryptographic material in a cache, and reuses them for encryption and decryption operations. This reduces the number of
requests to AWS KMS endpoints and avoids throttling. The AWS Encryption SDK provides a local cache and a caching cryptographic materials manager (caching
CMM) that interacts with the cache and enforces security thresholds that the company can setl.

The other options are incorrect because:

> A. Using keyrings with the AWS Encryption SDK does not address the problem of throttling or cost optimization. Keyrings are used to generate, encrypt, and
decrypt data keys, but they do not cache or reuse them. Using each keyring individually or combining them into a multi-keyring does not reduce the number of
requests to AWS KMS endpoints2.

> C. Using KMS key rotation does not address the problem of throttling or cost optimization. Key rotation is a security practice that creates new cryptographic
material for a KMS key every year, but it does not affect the data that the KMS key protects. Key rotation does not reduce the number of requests to AWS KMS
endpoints, and it might incur additional costs for storing multiple versions of key material3.

> D. Using keyrings with the AWS Encryption SDK does not address the problem of throttling or cost optimization, as explained in option A. Moreover, using any
of the wrapping keys in the multi-keyring to decrypt the data is not a valid option, because only one of the wrapping keys can decrypt a given data key. The
wrapping key that encrypts a data key is stored in the encrypted data key structure, and only that wrapping key can decrypt it4.

References:

1: Data key caching - AWS Encryption SDK 2: Using keyrings - AWS Encryption SDK 3: Rotating AWS KMS keys - AWS Key Management Service 4: How
keyrings work - AWS Encryption SDK

NEW QUESTION 39

A Security Engineer creates an Amazon S3 bucket policy that denies access to all users. A few days later, the Security Engineer adds an additional statement to
the bucket policy to allow read-only access to one other employee. Even after updating the policy, the employee still receives an access denied message.

What is the likely cause of this access denial?

A. The ACL in the bucket needs to be updated

B. The IAM policy does not allow the user to access the bucket
C. It takes a few minutes for a bucket policy to take effect

D. The allow permission is being overridden by the deny

Answer: D

NEW QUESTION 40

A company has several workloads running on AWS. Employees are required to authenticate using on-premises ADFS and SSO to access the AWS Management
Console. Developers migrated an existing legacy web application to an Amazon EC2 instance. Employees need to access this application from anywhere on the
internet, but currently, there is no authentication system built into the application.

How should the Security Engineer implement employee-only access to this system without changing the application?

A. Place the application behind an Application Load Balancer (ALB). Use Amazon Cognito as authentication for the AL

B. Define a SAML-based Amazon Cognito user pool and connect it to ADFS.

C. Implement AWS SSO in the master account and link it to ADFS as an identity provide

D. Define the EC2 instance as a managed resource, then apply an IAM policy on the resource.

E. Define an Amazon Cognito identity pool, then install the connector on the Active Directory serve

F. Use the Amazon Cognito SDK on the application instance to authenticate the employees using their Active Directory user names and passwords.

G. Create an AWS Lambda custom authorizer as the authenticator for a reverse proxy on Amazon EC2.Ensure the security group on Amazon EC2 only allows
access from the Lambda function.

Answer: A

Explanation:
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/listener-authenticate-users.html

NEW QUESTION 44

A company is attempting to conduct forensic analysis on an Amazon EC2 instance, but the company is unable to connect to the instance by using AWS Systems
Manager Session Manager. The company has installed AWS Systems Manager Agent (SSM Agent) on the EC2 instance.

The EC2 instance is in a subnet in a VPC that does not have an internet gateway attached. The company has associated a security group with the EC2 instance.
The security group does not have inbound or outbound rules. The subnet's network ACL allows all inbound and outbound traffic.

Which combination of actions will allow the company to conduct forensic analysis on the EC2 instance without compromising forensic data? (Select THREE.)

A. Update the EC2 instance security group to add a rule that allows outbound traffic on port 443 for 0.0.0.0/0.

B. Update the EC2 instance security group to add a rule that allows inbound traffic on port 443 to the VPC's CIDR range.
C. Create an EC2 key pai

D. Associate the key pair with the EC2 instance.

E. Create a VPC interface endpoint for Systems Manager in the VPC where the EC2 instance is located.

F. Attach a security group to the VPC interface endpoin

G. Allow inbound traffic on port 443 to the VPC's CIDR range.

H. Create a VPC interface endpoint for the EC2 instance in the VPC where the EC2 instance is located.
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Answer: BCF

NEW QUESTION 48

A company used a lift-and-shift approach to migrate from its on-premises data centers to the AWS Cloud. The company migrated on-premises VMS to Amazon
EC2 in-stances. Now the company wants to replace some of components that are running on the EC2 instances with managed AWS services that provide similar
functionality.

Initially, the company will transition from load balancer software that runs on EC2 instances to AWS Elastic Load Balancers. A security engineer must ensure that
after this transition, all the load balancer logs are centralized and searchable for auditing. The security engineer must also ensure that metrics are generated to
show which ciphers are in use.

Which solution will meet these requirements?

A. Create an Amazon CloudWatch Logs log grou

B. Configure the load balancers to send logs to the log grou

C. Use the CloudWatch Logs console to search the log

D. Create CloudWatch Logs filters on the logs for the required met-rics.
E. Create an Amazon S3 bucke

F. Configure the load balancers to send logs to the S3 bucke

G. Use Amazon Athena to search the logs that are in the S3 bucke

H. Create Amazon CloudWatch filters on the S3 log files for the re-quired metrics.
I. Create an Amazon S3 bucke

J. Configure the load balancers to send logs to the S3 bucke

K. Use Amazon Athena to search the logs that are in the S3 bucke

L. Create Athena queries for the required metric

M. Publish the metrics to Amazon CloudWatch.

N. Create an Amazon CloudWatch Logs log grou

O. Configure the load balancers to send logs to the log grou

P. Use the AWS Management Console to search the log

Q. Create Amazon Athena queries for the required metric

R. Publish the metrics to Amazon CloudWatch.

Answer: C

Explanation:

> Amazon S3 is a service that provides scalable, durable, and secure object storage. You can use Amazon S3 to store and retrieve any amount of data from
anywhere on the webl

> AWS Elastic Load Balancing is a service that distributes incoming application or network traffic across multiple targets, such as EC2 instances, containers, or
IP addresses. You can use Elastic Load Balancing to increase the availability and fault tolerance of your applications?2

> Elastic Load Balancing supports access logging, which captures detailed information about requests sent to your load balancer. Each log contains information
such as the time the request was received, the client’s IP address, latencies, request paths, and server responses. You can use access logs to analyze traffic
patterns and troubleshoot issues3

> You can configure your load balancer to store access logs in an Amazon S3 bucket that you specify.
You can also specify the interval for publishing the logs, which can be 5 or 60 minutes. The logs are stored in a hierarchical folder structure by load balancer name,
IP address, year, month, day, and time.

> Amazon Athena is a service that allows you to analyze data in Amazon S3 using standard SQL. You can use Athena to run ad-hoc queries and get results in
seconds. Athena is serverless, so there is no infrastructure to manage and you pay only for the queries that you run.

> You can use Athena to search the access logs that are stored in your S3 bucket. You can create a table in Athena that maps to your S3 bucket and then run
SQL queries on the table. You can also use the Athena console or API to view and download the query results.

> You can also use Athena to create queries for the required metrics, such as the number of requests per cipher or protocol. You can then publish the metrics to
Amazon CloudWatch, which is a service that monitors and manages your AWS resources and applications. You can use CloudWatch to collect and track metrics,
create alarms, and automate actions based on the state of your resources.

> By using this solution, you can meet the requirements of ensuring that all the load balancer logs are centralized and searchable for auditing and that metrics
are generated to show which ciphers are in use.

NEW QUESTION 51

A security engineer needs to implement a write-once-read-many (WORM) model for data that a company will store in Amazon S3 buckets. The company uses the
S3 Standard storage class for all of its S3 buckets. The security engineer must en-sure that objects cannot be overwritten or deleted by any user, including the
AWS account root user.

Which solution will meet these requirements?

A. Create new S3 buckets with S3 Object Lock enabled in compliance mod

B. Place objects in the S3 buckets.

C. Use S3 Glacier Vault Lock to attach a Vault Lock policy to new S3 bucket
D. Wait 24 hours to complete the Vault Lock proces

E. Place objects in the S3 buckets.

F. Create new S3 buckets with S3 Object Lock enabled in governance mod

G. Place objects in the S3 buckets.

H. Create new S3 buckets with S3 Object Lock enabled in governance mod

I. Add a legal hold to the S3 bucket

J. Place objects in the S3 buckets.

Answer: A
NEW QUESTION 54
A Network Load Balancer (NLB) target instance is not entering the InService state. A security engineer determines that health checks are failing.

Which factors could cause the health check failures? (Select THREE.)

A. The target instance's security group does not allow traffic from the NLB.
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B. The target instance's security group is not attached to the NLB.

C. The NLB's security group is not attached to the target instance.

D. The target instance's subnet network ACL does not allow traffic from the NLB.

E. The target instance's security group is not using IP addresses to allow traffic from the NLB.
F. The target network ACL is not attached to the NLB.

Answer: ACD

NEW QUESTION 55

A security team is working on a solution that will use Amazon EventBridge (Amazon CloudWatch Events) to monitor new Amazon S3 objects. The solution will
monitor for public access and for changes to any S3 bucket policy or setting that result in public access. The security team configures EventBridge to watch for
specific API calls that are logged from AWS CloudTrail. EventBridge has an action to send an email notification through Amazon Simple Notification Service
(Amazon SNS) to the security team immediately with details of the API call.

Specifically, the security team wants EventBridge to watch for the s3:PutObjectAcl, s3:DeleteBucketPolicy, and s3:PutBucketPolicy APl invocation logs from
CloudTrail. While developing the solution in a single account, the security team discovers that the s3:PutObjectAcl API call does not invoke an EventBridge event.
However, the s3:DeleteBucketPolicy API call and the s3:PutBucketPolicy API call do invoke an event.

The security team has enabled CloudTrail for AWS management events with a basic configuration in the AWS Region in which EventBridge is being tested.
Verification of the EventBridge event pattern indicates that the pattern is set up correctly. The security team must implement a solution so that the s3:PutObjectAcl
API call will invoke an EventBridge event. The solution must not generate false notifications.

Which solution will meet these requirements?

A. Modify the EventBridge event pattern by selecting Amazon S3. Select All Events as the event type.

B. Modify the EventBridge event pattern by selecting Amazon S3. Select Bucket Level Operations as the event type.
C. Enable CloudTrail Insights to identify unusual API activity.

D. Enable CloudTrail to monitor data events for read and write operations to S3 buckets.

Answer: D

Explanation:

The correct answer is D. Enable CloudTrail to monitor data events for read and write operations to S3 buckets. According to the AWS documentationl, CloudTrail
data events are the resource operations performed on or within a resource. These are also known as data plane operations. Data events are often high-volume
activities. For example, Amazon S3 object-level API activity (such as GetObject, DeleteObject, and PutObject) is a data event.

By default, trails do not log data events. To record CloudTrail data events, you must explicitly add the

supported resources or resource types for which you want to collect activity. For more information, see Logging data events in the Amazon S3 User Guide2.

In this case, the security team wants EventBridge to watch for the s3:PutObjectAcl API invocation logs from CloudTrail. This API uses the acl subresource to set
the access control list (ACL) permissions for a new or existing object in an S3 bucket3. This is a data event that affects the S3 object resource type. Therefore, the
security team must enable CloudTrail to monitor data events for read and write operations to S3 buckets in order to invoke an EventBridge event for this API call.
The other options are incorrect because:

> A. Modifying the EventBridge event pattern by selecting Amazon S3 and All Events as the event type will not capture the s3:PutObjectAcl API call, because this
is a data event and not a management event. Management events provide information about management operations that are performed on resources in your
AWS account. These are also known as control plane operations4.

> B. Modifying the EventBridge event pattern by selecting Amazon S3 and Bucket Level Operations as the event type will not capture the s3:PutObjectAcl API
call, because this is a data event that affects the S3 object resource type and not the S3 bucket resource type. Bucket level operations are management events
that affect the configuration or metadata of an S3 bucket5.

> C. Enabling CloudTrail Insights to identify unusual API activity will not help the security team monitor new S3 objects or changes to any S3 bucket policy or
setting that result in public access. CloudTrail Insights helps AWS users identify and respond to unusual activity associated with API calls and API error rates by
continuously analyzing CloudTrail management events6. It does not analyze data events or generate EventBridge events.

References:

1: CloudTrail log event reference - AWS CloudTrail 2: Logging data events - AWS CloudTrail 3: PutObjectAcl - Amazon Simple Storage Service 4: [Logging
management events - AWS CloudTrail] 5: [Amazon S3 Event Types - Amazon Simple Storage Service] 6: Logging Insights events for trails - AWS CloudTrail

NEW QUESTION 57

A company recently had a security audit in which the auditors identified multiple potential threats. These potential threats can cause usage pattern changes such
as DNS access peak, abnormal instance traffic, abnormal network interface traffic, and unusual Amazon S3 API calls. The threats can come from different sources
and can occur at any time. The company needs to implement a solution to continuously monitor its system and identify all these incoming threats in near-real time.
Which solution will meet these requirements?

. Enable AWS CloudTrail logs, VPC flow logs, and DNS log

. Use Amazon CloudWatch Logs to manage these logs from a centralized account.

. Enable AWS CloudTrail logs, VPC flow logs, and DNS log

. Use Amazon Macie to monitor these logs from a centralized account.

Enable Amazon GuardDuty from a centralized accoun

. Use GuardDuty to manage AWS CloudTrail logs, VPC flow logs, and DNS logs.

. Enable Amazon Inspector from a centralized accoun

. Use Amazon Inspector to manage AWS CloudTrail logs, VPC flow logs, and DNS logs.

IOQTmMUO®>

Answer: C

Explanation:

Q: Which data sources does GuardDuty analyze? GuardDuty analyzes CloudTrail management event logs, CloudTrail S3 data event logs, VPC Flow Logs, DNS
guery logs, and Amazon EKS audit logs. GuardDuty can also scan EBS volume data for possible malware when GuardDuty Malware Protection is enabled and
identifies suspicious behavior indicative of malicious software in EC2 instance or container workloads. The service is optimized to consume large data volumes for
near real-time processing of security detections. GuardDuty gives you access to built-in detection techniques developed and optimized for the cloud, which are
maintained and continuously improved upon by GuardDuty engineering.

NEW QUESTION 59
To meet regulatory requirements, a Security Engineer needs to implement an IAM policy that restricts the use of AWS services to the us-east-1 Region.
What policy should the Engineer implement?
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A.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "&llow",
“hctir:n“: LLITPN | ]

"Eezsource": "M,

"Condition": |
"StringEqual=": |

"aws:EREequestedRegion": "us-sa=st-1"

}

B. A computer code with black text Description automatically generated

"Version": "2012-10-17",
"Statement": [
1
"Effect": "Rllow"™,

"P&Ctiﬂn“ = L1] ..J..-Il‘I

"Ee=zourcse": "V
"Condition™:
"StringEqual=": |

"ecZ:Reglon": "us-east-1"

C. A computer code with black text Description automatically generated

"Versicon™: "2012-10-17",
"Statement": [

{

"Effect": "Deny",

"Pe.ctian" . IIJ,-II;

"REesource": "M,

"Condition": |
"StringNotEquals": |

"aws:RequestedRegion": "us-sa=t-1"

D. A computer code with text Description automatically generated
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"Version": "2012-10-17",

"Statement": [

{

"Effect™: "Deny",
"NotZction™: "*",
"Eesource": "W

"Condition™: i
"StringEquals": |

"aws:RequestedRegion": "us-east-1"

Answer: C

Explanation:
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws_deny-requested-region.h

NEW QUESTION 60

A company wants to remove all SSH keys permanently from a specific subset of its Amazon Linux 2 Amazon EC2 instances that are using the same 1AM instance
profile However three individuals who have IAM user accounts will need to access these instances by using an SSH session to perform critical duties

How can a security engineer provide the access to meet these requirements'?

A. Assign an 1AM policy to the instance profile to allow the EC2 instances to be managed by AWS Systems Manager Provide the 1AM user accounts with
permission to use Systems Manager Remove the SSH keys from the EC2 instances Use Systems Manager Inventory to select the EC2 instance and connect
B. Assign an 1AM policy to the 1AM user accounts to provide permission to use AWS Systems Manager Run Command Remove the SSH keys from the EC2
instances Use Run Command to open an SSH connection to the EC2 instance

C. Assign an 1AM policy to the instance profile to allow the EC2 instances to be managed by AWS Systems Manager Provide the 1AM user accounts with
permission to use Systems Manager Remove the SSH keys from the EC2 instances Use Systems Manager Session Manager to select the EC2 instance and
connect

D. Assign an 1AM policy to the 1AM user accounts to provide permission to use the EC2 service in the AWS Management Console Remove the SSH keys from
the EC2 instances Connect to the EC2 instance as the ec2-user through the AWS Management Console's EC2 SSH client method

Answer: C

Explanation:

To provide access to the three individuals who have IAM user accounts to access the Amazon Linux 2 Amazon EC2 instances that are using the same IAM
instance profile, the most appropriate solution would be to assign an 1AM policy to the instance profile to allow the EC2 instances to be managed by AWS Systems
Manager, provide the IAM user accounts with permission to use Systems Manager, remove the SSH keys from the EC2 instances, and use Systems Manager
Session Manager to select the EC2 instance and connect.

References: : AWS Systems Manager Session Manager - AWS Systems Manager : AWS Systems Manage AWS Management Console : AWS Ildentity and
Access Management - AWS Management Console : Am Elastic Compute Cloud - Amazon Web Services : Amazon Linux 2 - Amazon Web Services : AWS Syst
Manager - AWS Management Console : AWS Systems Manager - AWS Management Console : AWS Systems Manager - AWS Management Console

NEW QUESTION 65

A company Is planning to use Amazon Elastic File System (Amazon EFS) with its on-premises servers. The company has an existing IAM Direct Connect
connection established between its on-premises data center and an IAM Region Security policy states that the company's on-premises firewall should only have
specific IP addresses added to the allow list and not a CIDR range. The company also wants to restrict access so that only certain data center-based servers have
access to Amazon EFS

How should a security engineer implement this solution"

A. Add the file-system-id efs IAM-region amazonlAM com URL to the allow list for the data center firewall Install the IAM CLI on the data center-based servers to
mount the EFS file system in the EFS security group add the data center IP range to the allow list Mount the EFS using the EFS file system name

B. Assign an Elastic IP address to Amazon EFS and add the Elastic IP address to the allow list for the data center firewall Install the IAM CLI on the data center-
based servers to mount the EFS file system In the EFS security group, add the IP addresses of the data center servers to the allow list Mount the EFS using the
Elastic IP address

C. Add the EFS file system mount target IP addresses to the allow list for the data center firewall In the EFS security group, add the data center server IP
addresses to the allow list Use the Linux terminal to mount the EFS file system using the IP address of one of the mount targets

D. Assign a static range of IP addresses for the EFS file system by contacting IAM Support In the EFS security group add the data center server IP addresses to
the allow list Use the Linux terminal to mount the EFS file system using one of the static IP addresses

Answer: B

Explanation:
To implement the solution, the security engineer should do the following:

> Assign an Elastic IP address to Amazon EFS and add the Elastic IP address to the allow list for the data center firewall. This allows the security engineer to
use a specific IP address for the EFS file system that can be added to the firewall rules, instead of a CIDR range or a URL.

> Install the AWS CLI on the data center-based servers to mount the EFS file system. This allows the security engineer to use the mount helper provided by
AWS CLI to mount the EFS file system with encryption in transit.

>
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In the EFS security group, add the IP addresses of the data center servers to the allow list. This allows the security engineer to restrict access to the EFS file
system to only certain data center-based servers.

> Mount the EFS using the Elastic IP address. This allows the security engineer to use the Elastic IP address as the DNS name for mounting the EFS file
system.

NEW QUESTION 66

A company has recently recovered from a security incident that required the restoration of Amazon EC2 instances from snapshots.

After performing a gap analysis of its disaster recovery procedures and backup strategies, the company is concerned that, next time, it will not be able to recover
the EC2 instances if the AWS account was compromised and Amazon EBS snapshots were deleted.

All EBS snapshots are encrypted using an AWS KMS CMK. Which solution would solve this problem?

A. Create a new Amazon S3 bucke

B. Use EBS lifecycle policies to move EBS shapshots to the new S3 bucke

C. Move snapshots to Amazon S3 Glacier using lifecycle policies, and apply Glacier Vault Lock policies to prevent deletion.

D. Use AWS Systems Manager to distribute a configuration that performs local backups of all attached disks to Amazon S3.

E. Create a new AWS account with limited privilege

F. Allow the new account to access the AWS KMS key used to encrypt the EBS snapshots, and copy the encrypted snapshots to the new account on a recurring
basis.

G. Use AWS Backup to copy EBS snapshots to Amazon S3.

Answer: C

Explanation:

This answer is correct because creating a new AWS account with limited privileges would provide an isolated and secure backup destination for the EBS
snapshots. Allowing the new account to access the AWS KMS key used to encrypt the EBS snapshots would enable cross-account snapshot sharing without
requiring re-encryption. Copying the encrypted snapshots to the new account on a recurring basis would ensure that the backups are up-to-date and consistent.

NEW QUESTION 67

Your CTO thinks your IAM account was hacked. What is the only way to know for certain if there was unauthorized access and what they did, assuming your
hackers are very sophisticated IAM engineers and doing everything they can to cover their tracks?

Please select:

A. Use CloudTrail Log File Integrity Validation.

B. Use IAM Config SNS Subscriptions and process events in real time.
C. Use CloudTrail backed up to IAM S3 and Glacier.

D. Use IAM Config Timeline forensics.

Answer: A

Explanation:

The IAM Documentation mentions the following

To determine whether a log file was modified, deleted, or unchanged after CloudTrail delivered it you can use CloudTrail log file integrity validation. This feature is
built using industry standard algorithms: SHA-256 for hashing and SHA-256 with RSA for digital signing. This makes it computationally infeasible to modify, delete
or forge CloudTrail log files without detection. You can use the IAM CLI to validate the files in the location where CloudTrail delivered them

Validated log files are invaluable in security and forensic investigations. For example, a validated log file enables you to assert positively that the log file itself has
not changed, or that particular user credentials performed specific API activity. The CloudTrail log file integrity validation process also lets you know if a log file has
been deleted or changed, or assert positively that no log files were delivered to your account during a given period of time.

Options B.C and D is invalid because you need to check for log File Integrity Validation for cloudtrail logs For more information on Cloudtrail log file validation,
please visit the below URL: http://docs.IAM.amazon.com/IAMcloudtrail/latest/userguide/cloudtrail-log-file-validation-intro.html

The correct answer is: Use CloudTrail Log File Integrity Validation. omit your Feedback/Queries to our Expert

NEW QUESTION 71

A startup company is using a single AWS account that has resources in a single AWS Region. A security engineer configures an AWS Cloud Trail trail in the same
Region to deliver log files to an Amazon S3 bucket by using the AWS CLI.

Because of expansion, the company adds resources in multiple Regions. The secu-rity engineer notices that the logs from the new Regions are not reaching the
S3 bucket.

What should the security engineer do to fix this issue with the LEAST amount of operational overhead?

A. Create a new CloudTrail trai

B. Select the new Regions where the company added resources.

C. Change the S3 bucket to receive notifications to track all actions from all Regions.
D. Create a new CloudTrail trail that applies to all Regions.

E. Change the existing CloudTrail trail so that it applies to all Regions.

Answer: D

Explanation:

The correct answer is D. Change the existing CloudTrail trail so that it applies to all Regions.

According to the AWS documentationl, you can configure CloudTrail to deliver log files from multiple Regions to a single S3 bucket for a single account. To
change an existing single-Region trail to log in all Regions, you must use the AWS CLI and add the --is-multi-region-trail option to the update-trail command?2. This
will ensure that you log global service events and capture all management event activity in your account.

Option A is incorrect because creating a new CloudTrail trail for each Region will incur additional costs and increase operational overhead. Option B is incorrect
because changing the S3 bucket to receive notifications will not affect the delivery of log files from other Regions. Option C is incorrect because creating a new
CloudTrail trail that applies to all Regions will result in duplicate log files for the original Region and also incur additional costs.

NEW QUESTION 72
A security engineer must use AWS Key Management Service (AWS KMS) to design a key management solution for a set of Amazon Elastic Block Store (Amazon
EBS) volumes that contain sensitive data. The solution needs to ensure that the key material automatically expires in 90 days.
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Which solution meets these criteria?

A. A customer managed CMK that uses customer provided key material
B. A customer managed CMK that uses AWS provided key material

C. An AWS managed CMK

D. Operation system-native encryption that uses GnuPG

Answer: A

Explanation:

https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kms/import-key-material.html aws kms import-key-material \

--key-id 1234abcd-12ab-34cd-56ef-1234567890ab \

--encrypted-key-material fileb://EncryptedKeyMaterial.bin \

--import-token fileb://ImportToken.bin \

--expiration-model KEY_MATERIAL_EXPIRES \

--valid-to 2021-09-21T719:00:00Z

The correct answer is A. A customer managed CMK that uses customer provided key material.

A customer managed CMK is a KMS key that you create, own, and manage in your AWS account. You have full control over the key configuration, permissions,
rotation, and deletion. You can use a customer managed CMK to encrypt and decrypt data in AWS services that are integrated with AWS KMS, such as Amazon
EBS1.

A customer managed CMK can use either AWS provided key material or customer provided key material. AWS provided key material is generated by AWS KMS
and never leaves the service unencrypted. Customer provided key material is generated outside of AWS KMS and imported into a customer managed CMK. You
can specify an expiration date for the imported key material, after which the CMK becomes unusable until you reimport new key material2.

To meet the criteria of automatically expiring the key material in 90 days, you need to use customer provided key material and set the expiration date accordingly.
This way, you can ensure that the data encrypted with the CMK will not be accessible after 90 days unless you reimport new key material and re-encrypt the data.
The other options are incorrect for the following reasons:

* B. A customer managed CMK that uses AWS provided key material does not expire automatically. You can enable automatic rotation of the key material every
year, but this does not prevent access to the data encrypted with the previous key material. You would need to manually delete the CMK and its backing key
material to make the data inaccessible3.

* C. An AWS managed CMK is a KMS key that is created, owned, and managed by an AWS service on your behalf. You have limited control over the key
configuration, permissions, rotation, and deletion. You cannot use an AWS managed CMK to encrypt data in other AWS services or applications. You also cannot
set an expiration date for the key material of an AWS managed CMKA4.

* D. Operation system-native encryption that uses GnuPG is not a solution that uses AWS KMS. GnuPG is a command line tool that implements the OpenPGP
standard for encrypting and signing data. It does not integrate with Amazon EBS or other AWS services. It also does not provide a way to automatically expire the
key material used for encryption5.

References:

1: Customer Managed Keys - AWS Key Management Service 2: [Importing Key Material in AWS Key Management Service (AWS KMS) - AWS Key Management
Service] 3: [Rotating Customer Master Keys - AWS Key Management Service] 4: [AWS Managed Keys - AWS Key Management Service] 5: The GNU Privacy
Guard

NEW QUESTION 75

A Security Engineer is troubleshooting an issue with a company's custom logging application. The application logs are written to an Amazon S3 bucket with event

notifications enabled to send events lo an Amazon SNS topic. All logs are encrypted at rest using an IAM KMS CMK. The SNS topic is subscribed to an encrypted
Amazon SQS queue. The logging application polls the queue for new messages that contain metadata about the S3 object. The application then reads the content
of the object from the S3 bucket for indexing.

The Logging team reported that Amazon CloudWatch metrics for the number of messages sent or received is showing zero. No togs are being received.

What should the Security Engineer do to troubleshoot this issue?

A) Add the following statement to the IAM managed CMKs:

B)
Add the following statement to the CMK key policy:
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sid": "A W A SHMS to use this key",
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C)
Add the following statement to the CMK key policy:
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 77

A company is running an application in The eu-west-1 Region. The application uses an IAM Key Management Service (IAM KMS) CMK to encrypt sensitive data.
The company plans to deploy the application in the eu-north-1 Region.

A security engineer needs to implement a key management solution for the application deployment in the new Region. The security engineer must minimize
changes to the application code.

Which change should the security engineer make to the IAM KMS configuration to meet these requirements?

A. Update the key policies in eu-west-1. Point the application in eu-north-1 to use the same CMK as the application in eu-west-1.
B. Allocate a new CMK to eu-north-1 to be used by the application that is deployed in that Region.

C. Allocate a new CMK to eu-north-1. Create the same alias name for both key

D. Configure the application deployment to use the key alias.

E. Allocate a new CMK to eu-north-1. Create an alias for eu-'-1. Change the application code to point to the alias for eu-'-1.

Answer: B

NEW QUESTION 79

A company needs a security engineer to implement a scalable solution for multi-account authentication and authorization. The solution should not introduce
additional user-managed architectural components. Native IAM features should be used as much as possible The security engineer has set up 1AM Organizations
wlth all features activated and IAM SSO enabled.

Which additional steps should the security engineer take to complete the task?

A. Use AD Connector to create users and groups for all employees that require access to IAM accounts.Assign AD Connector groups to IAM accounts and link to
the IAM roles in accordance with the employees'job functions and access requirements Instruct employees to access IAM accounts by using the IAM Directory
Service user portal.

B. Use an IAM SSO default directory to create users and groups for all employees that require access to IAM account

C. Assign groups to IAM accounts and link to permission sets in accordance with the employees‘job functions and access requirement

D. Instruct employees to access IAM accounts by using the IAM SSO user portal.

E. Use an IAM SSO default directory to create users and groups for all employees that require access to IAM account

F. Link IAM SSO groups to the 1AM users present in all accounts to inherit existing permission

G. Instruct employees to access IAM accounts by using the IAM SSO user portal.

H. Use IAM Directory Service tor Microsoft Active Directory to create users and groups for all employees that require access to IAM accounts Enable IAM
Management Console access in the created directory and specify IAM SSO as a source cl information tor integrated accounts and permission set

I. Instruct employees to access IAM accounts by using the IAM Directory Service user portal.

Answer: B

NEW QUESTION 82

What are the MOST secure ways to protect the AWS account root user of a recently opened AWS account? (Select TWO.)
A. Use the AWS account root user access keys instead of the AWS Management Console.

B. Enable multi-factor authentication for the AWS IAM users with the Adminis-tratorAccess managed policy attached to them.
C. Enable multi-factor authentication for the AWS account root user.
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D. Use AWS KMS to encrypt all AWS account root user and AWS IAM access keys and set automatic rotation to 30 days.
E. Do not create access keys for the AWS account root user; instead, create AWS IAM users.

Answer: CE

NEW QUESTION 83

A company deploys a distributed web application on a fleet of Amazon EC2 instances. The fleet is behind an Application Load Balancer (ALB) that will be
configured to terminate the TLS connection. All TLS traffic to the ALB must stay secure, even if the certificate private key is compromised.

How can a security engineer meet this requirement?

A. Create an HTTPS listener that uses a certificate that is managed by IAM Certificate Manager (ACM).

B. Create an HTTPS listener that uses a security policy that uses a cipher suite with perfect toward secrecy (PFS).

C. Create an HTTPS listener that uses the Server Order Preference security feature.

D. Create a TCP listener that uses a custom security policy that allows only cipher suites with perfect forward secrecy (PFS).

Answer: A

NEW QUESTION 88

A team is using AWS Secrets Manager to store an application database password. Only a limited number of IAM principals within the account can have access to
the secret. The principals who require access to the secret change frequently. A security engineer must create a solution that maximizes flexibility and scalability.
Which solution will meet these requirements?

A. Use a role-based approach by creating an IAM role with an inline permissions policy that allows access to the secre
B. Update the IAM principals in the role trust policy as required.

C. Deploy a VPC endpoint for Secrets Manage

D. Create and attach an endpoint policy that specifies the IAM principals that are allowed to access the secre
E. Update the list of IAM principals as required.

F. Use a tag-based approach by attaching a resource policy to the secre

G. Apply tags to the secret and the IAM principal

H. Use the aws:PrincipalTag and aws:ResourceTag IAM condition keys to control access.

I. Use a deny-by-default approach by using IAM policies to deny access to the secret explicitl

J. Attach the policies to an IAM grou

K. Add all IAM principals to the IAM grou

L. Remove principals from the group when they need acces

M. Add the principals to the group again when access is no longer allowed.

Answer: C

NEW QUESTION 90

A security engineer needs to see up an Amazon CloudFront distribution for an Amazon S3 bucket that hosts a static website. The security engineer must allow
only specified IP addresses to access the website. The security engineer also must prevent users from accessing the website directly by using S3 URLs.
Which solution will meet these requirements?

A. Generate an S3 bucket polic

B. Specify cloudfront amazonaws com as the principa

C. Use the aws Sourcelp condition key to allow access only if the request conies from the specified IP addresses.

D. Create a CloudFront origin access identity (OAl). Create the S3 bucket policy so that only the OAI has acces

E. Create an AWS WAF web ACL and add an IP set rul

F. Associate the web ACL with the CloudFront distribution.

G. Implement security groups to allow only the specified IP addresses access and to restrict S3 bucket access by using the CloudFront distribution.
H. Create an S3 bucket access point to allow access from only the CloudFront distributio

I. Create an AWS WAF web ACL and add an IP set rul

J. Associate the web ACL with the CloudFront distribution.

Answer: B

NEW QUESTION 95

The Security Engineer is managing a traditional three-tier web application that is running on Amazon EC2 instances. The application has become the target of
increasing numbers of malicious attacks from the Internet.

What steps should the Security Engineer take to check for known vulnerabilities and limit the attack surface? (Choose two.)

A. Use AWS Certificate Manager to encrypt all traffic between the client and application servers.

B. Review the application security groups to ensure that only the necessary ports are open.

C. Use Elastic Load Balancing to offload Secure Sockets Layer encryption.

D. Use Amazon Inspector to periodically scan the backend instances.

E. Use AWS Key Management Services to encrypt all the traffic between the client and application servers.

Answer: BD

Explanation:
The steps that the Security Engineer should take to check for known vulnerabilities and limit the attack surface are:

> B. Review the application security groups to ensure that only the necessary ports are open. This is a good practice to reduce the exposure of the EC2
instances to potential attacks from the Internet. Application security groups are a feature of Azure that allow you to group virtual machines and define network
security policies based on those groupsl.

> D. Use Amazon Inspector to periodically scan the backend instances. This is a service that helps you to identify vulnerabilities and exposures in your EC2
instances and applications. Amazon Inspector can perform automated security assessments based on predefined or custom rules packages2.
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NEW QUESTION 97

A company's Security Team received an email notification from the Amazon EC2 Abuse team that one or more of the company's Amazon EC2 instances may have
been compromised

Which combination of actions should the Security team take to respond to (be current modem? (Select TWO.)

A. Open a support case with the IAM Security team and ask them to remove the malicious code from the affected instance

B. Respond to the notification and list the actions that have been taken to address the incident

C. Delete all IAM users and resources in the account

D. Detach the internet gateway from the VPC remove aft rules that contain 0.0.0.0V0 from the security groups, and create a NACL rule to deny all traffic Inbound
from the internet

E. Delete the identified compromised instances and delete any associated resources that the Security team did not create.

Answer: DE

Explanation:

these are the recommended actions to take when you receive an abuse notice from AWSS8. You should review the abuse notice to see what content or activity was
reported and detach the internet gateway from the VPC to isolate the affected instances from the internet. You should also remove any rules that allow inbound
traffic from 0.0.0.0/0 from the security groups and create a network access control list (NACL) rule to deny all traffic inbound from the internet. You should then
delete the compromised instances and any associated resources

that you did not create. The other options are either inappropriate or unnecessary for responding to the abuse notice.

NEW QUESTION 98

A company uses AWS Organizations. The company wants to implement short-term cre-dentials for third-party AWS accounts to use to access accounts within the
com-pany's organization. Access is for the AWS Management Console and third-party software-as-a-service (SaaS) applications. Trust must be enhanced to
prevent two external accounts from using the same credentials. The solution must require the least possible operational effort.

Which solution will meet these requirements?

A. Use a bearer token authentication with OAuth or SAML to manage and share a central Amazon Cognito user pool across multiple Amazon AP| Gateway APIs.
B. Implement AWS IAM Identity Center (AWS Single Sign-On), and use an identi-ty source of choice.Grant access to users and groups from other accounts by
using permission sets that are assigned by account.

C. Create a unique IAM role for each external accoun

D. Create a trust polic

E. Use AWS Secrets Manager to create a random external key.

F. Create a unique IAM role for each external accoun

G. Create a trust policy that includes a condition that uses the sts:Externalld condition key.

Answer: D

Explanation:

The correct answer is D.

To implement short-term credentials for third-party AWS accounts, you can use IAM roles and trust policies. A trust policy is a JSON policy document that defines
who can assume the role. You can specify the AWS account ID of the third-party account as a principal in the trust policy, and use the sts:Externalld condition key
to enhance the security of the role. The sts:Externalld condition key is a unique identifier that is agreed upon by both parties and included in the AssumeRole
request. This way, you can prevent the “confused deputy” problem, where an unauthorized party can use the same role as a legitimate party.

Option A is incorrect because bearer token authentication with OAuth or SAML is not suitable for granting access to AWS accounts and resources. Amazon
Cognito and API Gateway are used for building web and mobile applications that require user authentication and authorization.

Option B is incorrect because AWS IAM Identity Center (AWS Single Sign-On) is a service that simplifies the management of access to multiple AWS accounts
and cloud applications for your workforce users. It does not support granting access to third-party AWS accounts.

Option C is incorrect because using AWS Secrets Manager to create a random external key is not necessary and adds operational complexity. You can use the
sts:Externalld condition key instead to provide a unique identifier for each external account.

NEW QUESTION 103

A company is using Amazon Route 53 Resolver for its hybrid DNS infrastructure. The company has set up Route 53 Resolver forwarding rules for authoritative
domains that are hosted on on-premises DNS servers.

A new security mandate requires the company to implement a solution to log and query DNS traffic that goes to the on-premises DNS servers. The logs must show
details of the source IP address of the instance from which the query originated. The logs also must show the DNS name that was requested in Route 53 Resolver.
Which solution will meet these requirements?

A. Use VPC Traffic Mirrorin

B. Configure all relevant elastic network interfaces as the traffic source, include amazon-dns in the mirror filter, and set Amazon CloudWatch Logs as the mirror
targe

C. Use CloudWatch Insights on the mirror session logs to run queries on the source IP address and DNS name.
D. Configure VPC flow logs on all relevant VPC

E. Send the logs to an Amazon S3 bucke

F. Use Amazon Athena to run SQL queries on the source IP address and DNS name.

G. Configure Route 53 Resolver query logging on all relevant VPC

H. Send the logs to Amazon CloudWatch Log

I. Use CloudWatch Insights to run queries on the source IP address and DNS name.

J. Modify the Route 53 Resolver rules on the authoritative domains that forward to the on-premises DNS server
K. Send the logs to an Amazon S3 bucke

L. Use Amazon Athena to run SQL queries on the source IP address and DNS name.

Answer: C

Explanation:

The correct answer is C. Configure Route 53 Resolver query logging on all relevant VPCs. Send the logs to Amazon CloudWatch Logs. Use CloudWatch Insights
to run queries on the source IP address and DNS name.

According to the AWS documentationl, Route 53 Resolver query logging lets you log the DNS queries that Route 53 Resolver handles for your VPCs. You can
send the logs to CloudWatch Logs, Amazon S3, or Kinesis Data Firehose. The logs include information such as the following:

> The AWS Region where the VPC was created
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> The ID of the VPC that the query originated from

> The IP address of the instance that the query originated from
> The instance ID of the resource that the query originated from
> The date and time that the query was first made

> The DNS name requested (such as prod.example.com)

> The DNS record type (such as A or AAAA)

> The DNS response code, such as NoError or ServFail

> The DNS response data, such as the IP address that is returned in response to the DNS query

You can use CloudWatch Insights to run queries on your log data and analyze the results using graphs and statistics2. You can filter and aggregate the log data
based on any field, and use operators and functions to perform calculations and transformations. For example, you can use CloudWatch Insights to find out how
many queries were made for a specific domain name, or which instances made the most queries.

Therefore, this solution meets the requirements of logging and querying DNS traffic that goes to the

on-premises DNS servers, showing details of the source IP address of the instance from which the query originated, and the DNS name that was requested in
Route 53 Resolver.

The other options are incorrect because:

> A. Using VPC Traffic Mirroring would not capture the DNS queries that go to the on-premises DNS servers, because Traffic Mirroring only copies network traffic
from an elastic network interface of an EC2 instance to a target for analysis3. Traffic Mirroring does not include traffic that goes through a Route 53 Resolver
outbound endpoint, which is used to forward queries to on-premises DNS servers4. Therefore, this solution would not meet the requirements.

> B. Configuring VPC flow logs on all relevant VPCs would not capture the DNS name that was requested in Route 53 Resolver, because flow logs only record
information about the IP traffic going to and from network interfaces in a VPC5. Flow logs do not include any information about the content or payload of a packet,
such as a DNS query or response. Therefore, this solution would not meet the requirements.

> D. Modifying the Route 53 Resolver rules on the authoritative domains that forward to the on-premises DNS servers would not enable logging of DNS queries,
because Resolver rules only specify how to forward queries for specified domain names to your network6. Resolver rules do not have any logging

functionality by themselves. Therefore, this solution would not meet the requirements. References:

1: Resolver query logging - Amazon Route 53 2: Analyzing log data with CloudWatch Logs Insights - Amazon CloudWatch 3: What is Traffic Mirroring? - Amazon
Virtual Private Cloud 4: Outbound Resolver endpoints - Amazon Route 53 5: Logging IP traffic using VPC Flow Logs - Amazon Virtual Private Cloud 6: Managing
forwarding rules - Amazon Route 53

NEW QUESTION 107

A company has multiple Amazon S3 buckets encrypted with customer-managed CMKs Due to regulatory requirements the keys must be rotated every year. The
company's Security Engineer has enabled automatic key rotation for the CMKs; however the company wants to verity that the rotation has occurred.

What should the Security Engineer do to accomplish this?

A. Filter IAM CloudTrail logs for KeyRotaton events

B. Monitor Amazon CloudWatcn Events for any IAM KMS CMK rotation events

C. Using the IAM CL

D. run the IAM kms gel-key-relation-status operation with the --key-id parameter to check the CMK rotation date
E. Use Amazon Athena to query IAM CloudTrail logs saved in an S3 bucket to filter Generate New Key events

Answer: C

Explanation:
the aws kms get-key-rotation-status command returns a boolean value that indicates whether automatic rotation of the customer master key (CMK) is enabled1.
This command also shows the date and time when the CMK was last rotated2. The other options are not valid ways to check the CMK rotation status.

NEW QUESTION 112

A company is using IAM Organizations to develop a multi-account secure networking strategy. The company plans to use separate centrally managed accounts for
shared services, auditing, and security inspection. The company plans to provide dozens of additional accounts to application owners for production and
development environments.

Company security policy requires that all internet traffic be routed through a centrally managed security inspection layer in the security inspection account. A
security engineer must recommend a solution that minimizes administrative overhead and complexity.

Which solution meets these requirements?

A. Use IAM Control Towe

B. Modify the default Account Factory networking template to automatically associate new accounts with a centrally managed VPC through a VPC peering
connection and to create a default route to the VPC peer in the default route tabl

C. Create an SCP that denies the CreatelnternetGateway actio

D. Attach the SCP to all accounts except the security inspection account.

E. Create a centrally managed VPC in the security inspection accoun

F. Establish VPC peering connections between the security inspection account and other account

G. Instruct account owners to create default routes in their account route tables that point to the VPC pee

H. Create an SCP that denies theAttach InternetGateway actio

I. Attach the SCP to all accounts except the security inspection account.

J. Use IAM Control Towe

K. Modify the default Account Factory networking template to automatically associate new accounts with a centrally managed transitgateway and to create a
default route to the transit gateway in the default route tabl

L. Create an SCP that denies the AttachinternetGateway actio

M. Attach the SCP to all accounts except the security inspection account.

N. Enable IAM Resource Access Manager (IAM RAM) for IAM Organization

O. Create a shared transit gateway, and make it available by using an IAM RAM resource shar

P. Create an SCP that denies the CreatelnternetGateway actio

Q. Attach the SCP to all accounts except the security inspection accoun

R. Create routes in the route tables of all accounts that point to the shared transit gateway.

Answer: C
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NEW QUESTION 114

A security engineer needs to configure an Amazon S3 bucket policy to restrict access to an S3 bucket that is named DOC-EXAMPLE-BUCKET. The policy must
allow access to only DOC-EXAMPLE-BUCKET from only the following endpoint: vpce-1a2b3c4d. The policy must deny all access to DOC-EXAMPLE-BUCKET if
the specified endpoint is not used.

Which bucket policy statement meets these requirements?

A. A computer code with black text Description automatically generated ——

{
"sid": "Access-to-specific-VPCE-only",
"Erincipal: TR
"Retion™: "adowr,
"Eftfect™: "Allcocw"™;
"Resource": ["arn:aws:s3:::DOC-EXAMPLE-BUCEET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce—-lazZb3cdd"
}
}
}
]
B. A computer code with black text Description automatically generated wot o+ amenc - [
{
"5id": "Access-to-specific-VPCE-only",
"Principal": "=*",
"action": "s3:*E",
"Effect™: "Deny"™,
"Resource": ["arn:aws:s53:::DOC-EXAMPLE-BUCEKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"],
"Condition": {
"StringNotEquals™: {
"aws:sourceVpce": "vpce-laZb3c4d"
1
}
}
]
C. A computer code with black text Description automatically generated N .
Statement": [
{
"sid": "Access-to-specific-VPCE-only",
"Principal®; TEY.
"Action"™: "s3:*",
"Effect™: "Deny",
"Resource": ["arn:aws:s3:::DOC-EXAMPLE-BUCEET",
"arn:aws:s3:::DOC-EXAMPLE-BUCEET/*"],
"Condition™: {
"StringEquals": {
"aws:sourceVpce": "vpce-laZb3cd4d"
}
}
}
]
D. A computer code with black text Description automatically generated R
Statement": [
{
"sid": "RAccess-to-specific-VPCE-only",
"Principalh™: met.
"Aotion: “s3ir",
"Effect™: "Allow",
"Resource": ["arn:aws:s3:::DOC-EXAMPLE-BUCEET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"],
"Condition™: {
"StringEquals": {
"aws:sourceVpce": "vpce-laZb3cdd"
}
}
}

Answer: B

Explanation:
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-bucket-policies-vpc-endpoint.html

NEW QUESTION 115

A company has thousands of AWS Lambda functions. While reviewing the Lambda functions, a security engineer discovers that sensitive information is being
stored in environment variables and is viewable as plaintext in the Lambda console. The values of the sensitive information are only a few characters long.
What is the MOST cost-effective way to address this security issue?
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. Set up IAM policies from the Lambda console to hide access to the environment variables.
. Use AWS Step Functions to store the environment variable
. Access the environment variables at runtim
. Use IAM permissions to restrict access to the environment variables to only the Lambda functions that require access.
. Store the environment variables in AWS Secrets Manager, and access them at runtim
Use IAM permissions to restrict access to the secrets to only the Lambda functions that require access.
. Store the environment variables in AWS Systems Manager Parameter Store as secure string parameters, and access them at runtim
. Use IAM permissions to restrict access to the parameters to only the Lambda functions that require access.

IOMNMMmMmOO >

Answer: D

Explanation:

Storing sensitive information in environment variables is not a secure practice, as anyone who has access to the Lambda console or the Lambda function code can
view them as plaintext. To address this security issue, the security engineer needs to use a service that can store and encrypt the environment variables, and
access them at runtime using IAM permissions. The most cost-effective way to do this is to use AWS Systems Manager Parameter Store, which is a service that
provides secure, hierarchical storage for configuration data management and secrets management. Parameter Store allows you to store values as standard
parameters (plaintext) or secure string parameters (encrypted). Secure string parameters use a AWS Key Management Service (AWS KMS) customer master key
(CMK) to encrypt the parameter value. To access the parameter value at runtime, the Lambda function needs to have IAM permissions to decrypt the parameter
using the KMS CMK.

The other options are incorrect because:

> Option A is incorrect because setting up IAM policies from the Lambda console to hide access to the environment variables will not prevent someone who has
access to the Lambda function code from viewing them as plaintext. IAM policies can only control who can perform actions on AWS resources, not what they can
see in the code or the console.

> Option B is incorrect because using AWS Step Functions to store the environment variables is not a secure or cost-effective solution. AWS Step Functions is a
service that lets you coordinate multiple AWS services into serverless workflows. Step Functions does not provide any encryption or secrets management
capabilities, and it will incur additional charges for each state transition in the workflow. Moreover, storing environment variables in Step Functions will make them
visible in the execution history of the workflow, which can be accessed by anyone who has permission to view the Step Functions console or API.

> Option C is incorrect because storing the environment variables in AWS Secrets Manager and accessing them at runtime is not a cost-effective solution. AWS
Secrets Manager is a service that helps you protect secrets needed to access your applications, services, and IT resources. Secrets Manager enables you to
rotate, manage, and retrieve secrets throughout their lifecycle. While Secrets Manager can securely store and encrypt environment variables using KMS CMKs, it
will incur higher charges than Parameter Store for storing and retrieving secrets. Unless the security engineer needs the advanced features of Secrets Manager,
such as automatic rotation of secrets or integration with other AWS services, Parameter Store is a cheaper and simpler option.

NEW QUESTION 116

A company needs a forensic-logging solution for hundreds of applications running in Docker on Amazon EC2 The solution must perform real-time analytics on the
togs must support the replay of messages and must persist the logs.

Which IAM services should be used to meet these requirements? (Select TWO)

A. Amazon Athena

B. Amazon Kinesis

C. Amazon SQS

D. Amazon Elasticsearch
E. Amazon EMR

Answer: BD

Explanation:

Amazon Kinesis and Amazon Elasticsearch are both suitable for forensic-logging solutions. Amazon Kinesis can collect, process, and analyze streaming data in
real time3. Amazon Elasticsearch can store, search, and analyze log data using the popular open-source tool Elasticsearch. The other options are not designed for
forensic-logging purposes. Amazon Athena is a query service that can analyze data in S3, Amazon SQS is a message queue service that can decouple and scale
microservices, and Amazon EMR is a big data platform that can run Apache Spark and Hadoop clusters.

NEW QUESTION 120

A company needs to store multiple years of financial records. The company wants to use Amazon S3 to store copies of these documents. The company must
implement a solution to prevent the documents from being edited, replaced, or deleted for 7 years after the documents are stored in Amazon S3. The solution must
also encrypt the documents at rest.

A security engineer creates a new S3 bucket to store the documents. What should the security engineer do next to meet these requirements?

A. Configure S3 server-side encryptio

B. Create an S3 bucket policy that has an explicit deny rule for all users for s3:DeleteObject and s3:PutObject API call
C. Configure S3 Object Lock to use governance mode with a retention period of 7 years.

D. Configure S3 server-side encryptio

E. Configure S3 Versioning on the S3 bucke

F. Configure S3 ObjectLock to use compliance mode with a retention period of 7 years.

G. Configure S3 Versionin

H. Configure S3 Intelligent-Tiering on the S3 bucket to move the documents to S3 Glacier Deep Archive storag

I. Use S3 server-side encryption immediatel

J. Expire the objects after 7 years.

K. Set up S3 Event Notifications and use S3 server-side encryptio

L. Configure S3 Event Notifications to target an AWS Lambda function that will review any S3 API call to the S3 bucket and deny the s3:DeleteObject and
s3:PutObject API call

M. Remove the S3 event notification after 7 years.

Answer: B
NEW QUESTION 125
A company maintains an open-source application that is hosted on a public GitHub repository. While creating a new commit to the repository, an engineer

uploaded their IAM access key and secret access key. The engineer reported the mistake to a manager, and the manager immediately disabled the access key.
The company needs to assess the impact of the exposed access key. A security engineer must recommend a solution that requires the least possible managerial
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overhead.
Which solution meets these requirements?

A. Analyze an IAM Identity and Access Management (IAM) use report from IAM Trusted Advisor to see when the access key was last used.
B. Analyze Amazon CloudWatch Logs for activity by searching for the access key.

C. Analyze VPC flow logs for activity by searching for the access key

D. Analyze a credential report in IAM Identity and Access Management (IAM) to see when the access key was last used.

Answer: A

Explanation:
To assess the impact of the exposed access key, the security engineer should recommend the following solution:

> Analyze an IAM use report from AWS Trusted Advisor to see when the access key was last used. This allows the security engineer to use a tool that provides
information about IAM entities and credentials in their account, and check if there was any unauthorized activity with the exposed access key.

NEW QUESTION 130

An IAM user receives an Access Denied message when the user attempts to access objects in an Amazon S3 bucket. The user and the S3 bucket are in the same
AWS account. The S3 bucket is configured to use server-side encryption with AWS KMS keys (SSE-KMS) to encrypt all of its objects at rest by using a customer
managed key from the same AWS account. The S3 bucket has no bucket policy defined. The IAM user has been granted permissions through an IAM policy that
allows the kms:Decrypt permission to the customer managed key. The IAM policy also allows the s3:List* and s3:Get* permissions for the S3 bucket and its
objects.

Which of the following is a possible reason that the IAM user cannot access the objects in the S3 bucket?

A. The IAM policy needs to allow the kms:DescribeKey permission.

B. The S3 bucket has been changed to use the AWS managed key to encrypt objects at rest.

C. An S3 bucket policy needs to be added to allow the IAM user to access the objects.

D. The KMS key policy has been edited to remove the ability for the AWS account to have full access to the key.

Answer: D

Explanation:

The possible reason that the IAM user cannot access the objects in the S3 bucket is D. The KMS key policy has been edited to remove the ability for the AWS
account to have full access to the key.

This answer is correct because the KMS key policy is the primary way to control access to the KMS key, and it must explicitly allow the AWS account to have full
access to the key. If the KMS key policy has been edited to remove this permission, then the 1AM policy that grants kms:Decrypt permission to the IAM user has no
effect, and the 1AM user cannot decrypt the objects in the S3 bucket12.

The other options are incorrect because:

> A. The 1AM policy does not need to allow the kms:DescribeKey permission, because this permission is not required for decrypting objects in S3 using SSE-
KMS. The kms:DescribeKey permission allows getting information about a KMS key, such as its creation date, description, and key state3.

> B. The S3 bucket has not been changed to use the AWS managed key to encrypt objects at rest, because this would not cause an Access Denied message for
the IAM user. The AWS managed key is a default KMS key that is created and managed by AWS for each AWS account and Region. The IAM user does not need
any permissions on this key to use it for SSE-KMS4.

> C. An S3 bucket policy does not need to be added to allow the IAM user to access the objects, because the IAM user already has s3:List* and s3:Get*
permissions for the S3 bucket and its objects through an IAM policy. An S3 bucket policy is an optional way to grant cross-account access or public access to an
S3 bucket5.

References:

1: Key policies in AWS KMS 2: Using server-side encryption with AWS KMS keys (SSE-KMS) 3: AWS KMS API Permissions Reference 4: Using server-side
encryption with Amazon S3 managed keys (SSE-S3) 5: Bucket policy examples

NEW QUESTION 133
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