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NEW QUESTION 1
- (Exam Topic 1)
A virtual network interface card (NIC) exists at layer of the OSI model. Response:

00w
oo~ DN

Answer: A

NEW QUESTION 2

- (Exam Topic 1)

You are the security manager for a small application development company. Your company is considering the use of the cloud for software testing purposes.
Which cloud service model is most likely to suit your needs?

Response:

A. laaS
B. PaaS
C. SaaS
D. LaaS

Answer: B

NEW QUESTION 3

- (Exam Topic 1)

Which strategy involves using a fake production system to lure attackers in order to learn about their tactics?
Response:

A.IDS

B. Honeypot
C.IPS

D. Firewall

Answer: B

NEW QUESTION 4
- (Exam Topic 1)
Which of the following is essential for getting full security value from your system baseline? Response:

A. Capturing and storing an image of the baseline

B. Keeping a copy of upcoming suggested modifications to the baseline

C. Having the baseline vetted by an objective third party

D. Using a baseline from another industry member so as not to engage in repetitious efforts

Answer: A

NEW QUESTION 5

- (Exam Topic 1)

What is used with a single sign-on system for authentication after the identity provider has successfully authenticated a user?
Response:

A. Token
B. Key
C. XML
D. SAML

Answer: A

NEW QUESTION 6

- (Exam Topic 1)

The Open Web Application Security Project (OWASP) Top Ten is a list of web application security threats that is composed by a member-driven OWASP
committee of application development experts and published approximately every 24 months. The 2013 OWASP Top Ten list includes “unvalidated redirects and
forwards.”

Which of the following is a good way to protect against this problem? Response:

A. Don't use redirects/forwards in your applications.

B. Refrain from storing credentials long term.

C. Implement security incident/event monitoring (security information and event management (SIEM)/security information management (SIM)/security event
management (SEM)) solutions.

D. Implement digital rights management (DRM) solutions.

Answer: A

NEW QUESTION 7
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- (Exam Topic 1)

When an organization implements an SIEM solution and begins aggregating event data, the configured event sources are only valid at the time it was configured.
Application modifications, patching, and other upgrades will change the events generated and how they are represented over time.

What process is necessary to ensure events are collected and processed with this in mind?

A. Continual review

B. Continuous optimization
C. Aggregation updates

D. Event elasticity

Answer: B

NEW QUESTION 8

- (Exam Topic 1)

Which of the following is a risk in the cloud environment that is not existing or is as prevalent in the legacy environment?
Response:

A. Legal liability in multiple jurisdictions

B. Loss of productivity due to DDoS

C. Ability of users to gain access to their physical workplace
D. Fire

Answer: A

NEW QUESTION 9

- (Exam Topic 1)

The Transport Layer Security (TLS) protocol creates a secure communications channel over public media (such as the Internet). In a typical TLS session, who
initiates the protocol?

Response:

A. The server

B. The client

C. The certifying authority
D. The ISP

Answer: B

NEW QUESTION 10

- (Exam Topic 1)

When considering the option to migrate from an on-premises environment to a hosted cloud service, an organization should weigh the risks of allowing external
entities to access the cloud data for collaborative purposes against

Response:

A. Not securing the data in the legacy environment

B. Disclosing the data publicly

C. Inviting external personnel into the legacy workspace in order to enhance collaboration
D. Sending the data outside the legacy environment for collaborative purposes

Answer: D

NEW QUESTION 10

- (Exam Topic 1)

You work for a government research facility. Your organization often shares data with other government research organizations.

You would like to create a single sign-on experience across the organizations, where users at each organization can sign in with the user ID/authentication issued
by that organization, then access research data in all the other organizations.

Instead of replicating the data stores of each organization at every other organization (which is one way of accomplishing this goal), you instead want every user to
have access to each organization’s specific storage resources.

If you don’t use cross-certification, what other model can you implement for this purpose? Response:

A. Third-party identity broker

B. Cloud reseller

C. Intractable nuanced variance

D. Mandatory access control (MAC)

Answer: A

NEW QUESTION 11

- (Exam Topic 1)

At which phase of the SDLC process should security begin participating?
A. Requirements gathering

B. Requirements analysis

C. Design

D. Testing

Answer: A
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NEW QUESTION 13
- (Exam Topic 1)

The cloud deployment model that features joint ownership of assets among an affinity group is known as: Response:

A. Private
B. Public
C. Hybrid
D. Community

Answer: D

NEW QUESTION 16
- (Exam Topic 1)

Which of the following is a method for apportioning resources that involves setting guaranteed minimums for all tenants/customers within the environment?

Response:

A. Reservations
B. Shares

C. Cancellations
D. Limits

Answer: A

NEW QUESTION 17
- (Exam Topic 1)

Cloud environments pose many unigue challenges for a data custodian to properly adhere to policies and the use of data. What poses the biggest challenge for a

data custodian with a PaaS implementation, over and above the same concerns with [aaS?

Response:

A. Access to systems

B. Knowledge of systems
C. Data classification rules
D. Contractual requirements

Answer: B

NEW QUESTION 18
- (Exam Topic 1)
Which of the following is considered an administrative control?

A. Access control process
B. Keystroke logging

C. Door locks

D. Biometric authentication

Answer: A

NEW QUESTION 22
- (Exam Topic 1)

Which of the following storage types are used with an Infrastructure as a Service (laaS) solution? Response:

A. Volume and block

B. Structured and object

C. Unstructured and ephemeral
D. Volume and object

Answer: D

NEW QUESTION 25
- (Exam Topic 1)
Which of the following is a possible negative aspect of bit-splitting?

A. Greater chance of physical theft of assets

B. Loss of public image

C. Some risk to availability, depending on the implementation
D. A small fire hazard

Answer: C

NEW QUESTION 27
- (Exam Topic 1)
In the cloud motif, the data processor is usually: Response:

A. The party that assigns access rights
B. The cloud customer

C. The cloud provider

D. The cloud access security broker
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Answer: C

NEW QUESTION 28
- (Exam Topic 1)
A firewall can use all of the following techniques for controlling traffic except:

A. Rule sets

B. Behavior analysis
C. Content filtering
D. Randomization

Answer: D

NEW QUESTION 30

- (Exam Topic 1)

A honeypot can be used for all the following purposes except
Response:

A. Gathering threat intelligence
B. Luring attackers

C. Distracting attackers

D. Delaying attackers

Answer: B

NEW QUESTION 34

- (Exam Topic 1)

One of the security challenges of operating in the cloud is that additional controls must be placed on file storage systems because
Response:

A. File stores are always kept in plain text in the cloud

B. There is no way to sanitize file storage space in the cloud

C. Virtualization necessarily prevents the use of application-based security controls
D. Virtual machines are stored as snapshotted files when not in use

Answer: D

NEW QUESTION 35
- (Exam Topic 1)
Which type of report is considered for “general” use and does not contain any sensitive information? Response:

A.SOC 1
B. SAS-70
C.S0C 3
D. SOC 2

Answer: C

NEW QUESTION 37

- (Exam Topic 1)

Which of the following top security threats involves attempting to send invalid commands to an application in an attempt to get the application to execute the code?
Response:

A. Cross-site scripting

B. Injection

C. Insecure direct object references
D. Cross-site request forgery

Answer: B

NEW QUESTION 39
- (Exam Topic 1)
Which of the following are considered to be the building blocks of cloud computing? Response:

A. Data, access control, virtualization, and services
B. Storage, networking, printing and virtualization
C. CPU, RAM, storage and networking

D. Data, CPU, RAM, and access control

Answer: C
NEW QUESTION 43

- (Exam Topic 1)
The physical layout of a cloud data center campus should include redundancies of all the following except
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Response:

A. Generators

B. HVAC units

C. Generator fuel storage

D. Points of personnel ingress

Answer: D

NEW QUESTION 47
- (Exam Topic 1)

Which concept pertains to cloud customers paying only for the resources they use and consume, and only for the duration they are using them?

Response:

A. Measured service
B. Auto-scaling

C. Portability

D. Elasticity

Answer: A

NEW QUESTION 48
- (Exam Topic 1)
Which ISO standard refers to addressing security risks in a supply chain?

A. ISO 27001

B. ISO/IEC 28000:2007
C. ISO 18799

D. ISO 31000:2009

Answer: B

NEW QUESTION 50
- (Exam Topic 1)
Who is the entity identified by personal data? Response:

A. The data owner

B. The data processor
C. The data custodian
D. The data subject

Answer: D

NEW QUESTION 52
- (Exam Topic 1)
Static software security testing typically uses as a measure of how thorough the testing was. Response:

A. Number of testers
B. Flaws detected
C. Code coverage
D. Malware hits

Answer: C

NEW QUESTION 54
- (Exam Topic 1)
SOX was enacted because of which of the following? Response:

A. Poor BOD oversight

B. Lack of independent audits
C. Poor financial controls

D. All of the above

Answer: D

NEW QUESTION 57

- (Exam Topic 1)

Who will determine data classifications for the cloud customer?
A. The cloud provider

B. NIST

C. Regulators

D. The cloud customer

Answer: D
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NEW QUESTION 60
- (Exam Topic 1)
Which of the following management risks can make an organization’s cloud environment unviable? Response:

A. Insider trading

B. VM sprawl

C. Hostile takeover

D. Improper personnel selection

Answer: B

NEW QUESTION 61
- (Exam Topic 1)

The Cloud Security Alliance (CSA) publishes, the Notorious Nine, a list of common threats to organizations participating in cloud computing.

According to the CSA, all of the following activity can result in data loss except

A. Misplaced crypto keys

B. Improper policy

C. Ineffectual backup procedures
D. Accidental overwrite

Answer: B

NEW QUESTION 63
- (Exam Topic 1)
Data labels could include all the following, except: Response:

A. Confidentiality level

B. Distribution limitations

C. Access restrictions

D. Multifactor authentication

Answer: D

NEW QUESTION 64
- (Exam Topic 1)
is the most prevalent protocol used in identity federation.

A.HTTP

B. SAML

C.FTP

D. WS-Federation

Answer: B

NEW QUESTION 67
- (Exam Topic 1)
What are the six components that make up the STRIDE threat model? Response:

A. Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege

B. Spoofing, Tampering, Non-Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege

C. Spoofing, Tampering, Repudiation, Information Disclosure, Distributed Denial of Service, and Elevation of Privilege
D. Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Social Engineering

Answer: A

NEW QUESTION 71
- (Exam Topic 2)
A process for can aid in protecting against data disclosure due to lost devices. Response:

A. User punishment

B. Credential revocation

C. Law enforcement notification
D. Device tracking

Answer: B

NEW QUESTION 76
- (Exam Topic 2)
Which of the following BCDR testing methodologies is least intrusive? Response:

A. Walk-through
B. Simulation
C. Tabletop

D. Full test

Answer:
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C

NEW QUESTION 79

- (Exam Topic 2)

In a Lightweight Directory Access Protocol (LDAP) environment, each entry in a directory server is identified by a
Response:

A. Domain name (DN)

B. Distinguished name (DN)
C. Directory name (DN)

D. Default name (DN)

Answer: B

NEW QUESTION 81

- (Exam Topic 2)

A federated identity system is composed of three main components. Which of the following is NOT one of the three main components?
Response:

A. Identity provider
B. User

C. Relying party
D. API

Answer: D

NEW QUESTION 82

- (Exam Topic 2)

You are the data manager for a retail company; you anticipate a much higher volume of sales activity in the final quarter of each calendar year than the other
quarters.

In order to handle these increased transactions, and to accommodate the temporary sales personnel you will hire for only that time period, you consider
augmenting your internal, on-premises production environment with a cloud capability for a specific duration, and will return to operating fully on-premises after the
period of increased activity.

This is an example of

Response:

A. Cloud framing
B. Cloud enhancement
C. Cloud fragility
D. Cloud bursting

Answer: D

NEW QUESTION 86

- (Exam Topic 2)

Which of the following characteristics is associated with digital rights management (DRM) solutions (sometimes referred to as information rights management, or
IRM)?

Response:

A. Persistence
B. Influence

C. Resistance
D. Trepidation

Answer: A

NEW QUESTION 87
- (Exam Topic 2)
Which of the following is NOT a core component of an SIEM solution? Response:

A. Correlation
B. Aggregation
C. Compliance
D. Escalation

Answer: D

NEW QUESTION 91

- (Exam Topic 2)

You are the IT security manager for a video game software development company. Which of the following is most likely to be your primary concern on a daily
basis?

Response:

A. Health and human safety

B. Security flaws in your products

C. Security flaws in your organization
D. Regulatory compliance
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Answer: C

NEW QUESTION 96

- (Exam Topic 2)

A cloud data encryption situation where the cloud customer retains control of the encryption keys and the cloud provider only processes and stores the data could
be considered a

Response:

A. Threat

B. Risk

C. Hybrid cloud deployment model

D. Case of infringing on the rights of the provider

Answer: C

NEW QUESTION 98
- (Exam Topic 2)
Administrative penalties for violating the General Data Protection Regulation (GDPR) can range up to

Response:

A. US$100,000

B. 500,000 euros

C. 20,000,000 euros
D. 1,000,000 euros

Answer: C

NEW QUESTION 101

- (Exam Topic 2)

Which of the following would NOT be included as input into the requirements gathering for an application or system?
Response:

A. Users

B. Management
C. Regulators
D. Auditors

Answer: D

NEW QUESTION 106
- (Exam Topic 2)
What is the most secure form of code testing and review? Response:

A. Open source

B. Proprietary/internal

C. Neither open source nor proprietary

D. Combination of open source and proprietary

Answer: D

NEW QUESTION 111
- (Exam Topic 2)
Why does the physical location of your data backup and/or BCDR failover environment matter? Response:

A. It may affect regulatory compliance

B. Lack of physical security

C. Environmental factors such as humidity

D. It doesn’'t matte

E. Data can be saved anywhere without consequence

Answer: A

NEW QUESTION 116

- (Exam Topic 2)

Which of the following is not typically included in the list of critical assets specified for continuity during BCDR contingency operations?
Response:

A. Systems

B. Data

C. Cash

D. Personnel

Answer: C

NEW QUESTION 117

The Leader of IT Certification visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version CCSP Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/CCSP-dumps.html (353 Q&AS)

- (Exam Topic 2)
In the cloud motif, the data processor is usually: Response:

A. The party that assigns access rights
B. The cloud customer

C. The cloud provider

D. The cloud access security broker

Answer: C

NEW QUESTION 119
- (Exam Topic 2)
What are the four cloud deployment models? Response:

A. Public, Internal, Hybrid, and Community
B. External, Private, Hybrid, and Community
C. Public, Private, Joint, and Community

D. Public, Private, Hybrid, and Community

Answer: D

NEW QUESTION 124
- (Exam Topic 2)

All of the following are activities that should be performed when capturing and maintaining an accurate, secure system baseline, except

Response:

A. Audit the baseline to ensure that all configuration items have been included and applied correctly
B. Impose the baseline throughout the environment

C. Capture an image of the baseline system for future reference/versioning/rollback purposes

D. Document all baseline configuration elements and versioning data

Answer: B

NEW QUESTION 129
- (Exam Topic 2)
What is a cloud storage architecture that manages the data in a hierarchy of files? Response:

A. Object-based storage
B. File-based storage
C. Database

D. CDN

Answer: B

NEW QUESTION 134

- (Exam Topic 2)

Which security certification serves as a general framework that can be applied to any type of system or application?
Response:

A. ISO/IEC 27001
B. PCI DSS

C. FIPS 140-2

D. NIST SP 800-53

Answer: A

NEW QUESTION 136

- (Exam Topic 2)

All of the following might be used as data discovery characteristics in a content-analysis-based data discovery effort except
Response:

A. Keywords

B. Pattern-matching
C. Frequency

D. Inheritance

Answer: D

NEW QUESTION 140
- (Exam Topic 2)
Which of the following is a possible negative aspect of bit-splitting? Response:

A. It may require trust in additional third parties beyond the primary cloud service provider.

B. There may be cause for management concern that the technology will violate internal policy.
C. Users will have far greater difficulty understanding the implementation.

D. Limited vendors make acquisition and support challenging.
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Answer: A

NEW QUESTION 145

- (Exam Topic 2)

Federation should be to the users.
Response:

A. Hostile

B. Proportional
C. Transparent
D. Expensive

Answer: C

NEW QUESTION 149

- (Exam Topic 2)

When designing a cloud data center, which of the following aspects is not necessary to ensure continuity of operations during contingency operations?
Response:

A. Access to clean water

B. Broadband data connection

C. Extended battery backup

D. Physical access to the data center

Answer: C

NEW QUESTION 151

- (Exam Topic 2)

Which SSAE 16 report is purposefully designed for public release (for instance, to be posted on a company’s website)?
Response:

A.SOC 1
B. SOC 2, Type 1
C. SOC 2, Type 2
D.SOC3

Answer: D

NEW QUESTION 152
- (Exam Topic 2)
can often be the result of inadvertent activity. Response:

A. DDoS
B. Phishing
C. Sprawl
D. Disasters

Answer: C

NEW QUESTION 157

- (Exam Topic 2)

An audit against the will demonstrate that an organization has -adequate security controls to meet its ISO 27001 requirements.
Response:

A. SAS 70 standard

B. SSAE 16 standard

C. ISO 27002 certification criteria
D. NIST SP 800-53

Answer: C

NEW QUESTION 158
- (Exam Topic 2)
Which of the following is NOT a common component of a DLP implementation process? Response:

A. Discovery

B. Monitoring
C. Revision

D. Enforcement

Answer: C

NEW QUESTION 163
- (Exam Topic 2)
Which of these characteristics of a virtualized network adds risks to the cloud environment? Response:
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A. Redundancy
B. Scalability

C. Pay-per-use
D. Self-service

Answer: A

NEW QUESTION 168

- (Exam Topic 2)

From a security perspective, automation of configuration aids in
Response:

A. Enhancing performance

B. Reducing potential attack vectors

C. Increasing ease of use of the systems

D. Reducing need for administrative personnel

Answer: B

NEW QUESTION 169
- (Exam Topic 3)

A user signs on to a cloud-based social media platform. In another browser tab, the user finds an article worth posting to the social media platform. The user clicks
on the platform’s icon listed on the article’s website, and the article is automatically posted to the user’s account on the social media platform.

This is an example of what?
Response:

A. Single sign-on

B. Insecure direct identifiers
C. Identity federation

D. Cross-site scripting

Answer: C

NEW QUESTION 170
- (Exam Topic 3)

Which network protocol is essential for allowing automation and orchestration within a cloud environment? Response:

A. DNSSEC
B. DHCP

C. IPsec

D. VLANs

Answer: B

NEW QUESTION 171
- (Exam Topic 3)
The Brewer-Nash security model is also known as which of the following? Response:

A. MAC

B. The Chinese Wall model
C. Preventive measures

D. RBAC

Answer: B

NEW QUESTION 175
- (Exam Topic 3)
If bit-splitting is used to store data sets across multiple jurisdictions, how may this enhance security? Response:

A. By making seizure of data by law enforcement more difficult

B. By hiding it from attackers in a specific jurisdiction

C. By ensuring that users can only accidentally disclose data to one geographic area
D. By restricting privilege user access

Answer: A

NEW QUESTION 178
- (Exam Topic 3)

Although indirect identifiers cannot alone point to an individual, the more of them known can lead to a specific identity. Which strategy can be used to avoid such a

connection being made?
Response:

A. Masking

B. Anonymization
C. Obfuscation
D. Encryption
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Answer: B

NEW QUESTION 183
- (Exam Topic 3)
Fiber-optic lines are considered part of layer of the OSI model. Response:

o0
~N 0w

Answer: A

NEW QUESTION 188
- (Exam Topic 3)
Which of the following is not a component of the of the STRIDE model? Response:

A. Spoofing

B. Repudiation

C. Information disclosure
D. External pen testing

Answer: D

NEW QUESTION 193
- (Exam Topic 3)
Which type of cloud-based storage is IRM typically associated with? Response:

A. Volume

B. Unstructured
C. Structured
D. Object

Answer: D

NEW QUESTION 198

- (Exam Topic 3)

Cloud environments are based entirely on virtual machines and virtual devices, and those images are also in need of storage within the environment. What type of
storage is typically used for virtual images?

Response:

A. Volume

B. Structured
C. Unstructured
D. Object

Answer: D

NEW QUESTION 199

- (Exam Topic 3)

Which of the following aids in the ability to demonstrate due diligence efforts?
Response:

A. Redundant power lines

B. HVAC placement

C. Security training documentation
D. Bollards

Answer: C

NEW QUESTION 203

- (Exam Topic 3)

What type of redundancy can we expect to find in a datacenter of any tier?
Response:

A. All operational components
B. All infrastructure

C. Emergency egress

D. Full power capabilities

Answer: C

NEW QUESTION 205
- (Exam Topic 3)
DLP solutions can aid all of the following security-related efforts except
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Response:

A. Access control

B. Egress monitoring

C. e-discovery/forensics

D. Data categorization/classification

Answer: A

NEW QUESTION 207

- (Exam Topic 3)

Your company maintains an on-premises data center for daily production activities but wants to use a cloud service to augment this capability during times of
increased demand (cloud bursting).

Which deployment model would probably best suit the company’s needs? Response:

A. Public
B. Private
C. Community
D. Hybrid

Answer: D

NEW QUESTION 212

- (Exam Topic 3)

You are the security manager for a small retail business involved mainly in direct e-commerce transactions with individual customers (members of the public). The
bulk of your market is in Asia, but you do fulfill orders globally.

Your company has its own data center located within its headquarters building in Hong Kong, but it also uses a public cloud environment for contingency backup
and archiving purposes. Your company has decided to expand its business to include selling and monitoring life-support equipment for medical providers.

What characteristic do you need to ensure is offered by your cloud provider? Response:

A. Full automation of security controls within the cloud data center
B. Tier 4 of the Uptime Institute certifications

C. Global remote access

D. Prevention of ransomware infections

Answer: B

NEW QUESTION 216

- (Exam Topic 3)

Which theoretical technology would allow superposition of physical states to increase both computing capacity and encryption keyspace?
Response:

A. All-or-nothing-transform with Reed-Solomon (AONT-RS)
B. Quantum computing

C. Filigree investment

D. Sharding

Answer: B

NEW QUESTION 218

- (Exam Topic 3)

What aspect of a Type 2 hypervisor involves additional security concerns that are not relevant with a Type 1 hypervisor?
Response:

A. Reliance on a host operating system
B. Auditing

C. Proprietary software

D. Programming languages

Answer: A

NEW QUESTION 219

- (Exam Topic 3)

What type of identity system allows trust and verifications between the authentication systems of multiple organizations?
Response:

A. Federated
B. Collaborative
C. Integrated
D. Bidirectional

Answer: A
NEW QUESTION 220
- (Exam Topic 3)

Dynamic application security testing (DAST) is usually considered a form of testing. Response:
White-box
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A. Parched field
B. Black-box
C. Gray-box
D. Parched field

Answer: B

NEW QUESTION 224
- (Exam Topic 3)
Which type of web application monitoring most closely measures actual activity? Response:

A. Synthetic performance monitoring

B. Real-user monitoring (RUM)

C. Security information and event management (SIEM)
D. Database application monitor (DAM)

Answer: B

NEW QUESTION 227
- (Exam Topic 3)
Web application firewalls (WAFs) are designed primarily to protect applications from common attacks like: Response:

A. Syn floods

B. Ransomware

C. XSS and SQL injection
D. Password cracking

Answer: C

NEW QUESTION 228
- (Exam Topic 3)
Which of the following methods of addressing risk is most associated with insurance? Response:

A. Transference
B. Avoidance
C. Acceptance
D. Mitigation

Answer: A

NEW QUESTION 233

- (Exam Topic 3)

What are the objectives of change management? (Choose all that apply.)
Response:

A. Respond to a customer’s changing business requirements while maximizing value and reducing incidents, disruption, and rework
B. Ensure that changes are recorded and evaluated

C. Respond to business and IT requests for change that will disassociate services with business needs

D. Ensure that all changes are prioritized, planned, tested, implemented, documented, and reviewed in a controlled manner

Answer: AB

NEW QUESTION 237
- (Exam Topic 3)
Which of the following is not a security concern related to archiving data for long-term storage? Response:

A. Long-term storage of the related cryptographic keys
B. Format of the data

C. Media the data resides on

D. Underground depth of the storage facility

Answer: D

NEW QUESTION 242

- (Exam Topic 3)

Which of the following is a risk that stems from a virtualized environment? Response:

A. Live virtual machines in the production environment are moved from one host to another in the clear.
B. Cloud data centers can become a single point of failure.

C. ltis difficult to find and contract with multiple utility providers of the same type (electric, water, etc.).

D. Modern SLA demands are stringent and very hard to meet.

Answer: A

NEW QUESTION 243
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- (Exam Topic 3)
In a data retention policy, what is perhaps the most crucial element? Response:

A. Location of the data archive

B. Frequency of backups

C. Security controls in long-term storage
D. Data recovery procedures

Answer: D

NEW QUESTION 248

- (Exam Topic 3)

Your company has just been served with an eDiscovery order to collect event data and other pertinent information from your application during a specific period of
time, to be used as potential evidence for a court proceeding.

Which of the following, apart from ensuring that you collect all pertinent data, would be the MOST important consideration?

Response:

A. Encryption

B. Chain of custody
C. Compression

D. Confidentiality

Answer: B

NEW QUESTION 252
- (Exam Topic 3)
In addition to BCDR, what other benefit can your data archive/backup provide? Response:

A. Physical security enforcement

B. Access control methodology

C. Security control against data breach
D. Identity management testing

Answer: D

NEW QUESTION 254
- (Exam Topic 3)
Security best practices in a virtualized network environment would include which of the following? Response:

A. Using distinct ports and port groups for various VLANSs on a virtual switch rather than running them through the same port
B. Running iSCSI traffic unencrypted in order to have it observed and monitored by NIDS

C. Adding HIDS to all virtual guests

D. Hardening all outward-facing firewalls in order to make them resistant to attack

Answer: A

NEW QUESTION 255
- (Exam Topic 3)
What is the term used to describe loss of access to data because the cloud provider has ceased operation? Response:

A. Closing

B. Vendor lock-out
C. Vendor lock-in
D. Masking

Answer: B

NEW QUESTION 259

- (Exam Topic 3)

Which of the following is perhaps the best method for reducing the risk of a specific application not delivering the proper level of functionality and performance
when it is moved from the legacy environment into the cloud?

Response:

A. Remove the application from the organization’s production environment, and replace it with something else.
B. Negotiate and conduct a trial run in the cloud environment for that application before permanently migrating.
C. Make sure the application is fully updated and patched according to all vendor specifications.

D. Run the application in an emulator.

Answer: B

NEW QUESTION 263

- (Exam Topic 3)

Setting thermostat controls by measuring the temperature will result in the highest energy costs. Response:
A. Server inlet

B. Return air
C. Under-floor
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D. External ambient

Answer: B

NEW QUESTION 267
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