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NEW QUESTION 1
- (Exam Topic 1)
Which of the following are aspects of the AWS shared responsibility model? (Select TWO.)

A. Configuration management of infrastructure devices is the customer’s responsibility.

B. For Amazon S3, AWS operates the infrastructure layer, the operating systems, and the platforms.
C. AWS is responsible for protecting the physical cloud infrastructure.

D. AWS is responsible for training the customer’'s employees on AWS products and services.

E. For Amazon EC2, AWS is responsible for maintaining the guest operating system.

Answer: AC

Explanation:

AWS responsibility “Security of the Cloud” - AWS is responsible for protecting the infrastructure that runs all of the services offered in the AWS Cloud. This
infrastructure is composed of the hardware, software, networking, and facilities that run AWS Cloud services.

Customer responsibility “Security in the Cloud” — Customer responsibility will be determined by the AWS Cloud services that a customer selects. This determines
the amount of configuration work the customer must perform as part of their security responsibilities. For example, a service such as Amazon Elastic Compute
Cloud (Amazon EC?2) is categorized as Infrastructure as a Service (laaS) and, as such, requires the customer to perform all of the necessary security configuration
and management tasks. Customers that deploy an Amazon EC2 instance are responsible for management of the guest operating system (including updates and
security patches), any application software or utilities installed by the customer on the instances, and the configuration of the AWS-provided firewall (called a
security group) on each instance. For abstracted services, such as Amazon S3 and Amazon DynamoDB, AWS operates the infrastructure layer, the operating
system, and platforms, and customers access the endpoints to store and retrieve data. Customers are responsible for managing their data (including encryption
options), classifying their assets, and using IAM tools to apply the appropriate permissions.

Shared_Responsibility_Model_V2

CUSTOMER DATA

CUSTOMER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT
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NEW QUESTION 2
- (Exam Topic 1)
Which AWS service allows for file sharing between multiple Amazon EC2 instances?

A. AWS Direct Connect

B. AWS Snowball Edge

C. AWS Backup

D. Amazon Elastic File System (Amazon EFS)

Answer: D

Explanation:
Amazon EFS provides shared file storage for use with compute instances in the AWS Cloud and on-premises servers. Applications that require shared file access
can use Amazon EFS for reliable file storage delivering high aggregate throughput to thousands of clients simultaneously.

NEW QUESTION 3

- (Exam Topic 1)

A company wants to use a template to reliably provision, manage, and update its infrastructure in the AWS Cloud. Which AWS service will meet these
requirements?

A. AWS Lambda

B. AWS CloudFormation
C. AWS Fargate

D. AWS CodeDeploy

Answer: B

NEW QUESTION 4

- (Exam Topic 1)

A developer is working on enhancing applications at AWS. The developer needs a service that can securely host GitHub-based code, repositories, and version
controls. Which AWS service should the developer use?

A. AWS CodeStar

B. Amazon CodeGuru
C. AWS CodeCommit
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D. AWS CodePipeline

Answer: C

NEW QUESTION 5

- (Exam Topic 1)

A company wants to improve the overall availability and performance of its applications that are hosted on AWS.
Which AWS service should the company use?

A. Amazon Connect

B. Amazon Lightsail

C. AWS Global Accelerator
D. AWS Storage Gateway

Answer: C

NEW QUESTION 6

- (Exam Topic 1)

A company plans to launch an application that will run in multiple locations within the United States. The company needs to identify the two AWS Regions where
the application can operate at the lowest price. Which AWS service or feature should the company use to determine the Regions that offer the lowest price?

A. Cost Explorer

B. AWS Budgets

C. AWS Trusted Advisor
D. AWS Pricing Calculator

Answer: C

Explanation:
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/

NEW QUESTION 7
- (Exam Topic 1)
Which of the following are characteristics of a serverless application that runs in the AWS Cloud? (Select TWO.)

A. Users must manually configure Amazon EC2 instances.
B. Users have a choice of operating systems.

C. The application has built-in fault tolerance.

D. Users can run Amazon EC2 Spot Instances.

E. The application can scale based on demand.

Answer: CE

NEW QUESTION 8
- (Exam Topic 1)
Which AWS service can be used to provide an on-demand, cloud-based contact center?

A. AWS Direct Connect

B. Amazon Connect

C. AWS Support Center

D. AWS Managed Services

Answer: B

Explanation:
https://aws.amazon.com/connect/

NEW QUESTION 9
- (Exam Topic 1)
Which pillar of the AWS Well-Architected Framework includes the continual improvement of processes and procedures as a priority?

A. Cost optimization

B. Reliability

C. Performance efficiency
D. Operational excellence

Answer: B

NEW QUESTION 10

- (Exam Topic 1)

A company is running an Amazon EC2 instance in a VPC.

Which of the following can the company use to route and filter incoming network requests for the EC2 instance?

A. Route tables and web application firewalls

B. Security groups and route tables
C. Security groups and a network intrusion system
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D. Route tables and AWS Shield

Answer: B

NEW QUESTION 10

- (Exam Topic 1)

A company is moving its virtual machines (VMs) from an on-premises environment to the AWS Cloud. The company plans to deploy Amazon EC2 instances.
Which cloud computing model will the company use in this scenario?

A. Platform as a service (PaaS)
B. Infrastructure as a service (laaS)
C. Function as a service (FaaS)
D. Software as a service (SaaS)

Answer: B

NEW QUESTION 13
- (Exam Topic 1)
Which pillar of the AWS Well-Architected Framework includes the continual improvement of processes and procedures as a priority?

A. Cost optimization

B. Reliability

C. Performance efficiency
D. Operational excellence

Answer: C

NEW QUESTION 18

- (Exam Topic 1)

A company with AWS Enterprise Support needs help understanding its monthly AWS bill and wants to implement billing best practices. Which AWS tool or
resource is available to accomplish these goals?

A. Resource tagging

B. AWS Concierge Support team
C. AWS Abuse team

D. AWS Support

Answer: B

NEW QUESTION 20
- (Exam Topic 1)
Which AWS service or feature enables users to get one bill and easily track charges for multiple AWS accounts?

A. AWS Organizations

B. Cost Explorer

C. AWS Trusted Advisor

D. AWS Management Console

Answer: A

Explanation:

You can use the consolidated billing

feature in AWS Organizations to consolidate billing and payment for

multiple AWS accounts or multiple Amazon Internet Services Pvt. Ltd (AISPL) accounts. Every organization in AWS Organizations has a management account
that pays the charges of all the member accounts.

NEW QUESTION 21
- (Exam Topic 1)
Which AWS service can help a company detect an outage of its website servers and redirect users to alternate servers?

A. Amazon CloudFront
B. Amazon GuardDuty
C. Amazon Route 53

D. AWS Trusted Advisor

Answer: D
Explanation:

Amazon Route 53 with DNS Failover, Amazon Route 53 can help detect an outage of your website and redirect your end users to alternate locations where your
application is operating properly.

NEW QUESTION 26
- (Exam Topic 1)
Which of the following is an AWS Well-Architected Framework design principle for operational excellence in the AWS Cloud?

A. Go global in minutes.
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B. Make frequent, small, reversible changes.
C. Implement a strong foundation of identity and access management.
D. Stop spending money on hardware infrastructure for data center operations.

Answer: B
Explanation:
Table Description automatically generated
Name Description
Operational The ability to support development and run workloads effectively, gain insight into thear
g operations, and to continuously improve supporting processes and procedures to deliver
Excellence A
lbusiness value,
et The security pillar deseribes how to take advantage of cloud technologies to protect data,
. systems, and assats in a way thar can improve Your security posturs.
The reliabality pillar encompasses the ability of a workload to perform its intended
ik function correctly and consistently when it's expectad to. This mncludes the ability to
Rehabilitv * s ; : 2 Ll
; operate and test the workload through its total lifecwcle, This paper provides in-depth,
[[best practice guidance for implementing reliable workloads on AWS,
Performance  |The ability 1o use computing resources efficiently to meet system requirements, and to
Efficiency [maintain that efficiency as demand changes and rechnologies evolve.
Cost : ; : i
i The abality to run svstems to deliver business value at the lowest price point.
Oiptimiration
The ability to continually impreve sustanability wnpacts by reducing energy
i Ry consumption and increasing efficiency across all components of a workload by
Sustain ablilh‘ o 0 : b
* |maximizing the benefits from the provisioned resources and mumnuzing the total
resources required

NEW QUESTION 30
- (Exam Topic 1)
Which task can a company complete by using AWS Organizations?

A. Track application deployment statuses globally.

B. Remove unused and underutilized AWS resources across all accounts.
C. Activate DDoS protection across all accounts.

D. Share pre-purchased Amazon EC2 resources across accounts.

Answer: C

Explanation:

Using AWS Organizations, you can programmatically create new AWS accounts and allocate resources, group accounts to organize your workflows, apply policies

to accounts or groups for governance, and simplify billing by using a single payment method for all of your accounts.

NEW QUESTION 34
- (Exam Topic 1)
What is a benefit of using AWS serverless computing?

A. Application deployment and management are not required.
B. Application security will be fully managed by AWS.

C. Monitoring and logging are not needed.

D. Management of infrastructure is offloaded to AWS.

Answer: D

Explanation:

Serverless computing allows you to build and run applications and services without thinking about servers. With serverless computing, your application still runs on
servers, but all the server management is done by AWS.

NEW QUESTION 39
- (Exam Topic 1)

A company needs to report on events that involve the specific AWS services that the company uses.
Which AWS service or resource can the company use with Amazon CloudWatch to meet this requirement?

A. Amazon Inspector

B. AWS Personal Health Dashboard
C. AWS Trusted Advisor

D. AWS Cloud Trail logs

Answer: B

NEW QUESTION 42
- (Exam Topic 1)

A company needs an AWS Support plan that provides programmatic case management through the AWS Support API.

Which support plan will meet this requirement MOST cost-effectively?

A. AWS Business Support
B. AWS Basic Support
C. AWS Developer Support
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D. AWS Enterprise Support

Answer: B

NEW QUESTION 43

- (Exam Topic 1)

A company is planning to build a workload in the AWS Cloud. The company needs to estimate the costs of the network, compute, storage, and database for the
workload. Which AWS service or tool should the company use to generate this estimate?

A. AWS Budgets

B. AWS Organizations

C. Cost Explorer

D. AWS Pricing Calculator

Answer: D

Explanation:
To estimate a bill, use the AWS Pricing Calculator. Choose Create estimate, and then choose your planned resources by service.

NEW QUESTION 46
- (Exam Topic 1)
A company is moving its on-premises NoSQL database to the AWS Cloud Which AWS service should the company use for the NoSQL database?

A. Amazon Redshift

B. Amazon RDS for MySQL

C. Amazon Quantum Ledger Database (Amazon QLDB)
D. Amazon DynamoDB

Answer: D

NEW QUESTION 50
- (Exam Topic 1)
Which of the following consists of one or more isolated data centers in the same regional area that are interconnected through low-latency networks?

A. Availability Zone
B. Edge location

C. AWS Region

D. Private networking

Answer: A

NEW QUESTION 52

- (Exam Topic 1)

A system automatically recovers from failure when a company launches its workload on the AWS Cloud services platform. Which pillar of the AWS Well-
Architected Framework does this situation demonstrate?

A. Reliability

B. Cost optimization

C. Performance efficiency
D. Operational excellence.

Answer: A

Explanation:

https://aws.amazon.com/blogs/apn/the-6-pillars-of-the-aws-well-architected-framework/

Built around six pillars—operational excellence, security, reliability, performance efficiency, cost optimization, and sustainability—AWS Well-Architected provides a
consistent approach for customers and partners to evaluate architectures and implement scalable designs.

Reliability

The Reliability pillar encompasses the ability of a workload to perform its intended function correctly and consistently when it's expected to. This includes the
ability to operate and test the workload through its total lifecycle. You can find prescriptive guidance on implementation in the Reliability Pillar whitepaper.

NEW QUESTION 54

- (Exam Topic 1)

A retail company is migrating its IT infrastructure applications from on premises to the AWS Cloud. Which costs will the company eliminate with this migration?
(Select TWO.)

A. Cost of data center operations

B. Cost of application licensing

C. Cost of marketing campaigns

D. Cost of physical server hardware
E. Cost of network management

Answer: AD

NEW QUESTION 55
- (Exam Topic 1)
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What is a benefit of moving to the AWS Cloud in terms of improving time to market?

A. Decreased deployment speed
B. Increased application security
C. Increased business agility

D. Increased backup capabilities

Answer: C

NEW QUESTION 56
- (Exam Topic 1)

Which AWS service decouples application components so that the components run independently?

A. Amazon Simple Notification Service (Amazon SNS)
B. Amazon Simple Workflow Service (Amazon SWF)
C. AWS Glue

D. Amazon Simple Queue Service (Amazon SQS)

Answer: D

Explanation:

Amazon SQS is a fully managed message queuing service that makes it easy to decouple and scale microservices, distributed systems, and serverless
applications. Amazon SQS lets you decouple application components so that they run and fail independently, increasing the overall fault tolerance of the system.

NEW QUESTION 59
- (Exam Topic 1)

Who can create and manage access keys for an AWS account root user?

A. The AWS account owner

B. An IAM user that has administrator permissions
C. IAM users within a designated group

D. An IAM user that has the required role

Answer: A

Explanation:

Anyone who has root user credentials for your AWS account has unrestricted access to all the resources in your account, including billing information. When you

create access keys, you create the access key ID and secret access key as a set.

NEW QUESTION 60
- (Exam Topic 2)

A developer wants to deploy an application on a container-based service. The service must automatically provision and manage the backend instances. The

service must provision only the necessary resources. Which AWS service will meet these requirements?

A. Amazon EC2

B. Amazon Lightsail

C. Amazon Elastic Kubermetes Service (Amazon EKS)
D. AWS Margate

Answer: D

NEW QUESTION 65
- (Exam Topic 2)
What are characteristics of AWS IAM users and groups? (Select TWO.)

A. Groups can be nested and can contain other groups.

B. A user can be a member of multiple groups

C. Groups can contain users only and cannot be nested

D. A user can only be a member of a single group at one time.
E. All new users are automatically added to a default group

Answer: BC

NEW QUESTION 67
- (Exam Topic 2)

A company is developing a new Node.js application. The application must have a scalabe NoSQL database to meet increasing demand as the popularity of the

application grown.
Which AWS services will meet the requirements for the database?

A. Amazon Aurora Serverless
B. Amazon ElastiCache

C. Amazon DynamocDB

D. Amazon Redshift

Answer: C

NEW QUESTION 69
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- (Exam Topic 2)
Which AWS service provides intelligent recommendations to improve code quality and identify an application is most expensive lines of code?

A. Amazon CodeGuru
B. AWS CodeStar

C. AWS CodeCommit
D. AWS CodeDeploy

Answer: A

NEW QUESTION 74

- (Exam Topic 2)

A company uses Amazon EC2 infrastructure to host steady-stale workloads and needs to achieve significant cost savings. Which EC2 instance pricing model
should the company select?

A. Reserved instances
B. On-Demand instances
C. Spot Instances

D. Dedicated Hosts

Answer: A

Explanation:

Instances that must be online all the time and have steady or predictable traffic Any baseline usage, while using On-Demand or Spot Instances for bursts
Applications that might require reserved capacity Customers who can commit to using EC2 over a one-year or 3-year term
https://aws.amazon.com/blogs/startups/optimizing-your-costs-for-aws-services-part-1/

NEW QUESTION 78
- (Exam Topic 2)
Which of the following are security principles in the AWS Well-Architected Framework? (Select TWO.)

A. Analyze and attribute expenditures

B. Monitor, alert and audit actions and changes to AWS resources
C. Deploy globally in minutes

D. Protect data in transit and at rest

E. Perform operations as code

Answer: BD

NEW QUESTION 81

- (Exam Topic 2)

A company is running a regulated Linux-based application. The application must run every Ft day horn 8 AM until midnight. The application is critical and cannot
be interrupted Which Amazon EC2 instance purchasing option meets this requirement MOST cost-effectively?

A. On-Demand Capacity Reservation with Savings Plan
B. Spot instances

C. Regional Reserved Instances

D. Dedicated Hosts

Answer: A

NEW QUESTION 86
- (Exam Topic 2)
Which of the following gives a company the ability to take advantage of tiered pricing for services across multiple AWS member accounts?

A. AWS Organizations service control policies (SCPs)
B. AWS Organizations consolidated billing

C. All upfront Reserved Instances

D. Cost Explorer utilization reports

Answer: B

NEW QUESTION 87
- (Exam Topic 2)
Which design principles of the AWS Well-Architected Framework help increase reliability? (Select TWO.)

A. Automatically recover from failure.

B. Enable traceability.

C. Scale horizontally to increase workload availability.
D. Automate security best practices.

E. Keep people away from data.

Answer: AC
Explanation:
Reliability

The Reliability pillar encompasses the ability of a workload to perform its intended function correctly and consistently when it’'s expected to. This includes the
ability to operate and test the workload through its total lifecycle. You can find prescriptive guidance on implementation in the Reliability Pillar whitepaper.
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Design Principles

There are five design principles for reliability in the cloud:

> Automatically recover from failure

> Test recovery procedures

> Scale horizontally to increase aggregate workload availability

> Stop guessing capacity

> Manage change in automation
https://aws.amazon.com/blogs/apn/the-6-pillars-of-the-aws-well-architected-framework/

NEW QUESTION 88
- (Exam Topic 2)
What is the MOST secure way lo store passwords on AWS?

A. Store passwords in an Amazon S3 bucket

B. Store passwords as AWS CloudFormation parameters
C. Store passwords in AWS Storage Gateway

D. Store passwords in AWS Secrets Manager

Answer: D

NEW QUESTION 90

- (Exam Topic 2)

A company has acquired several other companies. All the companies host their IT infrastructure in the AWS Cloud. Which AWS service should the acquiring
company use to centralize the account management?

A. AWS Systems Manager
B. AWS Organizations

C. AWS Security Hub

D. Amazon Workspaces

Answer: B

NEW QUESTION 91
- (Exam Topic 2)
Which task is the responsibility of the customer according to the AWS snared responsibility model?

A. Patch the Amazon DynamoDB operating system

B. Secure Amazon CloudFront edge locations by allowing physical access according to the principle of least privilege
C. Protect the hardware that runs AWS services

D. Use AWS Identity and Access Management (IAM) according to the principle of least privilege

Answer: D

NEW QUESTION 95
- (Exam Topic 2)
A company wants to use a server less compute service for an application. When AWS service will meet tins requirement?

A. AWS Lambda

B. AWS CloudFormation
C. AWS Elastic Beanstalk
D. Elastic Load Balancing

Answer: A

NEW QUESTION 97

- (Exam Topic 2)

A company plans to migrate complex legacy systems to AWS. The company will use several operating systems multiple databases and multiple programming
languages. Which benefit of the AWS Cloud does this scenario represent?

A. Scalability
B. Flexibility
C. Reliability
D. Security

Answer: B

NEW QUESTION 102

- (Exam Topic 2)

Which AWS service provides managed DDoS protection?
A. AWS Firewall Manager

B. AWS Shield

C. Amazon GuardDuty

D. Amazon Inspector

Answer: B
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NEW QUESTION 103

- (Exam Topic 2)

A company wants to offer direct phone and chat channels for customer service. The company needs a pay-as-you-go solution that remote customer service agents
can use to create and manage voice and chat contact flows.

Which AWS service will meet these requirements?

A. Amazon EventBridge (Amazon CloudWatch Events)
B. Amazon Connect

C. Amazon Cognito

D. AWS Direct Connect

Answer: B

NEW QUESTION 105

- (Exam Topic 2)

A user needs the ability to access as many resources as are needed. The user also needs the ability to scale up and scale down with only a few minutes of notice.
Which benefit of the AWS Cloud describes these abilities?

A. Ratability

B. Economy of scale

C. Elasticity

D. Pay-as-you-go pricing

Answer: C

NEW QUESTION 107

- (Exam Topic 2)

A company stores several terabytes of data in an Amazon S3 bucket. The company needs to query the data by using standard SQL and does not want to set up
infrastructure. Which AWS service should the company use to meet these. requirements?

A. Amazon RDS

B. Amazon Redshift
C. Amazon Athena
D. Amazon EC2

Answer: C

Explanation:
"Amazon Athena is an interactive query service that makes it easy to analyze data in Amazon S3 using standard SQL. Athena is serverless, so there is no
infrastructure to setup or manage, and you can start analyzing data immediately."

NEW QUESTION 110

- (Exam Topic 2)

A company wants to design its cloud architecture so that its workloads are resilient can consistently perform their intended functions correctly and can recover from
failure quickly. Which pillar of the AWS

Well-Architected Framework does this architecture represent?

A. Security

B. Performance efficiency
C. Operational excellence
D. Reliability

Answer: D

NEW QUESTION 112
- (Exam Topic 2)
Which AWS service or feature will search for and identify AWS resources that are stared externally?

A. Amazon OpenSearch Service (Amazon Elasticsearch Service)
B. AWS Control Tower

C. AWS IAM Access Analyzer

D. AWS Fargate

Answer: C

NEW QUESTION 116

- (Exam Topic 2)

Which AWS service will help a company plan a migration to AWS by collecting the configuration usage and behavior data of on-premises data centers?
A. AWS Resource Groups

B. AWS Application Discovery Service

C. AWS Service Catalog

D. AWS Systems Manager

Answer: B
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NEW QUESTION 118

- (Exam Topic 3)

A company wants the ability to accommodate peak application usage without purchasing equipment for on-premises data centers.
Which AWS Cloud benefit is the company seeking?

A. High availability
B. Security

C. Reliability

D. Elasticity

Answer: D

NEW QUESTION 119
- (Exam Topic 3)
Which combination of AWS services or features can a company use to encrypt data in transit and data at rest? (Select TWO.)

A. AWS Lambda

B. AWS Key Management Service (AWS KMS)
C. Amazon CloudWatch metrics

D. AWS Certificate Manager (ACM)

E. AWS Systems Manager

Answer: BD

NEW QUESTION 121

- (Exam Topic 3)

A company provides Amazon Workspaces to its remote employees. The company wants to prevent employees from using their virtual desktops to visit specific
websites that are known to be malicious.

Which AWS service should the company use to meet this requirement?

A. AWS Shield Advanced
B. Amazon Route 53

C. Amazon GuardDuty
D. AWS Network Firewall

Answer: D

Explanation:

https://aws.amazon.com/blogs/desktop-and-application-streaming/filtering-internet-traffic-from-amazon-worksp AWS Network Firewall extends protection beyond
SG- and NACL-levels by protecting at the route level and offering stateless and stateful rules from layers 3 through 7 in the OSI Model. It uses the certificate fully
gualified domain name (FQDN) or Server Name Indication (SNI) to determine if a website is allowed for HTTPS traffic. This is a commonly requested security
requirement. Reviewing these design examples of AWS Network Firewall will accelerate your migration to Amazon WorkSpaces. AWS Network Firewall is a
managed service, with no infrastructure to manage or patch you can simplify operational excellence. Native settings for advanced filtering (including domain
name), and network traffic inspection can alert and block traffic related to malware. It also has layer 7 intrusion prevent system (IPS) rules, and the ability to apply
TLS fingerprinting to prevent a spoofed IP or FQDN.

NEW QUESTION 124

- (Exam Topic 3)

A company needs a content delivery network that provides secure delivery of data, videos, applications, and APIs to users globally with low latency and high
transfer speeds.

Which AWS service meets these requirements?

A. Amazon CloudFront

B. Elastic Load Balancing

C. Amazon S3

D. Amazon Elastic Transcoder

Answer: A

NEW QUESTION 126

- (Exam Topic 3)

A company wants its Amazon EC2 instance to share the same geographic area but use redundant underlying power sources.
Which solution will meet these requirements?

A. Use EC2 instance across multiple Availability Zones in the same AWS Region.
B. Use Amazon CloudFront as the database for the EC2 instances.

C. Use EC2 instances in the same edge location and the same Availability Zone.
D. Use EC2 instances in AWS OpsWorks stacks in different AWS Regions.

Answer: A

NEW QUESTION 127

- (Exam Topic 3)

Which AWS benefit enables users to deploy cloud infrastructure that consists of multiple geographic regions connected by a network with low latency, high

throughput, and redundancy?

A. Economies of scale
B. Security
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C. Elasticity
D. Global reach

Answer: D

NEW QUESTION 131
- (Exam Topic 3)
Which AWS service or resource is serverless?

A. AWS Snowball Edge

B. Amazon EC2

C. Amazon Elastic kubernetes Service (Amazon EKS)
D. Amazon API Gateway

Answer: D

NEW QUESTION 133
- (Exam Topic 3)

Which AWS services use cloud-native storage that provides replication across multiple Availability Zones by default? (Choose two.)

A. Amazon ElastiCache

B. Amazon RDS for Oracle

C. Amazon Neptune

D. Amazon DocumentDB (with MongoDB compatibility)
E. Amazon Redshift

Answer: BE

NEW QUESTION 135
- (Exam Topic 3)
Which of the following is an architectural design principle of the AWS Well-Architected Framework?

A. Loosely couple components

B. Build monolithic systems

C. Scale vertically, not horizontally
D. Use third-party software

Answer: A

NEW QUESTION 140
- (Exam Topic 3)
What is the recommended use case for Amazon EC2 On-Demand Instances?

A. A steady-state workload that requires a particular EC2 instance configuration for a long period of time
B. A workload that can be interrupted for a project that requires the lowest possible cost

C. An unpredictable workload that does not require a long-team commitment

D. A workload that is expected to run for longer than 1 year

Answer: B

NEW QUESTION 143
- (Exam Topic 3)

Which pillar of the AWS Well-Architected Framework includes the design principle of defining workloads, applications, and infrastructure as code (IaC)?

A. Operational excellence
B. Reliability

C. Performance efficiency
D. Security

Answer: A

NEW QUESTION 144
- (Exam Topic 3)

A company is building AWS architecture to deliver real-time data feeds from an on-premises data center into an application that runs on AWS. The company needs

a consistent network connection with minimal latency.

What should the company use to connect the application and the data center to meet these requirements?

A. AWS Direct Connect
B. Public internet

C. AWS VPN

D. Amazon Connect

Answer: D

NEW QUESTION 146
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- (Exam Topic 3)

A company runs an application in the AWS Cloud. The level of traffic to the application vary throughout the week. The company wants to increase the reliability of

its application at all times, even during times of high traffic.
Which combination of steps will meet this requirement? (Select TWO.)

A. Test recovery procedures.

B. Purchase instance weekly based on the previous week’s high traffic points.

C. Handle software failures automatically.
D. Scale the application vertically.
E. Make all changes in the environment manually.

Answer: CD

NEW QUESTION 151
- (Exam Topic 3)
Which AWS service can convert taxi 10 lifelike speech?

A. Amazon Policy

B. Amazon Textract

C. Amazon Transcribe
D. Amazon Comprehend

Answer: C

NEW QUESTION 155
- (Exam Topic 3)

An ecommerce company plans move its data center workload to the AWS Cloud to support highly dynamic usage patterns.
Which benefit make the AWS Cloud cost-effective for the migration of this type of workload? (Select TWO.)

A. Reliability

B. Security

C. Elasticity

D. Pay-as-you-go resource pricing
E. High availability

Answer: CD

NEW QUESTION 160
- (Exam Topic 3)

A company needs to transfer 60 TB of data to the AWS Cloud in a secure manner. Which of the following should the company use to meet these requirements?

A. AWS Snowball Edge device

B. Amazon Elastic Block Store (Amazon EBS)
C. Amazon Elastic File System (Amazon EFS)
D. Amazon S3

Answer: A

Explanation:

https://aws.amazon.com/blogs/storage/migrating-hundreds-of-tb-of-data-to-amazon-s3-with-aws-datasync/

NEW QUESTION 163
- (Exam Topic 3)

A developer needs to use a standardized template to create copies of a company's AWS architecture for development, test, and production environments. Which

AWS service should the developer use to meet this requirement?

A. AWS Cloud Map

B. AWS CloudFormation
C. Amazon CloudFront
D. AWS CloudTrail

Answer: B

NEW QUESTION 164
- (Exam Topic 3)

A company needs network access to be restricted to an Amazon EC2 instance for certain ports. Which AWS services or features will support this requirement?

(Select TWO.)

A. Amazon Elastic Block Store (Amazon EBS)
B. Network ACLs

C. IAM Password rotation policy

D. Security groups

E. Amazon Route 53 record sets

Answer: BD

NEW QUESTION 169
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- (Exam Topic 3)

Which AWS services or resources can a company use directly on its on-premises servers? (Choose two.)

A. AWS OpsWorks

B. AWS CloudFormation

C. AWS Storage Gateway

D. Application Load Balancer
E. Amazon Cognito

Answer: AC

Explanation:

AWS OpsWorks- They work great with EC2 & On-Premises VM AWS Storage Gateway is a set of hybrid cloud storage services that provide on-premises access

to virtually unlimited cloud storage. https://aws.amazon.com/storagegateway/

NEW QUESTION 173
- (Exam Topic 3)

A company needs the historical cost and service usage details of its Amazon EC2 instances. Which AWS service or tool will provide this information?

A. AWS Budgets

B. Amazon Forecast

C. AWS Cost Explorer

D. AWS Pricing Calculator

Answer: C

Explanation:

AWS Cost Explorer helps you visualize, understand, and manage your AWS costs and usage over a daily or monthly granularity. You can also access your data

with further granularity by enabling hourly and resource level granularity.

NEW QUESTION 177
- (Exam Topic 3)

An ecommerce company has migrated its IT infrastructure from an on-premises data center to the AWS Cloud. Which cost is the company's direct responsibility?

A. Cost of application software licenses

B. Cost of the hardware infrastructure on AWS

C. Cost of power for the AWS servers

D. Cost of physical security for the AWS data center

Answer: A

NEW QUESTION 180
- (Exam Topic 3)
Which AWS service provides a virtual desktop solution?

A. Amazon EC2

B. AWS Elastic Beanstalk
C. AWS System Manager
D. Amazon Workspaces

Answer: C

NEW QUESTION 183
- (Exam Topic 3)

A company is planning to configure multi-factor authentication (MFA) for a business application. The company needs to use text messages to distribute one-time

passwords to us customers worldwide. When AWS service should the company use to meet this requirement?

A. Amazon EventBridge (Amazon CloudWatch Events)
B. AWS identity and Access Management (IAM)

C. Amazon Simple Notification Service (Amazon SNS)
D. Amazon Connect

Answer: C

NEW QUESTION 187
- (Exam Topic 3)

A company has a serverless application that includes an Amazon API Gateway API, an AWS Lambda function, and an Amazon DynamoDB database.

Which AWS service can the company use to trace user requests as they move through the application's components?

A. AWS CloudTrail

B. Amazon CloudWatch
C. Amazon Inspector
D. AWS X-Ray
Answer: D

Explanation:
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X- ray - https://aws.amazon.com/xray/ CloudTrail - audit
Cloudwatch - monitor
Inspector - vulnerability management X-Ray — tracing

NEW QUESTION 191
- (Exam Topic 3)
Which of the following is included within the security pillar of the AWS Well-Architected Framework?

A. Identity federation
B. Data protection

C. Incident reporting
D. Disaster recovery

Answer: B

NEW QUESTION 194
- (Exam Topic 3)
Which characteristic of the AWS Cloud helps users eliminate underutilized CPU capacity?

A. Agility

B. Elasticity
C. Reliability
D. Durability

Answer: B

NEW QUESTION 198

- (Exam Topic 3)

A company needs to block SQL injection attacks.

Which AWS service or feature provides this functionality?

A. AWS WAF

B. Network ACLs

C. Security groups

D. AWS Trusted Advisor

Answer: A

NEW QUESTION 201

- (Exam Topic 3)

A company needs to migrate all of its development teams to a cloud-based integrated development environment (IDE).
Which AWS service should the company use?

A. AWS CodeBuild

B. AWS Cloud9

C. AWS OpsWorks

D. AWS Cloud Development Kit (AWS CDK)

Answer: B

Explanation:

cloud-based integrated devWS Cloud9 is an integrated development environment, or IDE. The AWS Cloud9 IDE offers a rich code-editing experience with support
for several programming languages and runtime debuggers, and a built-in terminal.elopment environment (IDE)

https://aws.amazon.com/es/cloud9/details/ AWS Cloud9 es un entorno de desarrollo integrado (IDE) basado en la nube que le permite escribir, ejecutar y depurar
codigo desde cualquier equipo con tan solo un navegador.

NEW QUESTION 202
- (Exam Topic 3)
Where can AWS users review answers to frequently asked questions about security in the AWS Cloud?

A. AWS Trusted Advisor

B. AWS Knowledge Center
C. AWS Support Center

D. AWS Artifact

Answer: B
Explanation:

https://aws.amazon.com/premiumsupport/knowledge-center/

NEW QUESTION 204
- (Exam Topic 3)
Which AWS service should a company use to provision, manage, and deploy SSL/TLS certificates?

A. AWS Secrets Manager

B. Amazon Inspector
C. AWS CodeDeploy
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D. AWS Certificate Manager (ACM)

Answer: D

NEW QUESTION 208
- (Exam Topic 3)
Which of the following are pillars of the AWS Well-Architected Framework? (Select TWO.)

A. Resource scalability

B. Performance efficiency
C. System elasticity

D. Agile development

E. Operational excellence

Answer: BE

Explanation:

Creating a software system is a lot like constructing a building. If the foundation is not solid, structural problems can undermine the integrity and function of the
building. When architecting technology solutions, if you neglect the six pillars of operational excellence, security, reliability, performance efficiency, cost
optimization, and sustainability, it can become challenging to build a system that delivers on your expectations and requirements. Incorporating these pillars into
your architecture will help you produce stable and efficient systems. This will allow you to focus on the other aspects of design, such as functional requirements.
Pillars

Operational excellence Security

Reliability Performance efficiency Cost optimization Sustainability

NEW QUESTION 210
- (Exam Topic 3)
Which AWS benefit is demonstrated by on-demand technology services that enable companies to replace upfront fixed expenses with variable expenses?

A. High availability

B. Economies of scale
C. Pay-as-you-go pricing
D. Global reach

Answer: C

NEW QUESTION 211
- (Exam Topic 3)
An application runs on multiple Amazon EC2 instances that access a shared file system simultaneously. Which AWS storage service should be used?

A. Amazon EBS
B. Amazon EFS
C. Amazon S3

D. AWS Artifact

Answer: B

Explanation:

Amazon EFS provides secure access for thousands of connections for Amazon EC2 instances and on-premises servers, as well as AWS compute services,
including ECS, EKS, AWS Fargate, and AWS Lambda, simultaneously using a traditional file permissions model, file locking capabilities, and hierarchical directory
structure via the NFSv4 protocol. Amazon EC2 instances can access your file system across AZs, regions, and VPCs, while on-premises servers can access using
AWS Direct Connect or AWS VPN.

NEW QUESTION 214
- (Exam Topic 3)
Using Amazon Elastic Container Service (Amazon ECS) to break down a monolithic architecture into microservices is an example of:

A. a loosely coupled architecture.
B. a tightly coupled architecture.
C. a stateless architecture.

D. a stateful architecture.

Answer: A

NEW QUESTION 218

- (Exam Topic 3)

A company needs an AWS service that will continuously monitor the company's AWS account for suspicious activity. The service must have the ability to initiate
automated actions against threats that are identified in the security findings.

Which service will meet these requirements?

A. AWS Trusted Advisor
B. Amazon Detective

C. Amazon Inspector

D. Amazon GuardDuty

Answer: D

Explanation:
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Amazon GuardDuty is a threat detection service that continuously monitors your AWS accounts and workloads for malicious activity and delivers detailed security
findings for visibility and remediation.
https://aws.amazon.com/guardduty/

NEW QUESTION 220

- (Exam Topic 3)

A company needs to manage multiple login across AWS accounts within the same organization in AWS Organizations.
Which AWS service should the company use to meet this requirement?

A. Amazon VPC

B. Amazon GuardDuty

C. Amazon Cognito

D. AWS IAM Identify Center (AWS Single Sign-on)

Answer: D

NEW QUESTION 222
- (Exam Topic 3)
A company wants its Amazon EC2 instances to provide a low-latency static website to global users. What should the company do to meet this requirement?

A. Use the EC2 instances in multiple edge locations.

B. Use an Application Load Balancer with the EC2 instances configured as the target.
C. Use the EC2 instances in the same Availability Zone but in different AWS Regions.
D. Use Amazon CloudFront with the EC2 instances configured as the source.

Answer: C

NEW QUESTION 224

- (Exam Topic 3)

A company has an application that stores a high volume of unstructured data and session history. The company needs to scale the application reliably to millions
of concurrent users while ensuring consistent low latency.

Which AWS service meets these requirements?

A. Amazon RDS for MariaDB

B. Amazon DynamoDB

C. Amazon RDS for SQL Server
D. Amazon Redshift

Answer: B

NEW QUESTION 229

- (Exam Topic 3)

A company wants to build an application that consists entirely of microservices. Which AWS Cloud architecture design principle supports this goal?
A. Think parallel

B. Implement elasticity

C. Stop guessing capacity

D. Decouple components

Answer: D

NEW QUESTION 233
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