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NEW QUESTION 1
Which two sources provide data to Cisco Advanced Web Security Reporting to create dashboards? (Choose two.)

A. Cisco WSA devices

B. Cisco ISE

C. Cisco ASAv

D. Cisco Security MARS

E. Cisco Cloud Web Security gateways

Answer: AE

NEW QUESTION 2
Which two configuration options are available on a Cisco WSA within a decryption policy? (Choose two.)

A. Pass Through
B. Warn

C. Decrypt

D. Allow

E. Block

Answer: AC

NEW QUESTION 3
Refer to the exhibit.

Currently configured logs:

“accesslogs” Type: “Access Logs™ Retrieval: FTP Poll

“amp logs” Type: “AMP Engine Logs™ Retrieval: FTP Poll

“authlogs™ Type: “Authentication Framework Logs™ Retrieval: FTP Poll
“avc_logs” Type: “AVC Engine Logs™ Retrieval: FTP Poll

“bypasslogs™ Type: “Proxy Bypass Logs™ Retrieval: FTP Poll

L o Ll bl e

42. *“webcat_logs” Type: “Web Categorization Logs” Retrieval: FTP Poll
43. “webrootlogs” Type: “Webroot Logs™ Retrieval: FTP Poll

44. *welcomeack logs” Type: “Welcome Page Acknowledgement Logs" Retrieval: FTP Poll
Enter the number of the log you wish to grep.

[]> 1

Enter the regular expression to grep.

[]> domain.com

Do you want this search to be case insensitive? [Y]>

Do you want to search for non-matching lines? [N]>

Do you want to tail the logs? (N]>

Do vou want to paginate the output? [N]>

Which command displays this output?
A. grep

B. logconfig

C. rollovernow

D. tail

Answer: A

NEW QUESTION 4

What must be configured to require users to click through an acceptance page before they are allowed to go to the Internet through the Cisco WSA?

A. Enable End-User Acknowledgement Page and set to Required in Identification Profiles

B. Enable End -User URL Filtering Warning Page and set to Required in Identification Profiles
C. Enable End-User Acknowledgement Page and set to Required in Access Policies

D. Enable End-User URL Filtering Warning Page and set to Required in Access Policies

Answer: C
NEW QUESTION 5
Which statement about identification profile default settings on the Cisco WSA is true?

A. Identification profiles do not require authentication
B. Guest identification profile should be processed first
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C. Identification profiles can include only one user group
D. AsyncOS processes identification profiles alphabetically

Answer: A

NEW QUESTION 6
Which two modes of operation does the Cisco WSA provide? (Choose two.)

A. connector
B. proxy

C. transparent
D. standard

E. explicit

Answer: CE

NEW QUESTION 7
Which behavior is seen while the policy trace tool is used to troubleshoot a Cisco WSA?

A. External DLP polices are evaluated by the tool

B. A real client request is processed and an EUN page is displayed

C. SOCKS policies are evaluated by the tool

D. The web proxy does not record the policy trace test requests in the access log when the tool is in use

Answer: D

NEW QUESTION 8
Which method is used by AMP against zero-day and targeted file-based attacks?

A. analyzing behavior of all files that are not yet known to the reputation service
B. periodically evaluating emerging threats as new information becomes available
C. implementing security group tags

D. obtaining the reputation of known files

Answer: D

NEW QUESTION 9
Which two features can be used with an upstream and downstream Cisco WSA web proxy to have the upstream WSA identify users by their client IP address?
(Choose two.)

A. X-Forwarded-For
B. high availability
C. web cache

D. via

E. IP spoofing

Answer: AD

NEW QUESTION 10
Which two caching modes are available in the Cisco WSA? (Choose two.)

. active cache

. all cache

. aggressive cache
. safe cache

. ho cache
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Answer: CD

NEW QUESTION 10
Which two caches must be cleared on a Cisco WSA to resolve an issue in processing requests? (Choose two.)

A. authentication cache
B. application cache

C. logging cache

D. DNS cache

E. HTTP cache

Answer: AD
NEW QUESTION 15
By default, which two pieces of information does the Cisco WSA access log contain? (Choose two.)

A. HTTP Request Code
B. Content Type
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C. Client IP Address
D. User Agent
E. Transaction ID

Answer: AC

NEW QUESTION 17

What is the function of a PAC file on a Cisco WSA?

A. The file allows redirection of web traffic to a specific proxy server

B. The file is mandatory for a transparent proxy to redirect user traffic

C. The file provides instructions about which URL categories are permitted
D. The file is mandatory for an explicit proxy to forward user traffic
Answer: A

NEW QUESTION 22

What is a valid predefined time range when configuring a Web Tracking query?
A. year

B. minute

C. hour

D. month

Answer: B

Explanation:

Web tracking query uses minute as a predefined time range to track web related queries.

NEW QUESTION 23
Which IP address and port are used by default to run the system setup wizard?

A. http://192.168.42.42:80

B. https://192.168.42.42:8080
C. https://192.168.42.10:8443
D. http://192.168.43.42:8080

Answer: B

NEW QUESTION 25
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